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AES256XTSSTGIP Demo Instruction

Rev1.00 25-Aug-2023

This document describes the instruction to demonstrate the operation of AES256XTSSTGIP
on FPGA development boards. In the demonstration, AES256XTSSTGIP are used to encrypt
and decrypt data between two memories in FPGA. User can fill memory with plain or cipher data
patterns, set encryption key, tweakable key, Initialization Vector (IV) and control test operation
via Nios || Command Shell.

1 Environment Setup

To operate AES256XTSSTGIP demo, please prepare following test environment.

1) FPGA development board
- Agilex7 I-series development kit. or
- Arria10 SoC Development board.
2) Test PC.
3) Micro USB cable for JTAG connection connecting between FPGA boards and Test PC.
4) Quartus programmer for programming FPGA and Nios Il command shell, installed on PC.
5) SOF file named “AES256 XTSSTGIP.sof” or “AES256XTSSTG4XIP.sof” (To download
these files, please visit our web site at www.design-gateway.com)

| Power adapter |

Figure 1-1 AES256XTSSTGIP demo environment on Agilex7 I-series board
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Figure 1-2 AES256XTSSTGIP demo environment on Arria10 SoC board
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2 FPGA development board setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro-USB ports.
3) Turn on power switch for FPGA board.
4) Open Quartus Programmer to program FPGA through USB-1 by following step.
i) Click “Hardware Setup...” to select
- AGI FPGA Development Kit [USB-1] for Agilex7 I-series
- USB-Blasterll [USB-1] for Arria10 SoC
i) Click “Auto Detect” and select FPGA number.
iii) Select FPGA device icon (Agilex or A10SoC).
iv) Click “Change File” button, select SOF file in pop-up window and click “open” button.
v) Check “program”.
vi) Click “Start” button to program FPGA.
vii) Wait until Progress status is equal to 100%.

0 Programmer - C:/tan_file/AES256XTSSTG4X/Standalone-Demo/AGIB027 /intel/AES256XTSSTGX4Test - AES256XTS...  — O X
File pmetie—s o - Teolem Window Help I PGA | @
| i) Click Hardware Setup -> USB-1 vii) Wait until Progress = 100% r FaA
i vii
«Hardware Setup... YAGI FPGA Development Kit [USB-1] Mode: |JTAG v Progress™” 100% (Successful)
Enable real-time ISP to allow background programming when available
vi) Click “Start” button
Y o File Device Checksum Usercode Program/ Verify Blank- Examine Security E
Configure Check Bit
kStop XTSST... agib027r29ale2vr3 76C23EDO FFFFFFFF v h
o =hones 1_BIT_TAP 00000000 <none>
<none> VTAP10 00000000 <none>
X Delete
4 »
™ Add File... iv) Click “Change File” button -> Select sof file |

- iv
F“Change File...

* Add Device... e e 0g 00 ok b :
TD ~\ BIT_TAP VTAP10

iii) Select FPGA

“Up

P pown

Figure 2-1 FPGA Programmer for Agilex
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@ Quartus Prime Programmer Pro Edition - [AES.cdf] - m] X

File Edit View Processing Tools Window Help Search Intel FPGA e

vii) Wait until Progress = 100% |

= | i) Click Hardware Setup -> USB-1 |

i vii
SB-Blasterll [USB-1] Mode: | JTAG > Progress: 100%(5uccessful)j

V| Enable real-time ISP to allow background programming when available
File Device Checksum Usercode Program/  Verify Blank-  Examine  Security Erase ISP I
Configure. Check Bit CLAMP

i ii) Select FPGA number [l R T ° | | | | n m n n

1 Stop
° <none> SOCVHPS 00000000  <none> v) Check “Program”
88 Auto Detect™ T ones 5M2210Z 00000000  <none>
¥ Delete <none> 5M2210Z 00000000 <none>
M Add File... iv) Click “Change File” button -> Select sof file |
iv > =
B Change File
£ Save File
=g . sssssssns TTTTTTIT
Add Device... n O " = " O
_— : : : H : :
i i — :
H = H H H
I%Down r.‘-l.llll.l—l.l_ L SassmEaEs LT
10ASO66N3F40 SOCVHPS 5M2210Z 5M2210Z
TDO

-~

Fiqure 2-2 FPGA Programmer for A10SoC

For A10SoC after program SOF file complete, Quartus Prime will show popup message of
Intel FPGA IP Evaluation Mode Status as shown in Figure 2-3. Please do not press cancel

button.

% Intel FRGA P Evaluation Mode Status >

ick Cancel to stop using Intel FPGA IP Evaluation Mode |

Time remaining: 00:58:50

| Cancel |

Figure 2-3 Intel FPGA IP Evaluation Mode Status
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3 Nios Il Command Shell

User can fill RAMs with plain or cipher data patterns, set encryption key, set tweakable key,
IV and control test operation via Nios || Command Shell. When configuration is completed,
AES256XTSSTGdemo command menu will be displayed as shown in Figure 3-1. The detailed
information of each menu is described in topic 4.

Altera Nios2 Command Shell
ersion 23.1, Build 115

3 $ nios2-terminal.exe --device 1
nios2-terminal: connected to hardware target using JTAG UART on cable
nios2-termina '"AGI FPGA Development Kit [USB-1]", device 1, instance @
nios2-terminal: (Use the IDE stop button or Ctrl-C to terminate)

AES256XTSSTGDEC Version = 0x00011440

++++++ AES256XTSSTG Demo Menu ++++++
. Set rEncEKeyIn and rDecEKeyIn
. Set rEncTKeyIn and rDecTKeyln
. Set rEncIvIn and rDecIvIn
. Show Data Memory
. Fill Plain Data Memory

. Fill Cipher Data Memory
Decrypt Data

1

2

3

4

)

6. Encrypt Data
7/

8.

Choice:

Figure 3-1 Nios Il Command Shell
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4 Command detail and testing result

4.1 Set encryption key
Step to set encryption key as follows

a) Select “1. Set rEncEKeyln and rDecEKeyIn”.

b) Current rEncEKeylIn will be displayed on Nios Il Command Shell as shown in Figure 4-1.

c) Set new rEncEKeyln: User is allowed to input new key in hex format or press “enter” to
skip setting new key. Then the current encryption key is printed again.

d) Current rDecEKeyln key will be displayed on Nios || Command Shell.

e) Set new rDecEKeyln key: User is allowed to input new key in hex format or press “enter”
to use rEncEKeyln as rDecEKeyln. Then the current decryption key is printed again.

AES256XTSSTG Demo Menu ++++++
rEncEKeyIn and rDecEKeyIn
rEncTKeyIn and rDecTKeyIn
réncIvin and rDecIvIn
. Show Data Memory
5. Fill Plain Data Memory
5. Encrypt Data
. Fill Cipher Data Memory
. Decrypt Data
hoice: 1

+++ Set rEncEKeyIn and rDecEKeyIn +++
réncEKeyIn= 0x0000000000000000000000000000000000000000000000000000000000000000
(enter to use rEncEKeyIn)= 0x2718281828459045235360287471352662497757247093699959574966967627
new rEncEKeyIn= 0x2718281828459045235360287471352662497757247093699959574966967627

rDecEKeyIn= 0x0000000000000000000000000000000000000000000000000000000000000000
(enter to use rEncEKeyIn)= Ox
new rDecEKeyIn= Ox2718281828459045235360287471352662497757247093699959574966967627

Figure 4-1 Set rEncEKeyln and rDecEKeyln example
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4.2 Set tweakable key
Step to set tweakable key as follows

a) Select “2. Set rEncTKeyln and rDecTKeyIn”.

b) Current rEncTKeyln will be displayed on Nios [ Command Shell as shown in Figure 4-2.

c) Set new rEncTKeyln: User is allowed to input new key in hex format or press “enter” to
skip setting new key. Then the current encryption key is printed again.

d) Current rDecTKeyln will be displayed on Nios Il Command Shell.

e) Set new rDecTKeyln: User is allowed to input new key in hex format or press “enter” to
use rEncTKeyln as rDecTKeyln. Then the current decryption key is printed again.

AES256XTSSTG Demo Menu ++++++
rEncEKeyIn and rDecEKeyIn
rEncTKeyIn and rDecTKeyIn

- rEncIvIn and rDecIvIn

. Show Data Memory

. Fill Plain Data Memory

. Encrypt Data

. Fill Cipher Data Memory

. Decrypt Data

hoice: 2

+++ Set rEncTKeyIn and rDecTKeyIn +++
reEncTKeyIn= 0x000000000000000000000000000000000000000000000000000000000000000
(enter to use rEncTKeyIn)= 0x3141592653589793238462643383279502884197169399375105820974944592
new rEncTKeyIn= 0x3141592653589793238462643383279502884197169399375105820974944592

rDecTKeyIn= 0x0000000000000000000000000000000000000000000000000000000000000000
(enter to use rEncTKeyIn)= Ox
new rDecTKeyIn= 0x3141592653589793238462643383279502884197169399375105820974944592

Figure 4-2 Set rEncTKeyln and rDecTKeyln example
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4.3 Set encryption/decryption IV
Step to Set encryption/decryption IV as follows
a) Select “3. Set rEnclvin and rDeclvin”.

DG

b) Current rEnclvin will be displayed on Nios Il Command Shell as shown in Figure 4-3.

c) Set new rEnclvin: User is allowed to input new IV in hex format or press “enter” to skip
setting new key. Then the current encryption IV is printed again.

d) Current rDeclvin will be displayed on Nios Il Command Shell.

e) Set new rDeclvin: User is allowed to input new IV in hex format or press “enter” to use
rEnclvin as rDeclvin. Then the current decryption 1V is printed again.

++++++ AES256XTSSTG Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn

2. Set rEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6

7

8

C

. Encrypt Data

. Fill Cipher Data Memory
. Decrypt Data

hoice: 3

+++ Set rEncIvIn and rDecIvIn +++
rEnclvin= Bx00000000000000000000000000000000
(enter to use rEncIvIn)= Oxffffffffffe
new reEncIvIn=

rDecIvIn=

(enter to use rEncIvIn)= Ox
new rDeclvIn= OxFFFFFFFFFFOR02080000000000000000

Figure 4-3 Set rEnclvin and rDeclvin example
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4.4 Show Data Memory

To show data in memory, user can select “4. Show Data Memory” and input the desired
number of 512-byte data to show. Both plain data and cipher data will be displayed in table-form
as shown in Figure 4-4. User have the option to press “enter” to use the default value.

++++++ AES256XTSSTG Demo Menu ++++++
1. Set rEncEKeyIn and rDecEKeyIn

2. Set rEncTKeyIn and rDecTKeyIn

3. Set rEncIvIn and rDecIvIn

4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Fill Cipher Data Memory

8. Decrypt Data

Choice: 4

+++ Show Data Memory +++
Number of 512-byte Data in decimal (enter = 3):

Plain Data Cipher Data

o o o(C F .0 3 o 5 N F
F7607222 67070CA1 9B311167 58731F6D 3D255128 CEE78DC3 390CBA29 E4AA8B50
2E21C52A 274B1231 85FF7DAB E1FEBEFF A7EF@847 46D98983 AB55C9D9 FF8FAF17
D5688A6F 6625E5CE QEFODDFF C5C74ACQ EOQ8F8B8B CC3DEDF8 72E969F1 6242FC41
6DOBOAF7 47D2C97F E9635B8B 6B3D2BE1 2F1E3E48 2DFAD4B7 8FC27477 62655B22
0000B0PVO 0PPOROOO CPOOPOVD POPVOLEO 0OROLORO DOPPBOEO BOOLELRED VPO
00000PVO 0PPOVOPO 0OPOPOOD DOVVDLOO ©ORODORD POPVBOBO BOPPVOD VPR
0000000 VOOV VROV VOOVDBYO 0VOVORE PORVOVOE VNV BBV
00000000 VOV 0ROV VVOVVOYE 0VORVORE PORROVO VBV BB
00000000 VOV DLV VOOVVVVO 0VORVORE PORVBLOO VOOV BBV
00000000 0000 0VPOVVRE 0V 00ROPORE DPRCRORY BOVREVY VOO
0000000 0000 VVPOVVRE 0OVPOVOR 0OROPORE DORREY BOORERY VRO
0000000 00RO CPPOPORE POVROLEO 0ORORERE PEPRBEO BOLELRY VPO
0000B0PVO 0PPOROOO CPOOPOVD POPVOLEO 0OROLORO DOPPBOEO BOOLELRED VPO
00000PVO 0PPOVOPO 0OPOPOOD DOVVDLOO ©ORODORD POPVBOBO BOPPVOD VPR
0000000 VOOV VROV VOOVDBYO 0VOVORE PORVOVOE VNV BBV
00000000 VOV 0ROV VVOVVOYE 0VORVORE PORROVO VBV BB
00000000 VOV DLV VOOVVVVO 0VORVORE PORVBLOO VOOV BBV
00000000 0000 0VPOVVRE 0V 00ROPORE DPRCRORY BOVREVY VOO
0000000 0000 VVPOVVRE 0OVPOVOR 0OROPORE DORREY BOORERY VRO
0000000 00RO CPPOPORE POVROLEO 0ORORERE PEPRBEO BOLELRY VPO
0000B0PVO 0PPOROOO CPOOPOVD POPVOLEO 0OROLORO DOPPBOEO BOOLELRED VPO
00000PVO 0PPOVOPO 0OPOPOOD DOVVDLOO ©ORODORD POPVBOBO BOPPVOD VPR
0000000 VOOV VROV VOOVDBYO 0VOVORE PORVOVOE VNV BBV
00000000 VOV 0ROV VVOVVOYE 0VORVORE PORROVO VBV BB
00000000 VOV DLV VOOVVVVO 0VORVORE PORVBLOO VOOV BBV
00000000 0000 0VPOVVRE 0V 00ROPORE DPRCRORY BOVREVY VOO
0000000 0000 VVPOVVRE 0OVPOVOR 0OROPORE DORREY BOORERY VRO
0000000 00RO CPPOPORE POVROLEO 0ORORERE PEPRBEO BOLELRY VPO
0000B0PVO 0PPOROOO CPOOPOVD POPVOLEO 0OROLORO DOPPBOEO BOOLELRED VPO
00000PVO 0PPOVOPO 0OPOPOOD DOVVDLOO ©ORODORD POPVBOBO BOPPVOD VPR
0000000 VOOV VROV VOOVDBYO 0VOVORE PORVOVOE VNV BBV
00000000 VOV 0ROV VVOVVOYE 0VORVORE PORROVO VBV BB

Figure 4-4 Displayed Data example
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4.5 Fill Plain Data Memory
Step to fill plain data in memory as follows

a) Select “5. Fill Plain Data Memory”.
b) Input the desired number of 512-byte data. User can press “enter” to use the default
value of plain data. user can a select data pattern.
c) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
d) Whole plain-data memory is filled with selected data pattern.
AES256XTSSTG Demo Menu ++++++
réncEKeyIn and rDecEKeyIn

Set rEncTKeyIn and rDecTKeyIn
Set rEncIvIn and rDecIvIn

Show Data Memory
Fill Plain Data Memory
Encrypt Data
Fill Cipher Data Memory
. Decrypt Data
hoice: 5

+++ Fill Plain Data Memory +++
Number of 512-byte Data in decimal (enter = 5):
a. zero pattern
b. 8-bit counter
16-bit counter
-bit counter

Plain Data : 512 byte

Plain Data Cipher Data

4 7 8 BIRC 2 | cnosil o 7/ G F
00010203 04050607 08090A0B OCODOEOF | 00000000 00VVVVOO 0OV 0V
10111213 14151617 18191A1B 1CI1D1E1F | 00000000 00000000 00OV VOO
20212223 24252627 28292A2B 2C2D2E2F | 00000000 00000000 00000000 0000
30313233 34353637 38393A3B 3C3D3E3F | 00000000 00000000 000D 0OV
40414243 44454647 48494A4B ACADAEAF | 00000000 00000000 POOVOVVO 0OV
50515253 54555657 58595A5B S5CS5DSESF | 00000000 00000000 00000000 00000000
60616263 64656667 68696A6B 6CE6D6EGF | 00000000 ©OOVOOOO 0VOOVOOO 00OV
70717273 74757677 78797A7B 7C7D7E7F | 00000000 00000000 00000000 00000000
80818283 84858687 88898A8B 8C8DBE8S8F | 00000000 00000000 0VOVOOOO 0OV
90919293 94959697 98999A9B 9C9DOESF | 00000000 000VVORO 0OPVOO 00RO
ABGA1A2A3 A4ASA6A7 ABASAAAB ACADAEAF | 00000000 00000000 ©OOVOVVO 0RO
BOB1B2B3 B4BS5B6B7 B8BOBABB BCBDBEBF | 00000000 00000000 00000000 00000000
COC1C2C3 C4C5C6C7 C8CICACB CCCDCECF | 00000000 00000000 000000 00OV
DOD1D2D3 D4D5D6D7 D8D9DADB DCDDDEDF | 00000000 00000000 00000000 00000000
EOQE1E2E3 E4ESE6E7 EBE9EAEB ECEDEEEF | 00000000 00000000 00000000 0000
FOF1F2F3 FAF5F6F7 F8FOFAFB FCFDFEFF | 00000000 00000000 00000000 00000000
00010203 04050607 08090A0B OCODOEOF | 00000000 00OV OBVOVVO VOB
10111213 14151617 18191A1B 1CID1E1F A 00000000 00000000 0VOOPOVO VPOV
20212223 24252627 28292A2B 2C2D2E2F A 00000000 00000000 00000000 ©0VVLOOO
30313233 34353637 38393A3B 3C3D3E3F | 00000000 00000000 000000 00V
40414243 44454647 48494A4B ACADAEAF | 00000000 00000000 00OV 0VOVOO
50515253 54555657 58595A5B SCSDSESF | 00000000 00000000 00000000 00000000
60616263 64656667 68696A6B 6CE6D6EGF | 00000000 ©OOVVOVO 0VOVOOO 0V
70717273 74757677 78797A7B 7C7D7E7F | 00000000 00000000 00000000 00000
80818283 84858687 88898A8B 8C8DBE8S8F | 00000000 0000000 0POVVOOO 0VOOROOO
90919293 94959697 98999A9B 9C9DIESF | 0000V 0VOVVVVO POORVOVO VPR
AGA1A2A3 A4ASA6A7 ABASAAAB ACADAEAF | 00000000 00000000 00000000 00RO
BOB1B2B3 B4B5B6B7 B8BO9BABB BCBDBEBF | 00000000 00000000 00000000 00000000
COC1C2C3 CACS5C6C7 C8CO9CACB CCCDCECF | 00000000 00000000 ©OOVOOVO ©0OVOOO
DeD1D2D3 D4DSD6D7 D8DODADB DCDDDEDF | 00000000 00000000 00000000 00000000
EOE1E2E3 E4ESEG6E7 EBE9EAEB ECEDEEEF | 00000000 00000000 00000000 0000
FOF1F2F3 FAF5F6F7 F8FOFAFB FCFDFEFF | 00000000 00000000 00000000 00000000

Figure 4-5 Displayed Data when select pattern b
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4.6 Encrypt
Step to encrypt data as follows

a) Select “6. Encrypt” to encrypt plain data in memory.

b) Input parameter for lvincrement.

c) When the encryption process is finished, both plain data and cipher data will be
displayed in table-form as shown in Figure 4-6.

AES256XTSSTG Demo Menu ++++++
rEncEKeyIn and rDecEKeyIn
rEncTKeyIn and rDecTKeyIn
rEncIvIn and rDecIvIn

Show Data Memory
Fill Plain Data Memory
Encrypt Data
Fill Cipher Data Memory
. Decrypt Data
hoice: 6

+++ Encrypt +++
Enable Iv Increment [0: Disable 1: Enable]

Length of Plain Data : 512 byte

Plain Data ipher Data

.4 7 v B eete 3 4 7 e 6 B
00010203 04050607 08090A0B OCODOEOF | 64497E5A 831E4A93 2CO9BE3E 5393376D
10111213 14151617 18191A1B 1C1D1E1F | AA599548 B816031D 224BBF50 A818ED23
20212223 24252627 28292A2B 2C2D2E2F | 5S0EAE7ES 6087C8A0 DB51AD29 ©BDEOCI1A
30313233 34353637 38393A3B 3C3D3E3F | C1620857 635BF246 C176AB46 3BE30B80©
40414243 44454647 48494A4B ACADAEAF | 8DA54808 1AC847B1 58E1264B E25BBO91
50515253 54555657 58595A5B S5CS5DSESF | ©BBC9264 71080894 15DAS5FAB 1B3D2604
60616263 64656667 68696A6B 6C6D6E6F | EBABEFF1 AE4020CF A39936B6 6827B23F
70717273 74757677 78797A7B 7C7D7E7F | 371B9220 0BES0251 E6D73CS5F 86DESFD4
80818283 84858687 88898A8B 8C8DBE8F | AS507819 33D79A28 272B782A 2EC313EF
90919293 94959697 98999A9B 9C9D9ESF | DFCCO628 F43D744C 2DC2FF3D CB66999B
ABGA1A2A3 A4ASA6A7 A8ASAAAB ACADAEAF | 50C7CA89 5B0OC6479 1EEAASF2 9499FB1C
BOB1B2B3 B4B5B6B7 B8B9BABB BCBDBEBF | ©26F84CE 5B5C72BA 1083CDDB 5CE45434
COC1C2C3 CA4C5C6C7 C8COCACB CCCDCECF | 631665C3 33B60B11 593FB253 (C5179A2C
DeD1D2D3 D4D5D6D7 D8DSDADB DCDDDEDF | 8DB81378 2A004856 A1653011 ES3FB6D8
EOE1E2E3 E4ESE6E7 E8S8ESEAEB ECEDEEEF | 76C18366 DD8683F5 3412C0C1 80F9(C848
FOF1F2F3 FAFS5F6F7 F8FOFAFB FCFDFEFF | 592D593F 8609CA73 6317D356 E13E2BFF
00010203 04050607 08090A0B OCODOEOF | 3A9F59CD SAEB19CD 482593D8 (C46128BB
10111213 14151617 18191A1B 1C1D1E1F | 32423B37 A9ADFB48 2B99453F BE25A41B
20212223 24252627 28292A2B 2C2D2E2F | F6FEB4AA OBEFSED2 4BF73C76 29780254
30313233 34353637 38393A3B 3C3D3E3F | 82C13115 E4015AAC 992E5613 A3B5C2F6
40414243 44454647 48494A4B ACADAEAF | 85B84795 CB6E9B26 56D8C881 57E52C42
50515253 54555657 58595A5B S5CS5DSESF | F978D863 4C43DO6F EA928F28 22E465AA
60616263 64656667 68696A6B 6C6D6E6F | 6576E9BF 41938450 6CC3CE3C S54AC1A6F
70717273 74757677 78797A7B 7C7D7E7F | 67DC66F3 B30191E6 98380BC9 99BOS5ABC
80818283 84858687 88898A8B 8C8DS8E8F | E19DCOC6 DCC2DDOO 1ECS535BA 18DEB2DF
90919293 94959697 98999A9B 9C9D9ESF | 1A101023 108318C7 5DC98611 AOG9DC48A
ABA1A2A3 A4ASA6A7 A8ASAAAB ACADAEAF | OACDEC67 6FABDF22 2FO7E026 FO59B672
BOB1B2B3 B4B5B6B7 B8B9BABB BCBDBEBF | BS6ESCBC 8E1D21BB D867DD92 72120546
COC1C2C3 CA4C5C6C7 C8CI9CACB CCCDCECF | 81D70EA7 37134CDF CE93B6F8 2AE22423
DeD1D2D3 D4D5D6D7 D8DSDADB DCDDDEDF | 274E58A0 821CC550 2E2D0AB4 S585E94DE
EQEL1E2E3 E4ESE6E7 ES8E9EAEB ECEDEEEF | 6975BESE OB4EFCES5 1CD3E70C 25A1FBBB
FOF1F2F3 FAFS5F6F7 F8FO9FAFB FCFDFEFF | D6©9D273 ADS5BOD59 631C531F 6A0A57B9S

Fiqure 4-6 Nios Il Command Shell after finished encryption process
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4.7 Fill Cipher Data Memory
Step to fill Cipher data in memory as follows

a) Select “7. Fill Cipher Data Memory”.
b) Input the desired number of 512-byte data. User can press “enter” to use the default
value of Cipher data. user can select data pattern.
c) There are four pattern to fill memory.
a. zero pattern
b. 8-bit counter
c. 16-bit counter
d. 32-bit counter
d) Whole cipher-data memory is filled with selected data pattern.
++++++ AES256XTSSTG Demo Menu ++++++
Set rEncEKeyIn and rDecEKeyIn

Set rEncTKeyIn and rDecTKeyIn
Set rEncIvIn and rDecIvIn

Show Data Memory
Fill Plain Data Memory
Encrypt Data
Fill Cipher Data Memory
. Decrypt Data
hoice: 7

+++ Fill Cipher Data Memory +++
Number of 512-byte Data in decimal (enter = 5): 1
zero pattern
8-bit counter
16-bit counter
32-bit counter
Choice: c

Length of Cipher Data : 512 byte

Plain Data Cipher Data

L S OST firi . B 3l s
00000000 0VOVVO VOOV VOOOVO & 0PVOROO1 00020003
00000000 0DOOVOOO 00OVOVOO VOVOVOVO @ VOOB8OVO9 VOOALOOB 0OOCOOOD OOOEOOOF
00000000 VPOV DOVOVOVO 0PVOVLO & 00100011 00120013 00140015 00160017
00000000 00VOVORO 0VOVOVOO VOVVOVO @ 00180019 001ACV1B 001COO1D OO1EQOLF
00000000 0VOVVVO 0OV 0DOOROLO & 00200021 00220023 00240025 00260027
00000000 VVOVVVO VODODOVO 0OVOVVLO & 00280029 002A002B 002C002D 0O2EOO2F
00000000 00 00 00000000 0OV @ 00300031 00320033 00340035 00360037
00000000 00OVOOVO VDOOVOOO VPOV @ V0380039 VO3A003B 0O3COO3D OO3EOO3F
00000000 0DOVOOVO 0POVVOOO PVOVVOLO @ 00400041 00420043 00440045 00460047
00000000 0VPOVOOO 0VOVOVOO 0PVVVOO @ VO480049 004A0V4AB 004CO04D OOAEQOAF
00000000 0VVOVOO DOVOVOVO 0OOVOLO @ 00500051 00520053 0B540055 00560057
00000000 0VOVVO VOVOVOVO 0POVLVOO & VO580059 OOSA0OSB O5COO5D OOSEOOSF
00000000 00OV 0DV VPVOOVOD @ 0060061 00620063 OO640065 V660067

00000000 0DOVOVO DOOOVOVO @ 0680069 POEAPOEB 0V6COOED OOGEOOGF

00000000 0DVVVVO 0POVVVO @ PO700071 00720073 00740075 0O760077
00000000 0POLOLO DODOVOOO VPOPVLO & 0O780079 VO7AC07B ©B7COO7D OO7EGOT7F
00000000 0POVVOO DOV 0OPOPOLRO & 0O8OVO81 00820083 0O840085 00860087
00000000 0VOVOVO 0OVOVOVO 0PVORVO & VO8B8VO8S 0OBAVOBB 0O8COO8D OOBEOOS8F
00000000 0000 00DV 0PVOVOO & 0090091 00920093 00940095 0B960097
00000OLO VPOV VODOVOVO 0PV & VO98OO9S OBOABROB ©B9COOOD OOI9EOOIF
00000000 0DVVOOVO 0DOVVOLO VOOV & VOABOOAL OOA200A3 OOA400AS OOAGOOA7
00000000 00OVVOOO 00DV 0PPOVVOO & OOABOOA9 OOAABOAB OOACOOAD OOAEOLAF
00000000 POVOVOVO 0VOVOVOO VPOV @ 0OBOOOB1 00B200B3 0OB40OBS 0OB6OOB7
00000000 POOOPVOO VPOV PPV | VOBBOOB9 OOBAGOBB ©OBCOOBD OOBEOOBF
00000000 00VVVVO VOOV 0VVVVVO & POCOPOC1 0OC200C3 VBC400CS5 0BC600CT
00000000 00VVVVO VOOV 0OV & BOCB8OOCY VOCABOCB BCCOOCD OOCEOOCF
00000000 0DVOVOVO 0VOVOVOO VBVVVO @ BODRBED1 00D200D3 00D40ODS ©0D60OD7
00000000 000DVOVO 0OOOVVOO 0OVOVVO @ VOD8OBD9 ©BDAGODB ©ODCOODD ©BDEBBDF
00000000 00O ‘ 0 00000000 | OOEOOPE]1l OOE200E3 OOE40OES OOEGOOE7
00000000 0PV 0OLOE 00000000 @ OOEBS8OOES OOEAOOEB OOECOOED OOEEOOEF
00000000 0VOVVOO DOV VOOORORO @ OOFOVOF1 OOF200F3 OOF400FS5 OOF60OF7
00000000 00OV 00DV 0VVOVVOO A OOFB8OOF9 OOFAGOFB OOFCOOFD OOFEOOFF

Figure 4-7 Displayed Data when select pattern ¢
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4.8 Decrypt
Step to decrypt data as follows

a) Select “8. Decrypt Data” to decrypt cipher data in memory.

b) Input parameter for lvincrement.

c) When the decryption process is finished, both plain data and cipher data will be
displayed in table-form as shown in Figure 4-8.

AES256XTSSTG Demo Menu ++++++
rEncEKeyIn and rDecEKeyIn
reéncTKeyIn and rDecTKeyIn
réncIvin and rDecIvIn

Show Data Memory
Fill Plain Data Memory
Encrypt Data
Fill Cipher Data Memory
. Decrypt Data
hoice: 8

+++ Decrypt +++
Enable Iv Increment [0: Disable 1: Enable]

Length of Cipher Data : 512 byte

Plain Data Cipher Data

4 7! G | | e canci b st 7 & F
896240B2 4B3EDA455 EC9E7CCY9 36361846 @ 00000001 00020003 00040005 00060007
88753DD4 95AF78BE OCFA77F6 F2CA724D A 00080009 000A000B ©000COOOD OOOEOOOF
63EQOAFB 129F8A10 D5901721 91F6C5C3 | 00100011 00120013 00140015 00160017
ACO4B362 0C286815 5B6DA9AB C4A424C1 | 00180019 001A001B 001C001D ©O1EGOL1F
9BDO405A 2DEFBE2F 566D6E41 1558F092 | 00200021 00220023 00240025 00260027
010D1FD6 6999136B D58C6899 49CC7FF9 | 00280029 002A002B 002C002D ©0O2EGO2F
5C64EQ6B A37C84D5 6DF48CC4 5D8B316F | 00300031 00320033 00340035 00360037
798EDOBC 441A7F1F 2FOE966A 2BABEE30 | 00380039 003A003B 003C003D 0O3EQO3F
65347823 EA972526 C1A75F00 FCB8797B | 00400041 00420043 00440045 00460047
211501C8 5E7F4B90 ADCA613E E3D40419 | 00480049 004A004B 004C004D OO4EQOAF
OF6C99AC F7EA1B3F 90B5F801 700F0393 | 00500051 00520053 00540055 00560057
OFOD2A91 7B71111F AS54F78B4 116BB341 | 00580059 005A005B 005C005D ©OSEGOSF
2804E1EE 219FBDBF 00560D7E E98088F8 | 00600061 00620063 00640065 00660067
B885F1F9 45CF8949 OECDBC13 92E82984 & 00680069 006A006B 006COO6D OO6EQO6F
74DOD621 EA73F168 BB278906 3C584A71 | 00700071 00720073 00740075 00760077
891042B4 4D29FOA7 FD498E61 E3F2C5FC | 00780079 007A007B 007C007D ©O7EQO7F
B556D7CE 6DEE@869 4BAEE@93 EDB25A62 & 00800081 00820083 00840085 00860087
FDCB7BF4 CF302454 E13D24A3 2A16DF1D | 00880089 008A008B 008C008D OO8EQO8F
AAFA4E60 151EFDAD F2765F5A 2101F97C | 00900091 00920093 00940095 00960097
33EE730B 22BC9724 1A47B996 A6A19DF1 | 00980099 ©09A009B 0©09CO09D OOIEOOIF
O4EB5F8B FECB129F B939EB86 745E7E30 | 00AOOOA1 00A200A3 OOA400AS5 OOAG0OAT
4AB57E3D 255A11C3 AB94AC9A 6DADSFCF | O0A800A9 0OAAGOAB OOACOOAD OOAEOOAF
D416A303 22AD254D 2E6689C3 9EC36671 A ©00BOOOB1 00B200B3 ©00B40OB5 00B60OB7
9FADED26 EFA35260 6C7AFS5BA E3BS564A5 @ 00B800B9 00BAOOBB ©0OBCOOBD ©OOBEQOBF
7C152441 EA1B9FD8 3035B207 2343FF94 | 00C000C1 00C200C3 00C400C5 00C600C7
A6EB90C3 EB280476 FBBS58D55 2AFEOEA3 | 00C800C9 ©0CAQOCB 00CCOOCD OOCEOGOCF
D6250ADD ©359F861 ©85E2FOF 1852FBDO | 00D00OD1 00D200D3 ©00D400D5 ©0D600D7
B88DFBF5 6CF25A51 7AB82300 20106A74 @ ©00D800D9 ©0DAGODB ©0DCOODD ©ODEOGODF
3610BA5B 18C589C6 810ECBCF 25150308 | OOEQOOE1 OOE200E3 OOE400ES5 OOE6OOE7
487A0098 7687FOCD 02287361 FEA99033 | OOES8OOES OOEAQOEB OOECOOED OOEEOOEF
470B9D26 700398D7 CE741538 B9BI9C665 | OOFOOOF1 OOF200F3 OOF400F5 OOF600F7
58DE2065 6C8E7C51 191ECODB D79D0OAO7 | OOF800OF9 OOFAOOFB OOFCOOFD OOFEOQOFF

Fiqure 4-8 Nios Il Command Shell after finished decryption process
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