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Demo Instruction for NVMe-IP/NVMeG3-1P

Rev4.4 12-Dec-23

1 Overview

This document provides instructions for running the NVMe-IP/NVMeG3-IP demo on FPGA
development boards, which involves accessing an NVMe SSD. The demo supports seven
commands: ldentify, Write, Read, SMART, Flush, Secure Erase, and Shutdown, and users can
control the test operation through the FPGA console.

To get started, user must first follow the “dg_nvmeip_fpgasetup” document to set up the FPGA
board. Once the board is setup, the welcome screen is displayed, which shows the IP name, IP
version number, PCle speed, and number of PCle lanes after the IP finishes initialization. The test
menu is then displayed on the console, and users can select the desired test operation by setting
the input on the console.

1P Name | """‘e'l'PA.'P'nformaﬂon | 1P Name oo L formation |
e LE et osion [RVer — 4.41]e++ 1 f .. [OHeGI TP Test design [[TPUer = T.51[+++

Maiting IP initialization PCle speed and Waiting IP initialization
number of lanes C— NUMeG3IP mena ———
Cle Gen3d x4 Device Detectl a1 : Identify Command
[1]1 : Werite Command
—— NUMeIP menu ——-— - -
(@1 : Identify Command (21 : Read Command @'“ menu
(11 : Write Command [4] : Flush Command
(21 - Read Command Main menu [5]1 : Secure Erase Command
(31 : SMART Command [6]1 = Shutdown Command
[4] : Flush Command -
[5]1 = Secure Erase Command
[6]1 = Shutdown Command

Figure 1-1 NVMe-IP main menu
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2 Test Menu

2.1

Identify Command

The Identify command is used to retrieve information about the NVMe SSD. To send the
Identify command, select ‘O’ from the console menu. Once the command operation is
completed, the console displays the following four pieces of information.

+++ Jdentify Command selected +++

Model Number : Samsung SSD 978 PRO 512GB
BSD Capacity 512[GB1
ata size per LBA 512[Byte]l
ecure Erase Command : Support Model name, SSD Capacity, LBA unit

L NUMeIP menu ——— and Secure Erase Command Support

(a1 Identify Command (Output from Identify command)
[11 Write Command

[21 Read Command

[31 SMART Command

[4] Flush Command

[51 Secure Erase Command
61 Shutdown Command

Figure 2-1 Test result when running ldentify command

1) SSD model number : This value is decoded from Identify controller data.
2) SSD capacity : This value is signal output from NVMe-IP.
3) Data size per LBA : This value is signal output from NVMe-IP. Two values are

supported 512 byte and 4 KB.
4) Secure Erase Command Support: This value is decoded from the Identify controller data
to show whether the SSD supports the Secure Erase command.
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2.2 Write Command

The Write command is used to write data to the NVMe SSD. To execute the Write command,
select ‘1’ from the test menu.

¢ : User input
¢ : User output

Normal

+++ prite Command selected +++ KT)
Enter Start Address (512 Byte> : @ - Bx3B9E12AF =) (A1 (2)
Enter Length (512 Byte) : 1 - Bx3B?E12BO => |Ax4000000
Selected Pattern [@B1Inc32 [11Dec32 [2]A11_6@ [31A11_1 [41LFSR=> (4 L

2.364 [GB] 3

4.711 [GB] Input test parameter

7.858 [GB]

Current transfer size

28.178 [GB1

368.512 [GB]

32.854 [GB]

! Output performance l_
otal = 34.359 [GB] , Time = 14636[ms] , Transfer speed = 2347[MB/s]

——— NUMelP menu ——

[B] : Identify Command

[1] : Write Command

[2] : Read Command

[3]1 : SMART Command

[4] : Flush Command

[5]1 : Secure Erase Command
[6] : Shutdown Command

Figure 2-2 Test result when running Write command

The user needs to input three parameters.

1) Start Address: Specifies the start address to write the SSD as a 512-byte unit. The input is
in decimal unit when the user inputs only digits. The user can add “Ox” as a prefix for
hexadecimal units. When the LBA unit of SSD is 4 KB, this input must align 8.

2) Transfer Length: Specifies the total transfer size as a 512-byte unit. The input is in
decimal unit when the user inputs only digits. The user can add “Ox” as a prefix for
hexadecimal units. When the LBA unit of SSD is 4 KB, this input must align 8.

3) Test pattern: Used to select the test data pattern for writing to the SSD. The user can
choose from five patterns, including 32-bit incremental, 32-bit decremental, all 0, all 1,
and 32-bit LFSR counter.

Once all input parameters are validated, the write operation begins. The console displays
the current amount of written data every second to indicate that the system is still running.
Upon completion, the console shows the total size of data, time usage, and test speed as
the test results.

Note: The write performance of SSDs may decrease after long data transfer. In some cases,
the performance can be restored by executing the Secure Erase command
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Our experiments reveal that using an NVMe Gen4 SSD with an NVMe-IP (Gen3) core can
enhance write performance. Figure 2-3 demonstrates this improvment, showing a write
performance of approximately 3000 MB/s.

¢ : User input

Write performance improved o : User output

when using Gen4 SSD

+++ lpite Command selected +++

Enter Start Address (512 Byte) : G - BOxES8E@88AF => @

Enter Length (512 Byte) H - BOxESBEG88BA => Ox4000000
Selected Pattern [B1Inc32 [11Dec32 [2]911 _@ [31A11_1 [4]ILFSR=> 4
2.97?7 [GB]

5.955 [GB]

8.933 [GB1

Current transfer size

26.791 [GB]
29.768 [GB]

32.742 GBI | Output performance l_
otal = 34.35%9 [GB] , Time = 11543[ms] , Transfer speed = 2976 [MB/s]

——— NUMelP menu ——

[B] : Identify Command

[1] : Write Command

[2] : Read Command

[3]1 : SMART Command

[4] : Flush Command

[5] : Secure Erase Command
[6]1 : Shutdown Command

Figure 2-3 Test result when running Write command with NVMe Gen4 SSD at Gen3 speed
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—_Test data of 32-bit increment pattern

4-64-bit header of each 512-bytes

Test data
(32-bit increment)

48-bit address

(512 byte unit) 0x0000

v

o
-

«4-64-bit header of each 512-bytes

Test data

(32-bit LFSR)

48 bit address 0x0000

Test data of 32-bit LFSR pattern———————p

64-bit header

Figure 2-4 Example Test data of the 15t and 2" 512-byte by using incremental/LFSR pattern

64-bit header

Offset 001 2 E F| o 1 2f 3 4 5 sf 7 8 9 A* B c:fn E F
00000000 | [0 00 oo oo oo _ooj[oo _oo] [01_oo o0 00)[0z 00 00 00
00000010 D4 00 00 00 0% 0D 04 00 00 00 09 00 00 00 12 00 00 00 24 00 00 00
00000020 08 00 00 00 09 00 00 00 0A 00 00 00 OB 00 00 00| 49 00 00 00 92 00 00 00 24 01 00 00 49 02 00 00
00000030 0C 00 00 00 OD 00 00 00 OE 00 00 00 OF 00 00 00| 92 04 00 00 24 09 00 00 49 12 00 00 92 24 00 00
gooooon40 10 00 00 00 11 00 00 00 12 00 00 00 13 00 00 00 24 49 00 00 49 92 00 00 92 24 01 00 24 49 02 00
goooooso 14 00 00 00 15 00 00 00 16 00 00 00 17 00 00 00 49 92 04 00 92 24 09 00 24 49 12 00 49 92 24 00
00000060 18 00 00 00 13 00 00 00 1A 00 00 00 1B 00 00 00| 93 24 49 00 27 49 92 00 4F 92 24 01 9E 24 49 02
I st 00 1D 00 00 00 1E OO0 00 00 1F OO0 0O O0OO0J 3C 49 92 04 79 92 24 09 F3 24 49 12 E7 49 92 24
, The1"S12-bytedata o >1 19 gp 0o 22 00 00 00 23 00 00 00| CF 93 24 49 SE 27 45 92 3D 4F 92 24 7A SE 24 49
00000090 24 00 00 00 25 00 00 00 26 00 00 00 27 00 00 00| F§ 3C 49 92 EB 79 92 24 D7 F3 24 49 AE E7 49 92
000000AD 28 00 00 00 29 00 00 00 24 00 00 00 2B 00 00 00| SD CF 93 24 BA 9E 27 49 75 3D 4F 92 EB 74 9E 24
000000OBO  2C 00 00 00 2D 00 00 00 2E 00 00 00 2F 00 00 00| D7 FS 3C 49 AE EB 79 92 SC D? F3 24 BE AE E7 49
000000CO 30 00 00 00 31 00 00 00 32 00 00 00 33 00 00 00| 70 5D CF 93 E0 B 9E 27 C1 75 3D 4F 83 EB 74 9E
000000D0 34 00 00 00 35 00 00 00 36 00 00 00 37 00 00 00| 07 D7 FS 3C OE AE EE 79 1D 5C D7 F3 3B ES AE E7
D00O0ODED 38 00 00 00 33 00 00 00 34 00 00 00 3B 00 00 00| 77 70 SD CF EE E0 BA 9E DC C1 75 3D BE 83 EB 74
D000OOFD  3C 00 00 00 3D 00 00 00 3E 00 00 00 3F 00 00 00| 70 07 D? FS E0 OE AE EE C1 1D 5C D7 83 3B BS AE
00000100 40 00 00 00 41 00 00 00 42 00 00 00 43 00 00 00 07 77 70 5D OE EE E0 BA 1C DC C1 75 39 B8 83 EB
00000110 44 00 00 00 45 00 00 00 46 00 00 00 47 00 00 00| 73 70 07 D7 Eé E0 OE AE CD C1 1D 5C 94 83 3B BS
00000120 48 00 00 00 43 00 00 00 44 00 00 00 4B 00 00 00| 34 07 77 70 68 OE EE E0 D1 1C DC C1 A3 39 BS 83
00000130 4C 00 00 00 4D 00 00 00 4E 00 00 00 4F 00 00 00| 47 73 70 07 SE E6 E0 OE 1D CD C1 1D 34 94 83 3B
00000140 50 00 00 00 51 00 00 00 52 00 00 00 53 00 00 00| 74 34 07 77 E9 68 OE EE D3 D1 1C DC A6 A3 39 BS
00000150 54 00 00 00 55 00 00 00 56 00 00 00 57 00 00 00| 4C 47 73 70 98 SE E6 E0 31 1D CD C1 63 3A 94 83
00000160 58 00 00 00 53 00 00 00 SA 00 00 00 SB 00 00 00| Cé 74 34 07 8D E9 68 OE 1B D3 D1 1C 37 A6 A3 39
00000170 5C 00 00 00 5D 00 00 00 SE 00 00 00 SF 00 00 00| 6E 4C 47 73 DC 98 8E E6 B8 31 1D CD 70 63 3A 9
00000180 60 00 00 00 61 00 00 00 62 00 00 00 63 OO0 00 OO0 E1 Cé 74 34 C3 8D E9 68 86 1B D3 D1 0D 37 A6 A3
00000190 64 00 00 00 65 00 00 00 66 00 00 00 67 OO0 00 00| 1A 6E 4C 47 34 DC 98 8E 68 B8 31 1D DO 70 63 3A
000001AD 6% 00 00 00 63 00 00 00 6& 00 00 00 6B 00 00 00| A0 E1 Cé 74 41 C3 8D E9 83 86 1B D3 06 OD 37 A6
000001BO  6C 00 00 00 6D 00 00 00 6E 00 00 00 6F 00 00 00| 0C 14 6E 4C 18 34 DC 98 30 68 BS 31 60 DO 70 63
000001CO 70 00 00 00 71 00 00 00 72 00 00 00 73 00 00 00| CO AD E1 Cé 81 41 C3 8D 03 83 86 1B 07 06 0D 37
000001DO 74 00 00 00 75 00 00 00 76 00 00 00 77 OO0 00 00| OF OC 1A 6E 1F 18 34 DC 3F 30 68 BS 7F 60 DO 70
000OOLE0 78 00 00 00 79 00 00 00 74 00 00 00 7B 00 00 00| FF CO A0 E1 FF 81 41 C3 FE 03 83 86 FD 07 06 0D
000001F0  7C 00 00 00 7D 00 00 00 7E 00 00 00 7F 00 00 00| FA OF 0C 14 F4 1F 18 34 E9 3F 30 68 D3 7F &0 DO
00000200 [01 00 00 00 00 00 00 00] 82 00 00 00 83 00 00 00 |[01 00 00 00 00 00 00 00] 02 00 00 00 04 00 00 00
e s~ T == Q[§5 00 00 00 86 00 00 00 87 00 00 00 | 09 00 00 00|12 00 00 00 24 00 00 00 49 00 00 0O
| The 2% 512-byte data qyg9 0o 0o 00 24 00 00 00 8B 00 00 00 | 92 00 00 0OW24 0L 00 00 49 02 00 00 92 04 00 00

Test data in the SSD is divided into 512-byte units. For incremental, decremental, and LFSR
patterns, each 512-byte data has a unique 64-bit header that consists of a 48-bit address (in
512-byte units) and a 16-bit zero value. The data following the 64-bit header is the test

pattern selected by the user.

The left window of Figure 2-4 shows an example when using a 32-bit incremental pattern
while the right window shows an example when using a 32-bit LFSR pattern. The unique
header is not included when running all-0 or all-1 pattern.
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When users run the Write or Read command with a 4KB LBA SSD, a message is displayed
on the console to show the input limitation, which must be aligned to 8, as shown in Figure
2-5. When the input does not align to 8, the console displays “Invalid input”’, and the

operation is cancelled.

Figure 2-6 shows an example when the input is out of the recommended range for each

parameter. The console displays “Invalid input”, and then the operation is cancelled.

LBA alignment error

| Recommended message

+++ 1 d +++
Flease input [Start Address] and [Length

when LBA unit =4 KB

in unit of 8]
Enter Start Address (512 Byte) H = Ux3 =, o
512 Byte> : 1 — Bx3B9E12BA => |7
nvalid input,
When LBA unit =4 KB and length does
—— NUMelIP me . L
[@]1 : Identif Notalign to 8, error message is displayed.
[1] : Write Commanda
[2]1 : Read Command
[31 : SMART Command
[4] : Flush Command
[5]1 : Secure Erase Command
[6]1 : Shutdown Command

Figure 2-5 Error message when the input does not unalign for SSD with 4KB LBA unit

Error input

+++ lrite Command selected +++

| Out of range address

dress <512 Byte) : @ —|@x3B9E12AF |=> [AxFFFFFFFF |

nvalid input

+++ llrite Command selected +++
Enter Start Address (512 Byte>

=

_ => Out of range length
- [@x3B9E12B@ | => [@xFFFFFFFF |

512 Byte)
Invalid input

+++ lprite Command selected +++
Enter Start Address (512 Byte)
Enter Length (512 Byte>

rn [B1Inc32 [11Dec32

LI L

nvalid input

@ - Bx3BYE12AF => @ .
1 - Bx3B9E12BA => @x4@@004( Invalid pattern |
21A11_0@ [31A11_1 [41LFSR=>|6

Figure 2-6 Error message from the invalid input
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2.3 Read Command

The Read command is used to read data to the NVMe SSD. To execute the Read command,
select ‘2’ from the test menu.

¢ : User input
¢ : User output

Normal

+++ Read Command selected +++ fﬁ)

Enter Start Address (512 Byte) : a - @x3B9E12AF =>[AT" 2)
Enter Length (512 Byte) : 1 - Bx3BIE12BA =>|0Bx4000000
Selectgdagitﬁggq [@1Inc32 [11Dec32 [2]911 @ [31A11_1 [4]LFSR=> [4 )5

6.765 [GB] Input test parameterw
10.148 [GB]
Current transfer size
27.867 [GB]
36.451 [GB]
33.835 [GB] | Output performance L
Total = 34.35%9 [GB] , Time = 10154[ms] , Transfer speed = 3383[MB/s]

— NUHeIP menu ———
[al Identify Command
[11] Write Command

[2] : Read Command

[3]1 : SMART Command

[4] : Flush Command

[5] : Secure Erase Command
[6] : Shutdown Command

Figure 2-7 Test result when running Read command

The user needs to input three parameters.

1) Start Address: Specifies the start address to read the SSD as a 512-byte unit. The input is
in decimal unit when the user inputs only digits. The user can add “Ox” as a prefix for
hexadecimal units. When the LBA unit of SSD is 4 KB, this input must align 8.

2) Transfer Length: Specifies the total transfer size as a 512-byte unit. The input is in
decimal unit when the user inputs only digits. The user can add “Ox” as a prefix for
hexadecimal units. When the LBA unit of SSD is 4 KB, this input must align 8.

3) Test pattern: Used to select the test data pattern for reading and verifying data from the
SSD. The test pattern must match the one used in the Write command menu. There are
five available patterns: 32-bit incremental, 32-bit decremental, all 0, all 1, and 32-bit LFSR
counter.

If all inputs are valid, the test system reads data from the SSD. While the operation is in
progress, the console displays the current amount of read data every second to indicate that
the system is still running. When the operation is completed, the console shows the total
size of data, time usage, and test speed.

If any of the inputs are invalid or 8-byte unalignment (for 4KB LBA SSDs), the console
displays the message “Invalid input” and cancels the operation.
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In case of a failed data verification during Read command, an error message is displayed on
the console, as shown in Figure 2-8. The message “Verify fail” is displayed with information
about the first failure data, such as the error byte address, the expected value, and the read
value.

To cancel the Read operation, the user can press any key(s). However, if the operation is not
cancelled, it will continue running until it finishes. Once it has finished, the output
performance is displayed on the console.

Though the operation is cancelled, the Read command continues running as a background
process and may not finish in a proper sequence. Therefore, it is recommended to power off
and then power on both the FPGA board and adapter board (if connected) after cancelling
the operation.

— | Verification error without cancellation | [ Verification error with cancellation |

+++ Read Command selected +++ +++ Read Command selected +++

Enter Start Address (512 Byte) E - @x3BIE12AF => @ Enter Start Address (512 Byte) B - Bx3BYE12AF => @

Enter Length (512 Byte) - Bx3BIE12B0 => Bx4PHA0 Enter Length (512 Byte) - Bx3BYE12B8 => 0x4000000

Selected Pattern [l]lnc32 [11Dec32 [2]H11 8 [3]A11_1 [41ILFSR=)| Pattern [B1Inc32 [11Dec32 [2]011 @ [3]a11_1 [4]LFSR=> @
Wrong pattem

erify fail

a
st Error at Byte Addr = BxBPOPOAOO 1st Error at Byte Hddv = Bx0AB0ARO0

xpect Datal12?: @1 = @OxFFFFFFFC_FFFFFFFD_000A0000_000000A0 Expect Datal127: = IxPABARRA3 _NBRARAR2 _PRBRRRAPGE_RRRERBRa
ead Datal12?7: @] = IxBARAARA2_PRARRAA1_PPRARPAG_RRRABAAA Read Datal127: B] = BxPA0ANRA2 0ol
ress an key to cancel operation [Viessaoe when Press any key to cancel operation |User enters some keys to |
2 [GB] ssagewhen 3.382 [GB cancel the operation
6.766 [GBI verification is failed peration is cancelled
18.149 [GB] lease reset system hefore starting a new test |
HUH - Message when
= & menu ——— i H

27.869 [GBI {81 : Identify C " operation is cancelled

30.452 [GB] [11] : Write Command

33.836 [GB] [2] : Read Command

| output performance [
otal = 34.359 [GB] , Time = 1@154Ins] , Transfer speed = 3383[HB/s]|[
[

e NUHelP nenu ——— L
[@] : Identify Command

[11] : Write Command

[2] : Read Command

[31 : SMART Command

[4] : Flush Command

[51 : Secure Erase Command
[6]1 : Shutdown Command

1 : SMART Command

4] : Flush Command

5] : Secure Erase Command
61 : Shutdown Command

Figure 2-8 Data verification is failed
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2.4 SMART Command

Select ‘3’ to send a SMART command to the NVMe SSD. After the operation is completed,
the console will display the SMART/Health Information output (see Figure 2-9). This
information includes both the Health status and SMART log information.

+++ SMART Command selected +++ Data output decoded

¢ Health Status > from SMART command
Remaining Life : 93z

K< SMART Log Information >>

Percentage Used I

emperature : 34 Degree Celsius

otal Data Read : 128586 GB

otal Data Read (Raw datad : BxPNBRRRNA_PRNNRBR0_nRBnRnnnA_REF?F1A1
otal Data UWritten : 1408950 GB

otal Data Uritten (Raw data) : BxP000ABRAA_KBRRARNAO_NRRNARRB_106865D4
Power On Cycles : 2186 Times

Power On Hours : 182 Hours

Insafe Shutdowns : 1087 Times

BMART Command Complete

NUMelIP menu —-—

[A] : Identify Command

[1] : Write Command

[2]1 : Read Command

[3]1 : SMART Command

[4] : Flush Command

[S]1 : Secure Erase Command
[6]1 : Shutdown Command

Figure 2-9 Test result when running SMART command

The Health status displays the remaining life of the SSD as a percentage, which is
calculated from the Percentage Used value in the SMART log information. The SMART log
information displays the following seven parameters.

1) Percentage used: The percentage of the SSD’s lifespan that has been consumed.

2) Temperature: The temperature of the SSD in degree Celsius.

3) Total Data Read: The total amount of data that has been read from the SSD, displayed in
GB/TB units. Additionally, the raw data without decoding is displayed as a 32-digit hex
number (128 bits). The unit size of raw data is 512,000 bytes.

4) Total Data Written: The total amount of data that has been written to the SSD, displayed in
GB/TB units. Additionally, the raw data without decoding is displayed as a 32-digit hex
number (128 bits). The unit size of raw data is 512,000 bytes.

5) Power On Cycles: The number of times the SSD has been powered on.

6) Power On Hours: The total amount of time in hours that the SSD has been powered on.

7) Unsafe Shutdowns: The number of times the SSD has experienced an unsafe shutdown.
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2.5 Flush Command

To initiate a Flush command on the NVMe SSD, select option ‘4’ from the menu. The Flush
command ensures that all modified data in the cache memory is written to Flash memory in
the SSD.

+++ Flush Command selected +++

[Flush Command Complete |
M r
——— NUMeIP menu ——— essage afte

81 Identify Command finishing the operation
[11 WUrite Command
[21 Read Command
[31 SMART Command
[4] Flush Command
[51] Secure Erase Command
61 Shutdown Command

Figure 2-10 Test result when running Flush command

Once the Flush operation is completed, the consoled will display the message “Flush
Command Complete”.

2.6 Secure Erase Command

Select option ‘5’ to initiate a Secure Erase command to the NVMe SSD. Before the operation
starts, a confirmation message is displayed on the console, requesting the user to confirm
the command. The user must enter ‘y’ or Y’ to continue with the operation or any other key
to cancel.

]
1** | Confirmation massage |
J I
| Press ‘y’ to confirm |
|
Message after
finishing the operation

re you sure to erase all Data ?
ress "y’ to confirm : Eﬂ

ecure Erase Command Complete

-—— NUMeIP menu ——-

[B] : Identify Command
[11
[21
[31
[41
[51
[61

WUrite Command

Read Command

SMART Command

Flush Command

Secure Erase Command
Shutdown Command

Figure 2-11 Test result when running Secure Erase command

Once the Secure Erase command is completed, the consoled displays the message
“Secure Erase Command Complete”.
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2.7 Shutdown Command

Select ‘6’ to send Shutdown command to NVMe SSD.

——— NUMeIP menu ——-—
[B] : Identify Command

[1] : WUrite Command

[2] : Read Command

[3]1 : SMART Command

[4] : Flush Command

[5]1 : Secure Erase Command
[6]1 : Shutdown Command

Confirmation massage

+++ d +++
re you sure you want to shutdown the device now 7|
ress 'y’ to conftirm :

Press ‘y’ to confirm ]

Fhutdown command is complete

he device has turned off...

: Last message before NVMe-IP
and SSD become inactive

Figure 2-12 Shutdown command with confirmation

A confirmation message will be displayed on the console, and the user will need to enter ‘y’
or ‘Y’ to proceed with the operation. Press any other key to cancel the operation.

Once the Shutdown operation is completed, “Shutdown command is complete” will be

displayed as the final message. The console becomes inactive. To begin a new test
operation, the user will need to power off and on the test system.
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3 Revision History

Revision Date Description
4.4 12-Dec-23 Add Secure Erase Command
4.3 4-Jun-21 Include NVMeG3IP
4.2 19-Mar-21 Update SMART log information
4.1 27-Aug-20 Update the information when data verification is failed
4.0 29-Jun-20 Remove FPGA setup from the document
1.0 2-Jun-16 Initial version release
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