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UDP Packet Switching Demo Instruction
Rev1.01 14-Oct-2024

This document provides step-by-step instructions for running a UDP Packet Switching demo on the KCU116
development board. The demo showcases the switching of incoming UDP packets using tCAM-IP, focusing on packet
processing similar to Access Control Lists (ACLs) but specifically targeting UDP traffic. This allows users to gain a
deeper understanding of how tCAM-IP can be used to filter and switch UDP packets across a 10Gbps Ethernet
connection with four channels.

All configurations for this demo can be easily managed through the serial console interface. This instruction will guide
you through setting up the test environment, running the demo, and interpreting the results.

1 Environment Setup
To operate tCAM-IP demo, please prepare following test environment.

1) FPGA development board (KCU116 development board)

2) Test PC with 10 Gigabit Ethernet card.

3) Micro USB cable for JTAG connection between FPGA board and Test PC.

4) Micro USB cable for UART connection between FPGA board and Test PC.

5) 10Gb Ethernet cable (SFP+ to SFP+).

6) Vivado tool for programming FPGA installed on Test PC.

7) Serial console software such as TeraTerm installed on PC. The setting on the console is Baudrate=115,200,
Data=8-bit, Non-parity and Stop=1.

8) Demo configuration file (To download this file, please visit our web site at www.design-gateway.com).

| 10G Ethernet Card |

: FHW-U1-KCU116
REV. 1.0 3
-A;."a' w:v - X XlLlNZ(_ =)

B > ) KINTEX
JTAG

Taenad

Gan e

e - - B ¥
S R 0
\

Lo AR ; i PRtk | BeY
4xSFP28  [GF KCU116 [Sgl Reset Button [

Transceiver e
!

Figure 1 tCAM-IP demo on KCU116 board
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2 PC Setup
Before running demo, please check the network setting on PC. Ethernet setting is shown as follows

2.1 IP Setting

;‘5 Ethernet 8 Properties X Internet Protocol Version 4 (TCP/IPv4) Properties X
Networking  Sharing General
Connect using: 10-Gb LAN connection f\) You can get IP settings assigned automatically if your network supports
this capability. Otherwise, need to ask twork administrator
[ ) Ethemet Contoter x710or 10GoE SFP- T s cboi v i m_—— "
(O Obtain an IP address automatically
Vil e S8 Kouing b @ s the following 1P address] )
1 B8 Clent for Microsot Networks 2 IP address: 192.168. 7 . 25 j—
) % File and Printer Sharing for Microsoft Networks
W %8 Npcap Packet Driver (NPCAP) Subnet mask: 255 .255.255. 0
W 93 QoS Packet Scheduler "
[ intemet Protocol Version 4 (TCP/IPv4) ) REFE oM ’ l
L] Microsoft Network Adapter Muttiplexor Protocol
] 1. Microsoft LLDP Protocol Driver o Obtain DNS server address automatically
< > (®) Use the following DNS server addresses:

ol Uil | [Popeies q Erwiomn G4 werews s s 5 |
Description Alternate DNS server: [ . p . I
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication .
across diverse interconnected networks. [validate settings upon exit Advanced...

Cancel
- — [ ]

Figure 2 Setting IP address for PC

Open Local Area Connection Properties of 10 Gb connection, as shown in the left window of Figure 2
Select “TCP/IPv4” and then click Properties.

Set the IP addresses to 192.168.7.25, 192.168.7.20, 192.168.7.30, and 192.168.7.35 with a subnet mask
of 255.255.255.0, as shown in the right window of Figure 2.

1)
2)
3)
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2.2 Speed and duplex settings

U Ethemet8 Properties
Networking  Sharing
Connect using:
@ Intel(R) Ethemet Controller X710 for 10GbE SFP+

This connection uses the following items:

&3 Client for Microsoft Networks

¥ % Fiie and Printer Sharing for Microsoft Networks
™ % Npcap Packet Driver (NPCAP)

W %8 QoS Packet Scheduler

Y intemet Protocol Version 4 (TCP/IPv4)
[J 4 Microsoft Network Adapter Multiplexor Protocol

W 4 Microsoft LLDP Protocol Driver

< >

Descriot

wide area network protocol that provides communication
across diverse interconnected networks.

Uninstall Properties

OK || Cancel

| Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties X

General Advanced Driver Detais Events Power Management

| The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.

Property: Value:

Maximum Number of RSS Process: A 10 Gbps Full Duplex
Maximum Number of RSS Queues e 5

S%SR%OES e 10 Gbps Ful Duplex
Packet Priorty & VLAN [Auto Negotiation |
Prefemed NUMA node

SR-I0V
TCP Checksum Offload (IPv4)
TCP Checksum Offload (IPv6) he

Cancel

Figure 3 Set Link Speed = 10 Gbps

1) On Local Area Connection Properties window, click “Configure”, as shown in Figure 3.
2) On Advanced Tab, select “Speed and Duplex”. Set the value to “10 Gbps Full Duplex” for running 10 Gigabit

transfer test, as shown inFigure 3.
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2.3 Network properties settings

Some of network parameter settings may affect network performance. The example of network properties setting is
as follows.

1) On “Interrupt Moderation” window, select “Disabled” to disable interrupt moderation which would minimize
the latency during transferring data, as shown in Figure 4

Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties >

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you wart to change on the left, and then select its value
on the right.

Property: Walue:

Enable PME - Disabled w
Energy Efficient Ethemet
Flow Contral

Enabled
Intemupt Moderation Rate

IPvd Checksum Offload

Jumbo Packet

Large Send Offload V2 {IPv4)

Large Send Offload V2 (IPwE)

Link State on Inteface Down

Locally Administered Address

Log Link State Event

Maximum Mumber of R5S Process:
Maximum Mumber of RSS Queues ¥

Cancel

Figure 4 Interrupt Moderation
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2) On “Interrupt Moderation Rate” window, set the value to “OFF”, as shown in Figure 5.

3) On “Jumbo packet” window, set the value to “9014 Bytes”, as shown in Figure 6.

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties *

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Walue:

Enable PME " |0ﬁ' "

Energy Efficient Ethemet
Flow Cantrol

Interrug Maoderation

IPv4 Checksum Offload

Jumbo Packet

Large Send Offload V2 ({IPv4)

Large Send Offload V2 {IPvE)

Link State on Inteface Down

Locally Administered Address

Log Link State Event

Maximum Mumber of RS5 Process:
Maximum Mumber of RS5 Queues ¥

Cancel

Figure 5 Interrupt Moderation Rate

Intel(R) Ethernet Controller X710 for 10GbE SFP+ Properties >
General Advanced Drver Detalls Events Power Management
The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.
Property: Value:
Enable PME FS 9014 Bytes e
Energy Efficient Ethemet 2088
Flow Control =3
Intemupt Moderation o
Intermupt Moderation Rate Disabled
|Pv4 Checksum Cffload
Jumbo Packet
Large Send Offload W2 (IPv4d)
Large Send Offload W2 (IPvE)
Link State on Interface Down
Locally Administered Address
Log Link State Event
Maximum Mumber of RSS5 Process:
Maximum Mumber of RSS Queues ¥
Concs

Figure 6 Jumbo packet
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4) On “Receive Buffers” window, set the value to the maximum value, as shown in Figure 7.

5) On “Transmit Buffers” window, set the value to the maximum value, as shown in Figure 8.

tCAM-PacketSwitching-instruction-xilinx-KCU116-en -7-

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Walue:
Link State on Interface Down - |Eﬁm 2
Locally Administered Address =

Log Link State Event

Maximum Mumber of RS5 Process:
Maximum Mumber of RSS Queues
Packet Priarty & WLAN

Preferad NUMA node

Receive Buffers

Receive Side Scaling

RSS Base Processor Mumber

R55 load balancing profile

Speed & Duplex

TCP Checksum Cffload (IPv4d)

TCP Checksum Cffload (IPwE) hd

Cancel

x

Figure 7 Receive Buffers

Intel(R) Ethernet Controller X710 for 10GbE 5FP+ Properties

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select is value
on the right.

Property: Walue:
Maximum Mumber of RSS Queues | =

Packet Priarty & VLAN
Prefemad MUMA node
Receive Buffers

Receive Side Scaling

RSS Base Processor Mumber
RS55 load balancing profile
Speed & Duplex

TCP Checksum Cffload {IPv4)
TCP Checksum Cffload {IPvE]

UDP Checksum Cffload (IPv4)
UDFP Checksum Cfload (IPvE)
WLAN ID A

G

pes

Figure 8 Transmit buffers
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3 UDP Packet Switching Demo setup

1) Make sure the power switch is off and connect the power supply to KCU116 development board.
2) Connect 10Gb SFP+ cable from KCU116 board to PC.
i)  SFPO to NIC with IP 192.168.7.25
i)  SFP1 to NIC with IP 192.168.7.20
i) SFP2 to NIC with IP 192.168.7.35
iv) SFP3 to NIC with IP 192.168.7.30
3) Connect USB cable between PC to JTAG micro USB port.
4) Power on the system.
5) Open Vivado Hardware Manager to program FPGA by following steps.
i)  Click open Hardware Manager.
i)  Click “Auto Connect” to connect with the board.
iii) Select FPGA device to program bit file.
iv) Click Program device.
v) Click “...” to select program bit file.
vi) Click Program button to start FPGA Programming.

¢ Vivado 2021.1

: HARDWARE MANAGER - »aconnected
File Flow Tools Window Help Q- Quick Access ° ii) Open target -> Auto Connect
© No hardware target is Opgff. Open target
‘ & Auto Connect I
VIVADO roris

ML Editions

k-

Open New Target...

Quick Start R -

Create Project > Hardware 2 00X MIG - MIG_1

Open Project > Q = @ L

Open Example Project > Name Statu:
¥ localhost (1 iii) Select FPGA device to program bit file |

8o xilinctet/(*jjj JrzTosoeopen I

v @ xckuSp_0
| T Hardware Device Properties...
SysMon (§
T s ks MIG.1 | Program Device.. 2
- . Verify Device...
Manage IP > J‘i\" AR SHATEACHS SN C  Refresh Device iv) Click Program device
I Open Hardware Manager >\|J 4" Program Device X

Vivado Store > : y )
Select a bitstream programming file and download it to your

hardware device. You can optionally select a debug probes
file that corresponds to the debug cores containedinthe
bitstream programming file.

I v) Click “...” to select program bit file

Le a r n i n g Ce n te r Bitstream file: D/download/UDPSwitching.bif i_{\r\;)

Documentation and Tutorials > Debug probes el (]
: : vi) Click Program button to start
Quick Take Videos > FPGA Programming

What's New in 2021.1 > vi
?) I Cancel ‘

Figure 9 Program Device
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4 Serial Console

Users can configure various parameters and manage the UDP packet switching application directly through the serial
console. The available commands allow users to control access list, filter UDP packets, and monitor network status.
The UDP packet switching commands and their usages are displayed as shown in Figure 10. Detailed information
about each command is described in topic 5.

> LL10GEMAC Version = ©x00008884
> TCAM Version = 0x00002980

[Available commands:

showlist :

addlist

movelist

removelist

clearlist :

netstatus

configmode :

Display all access list entries.
showlist

: Add a access list entry.
addlist <actions> <protocol> <ip-addr> [-m ip-mask] [-p port]

: Move a access list entry by list number.

movelist <list number> -d [number] | -u [number]

: Remove a access list entry by list number.
removelist <list number>

Remove all access list entries.
clearlist

: Display the current status of all network interfaces.
netstatus

Configure the comparison parameter to use the source or destination network parameter.
configmode <src|des>

Use '<command> --help' for detailed usage of a specific command.

>>

Figure 10 Serial console
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5 Command detail

5.1 Show Access List
command> showlist

This command displays all access list entries, including detailed information, for UDP packet switching. The entries
are prioritized based on their list numbers, with lower numbers taking precedence.

5.2 Add Access List Entry
command> addlist <action> <protocol> <ip-addr> [-m ip-mask] [-p port]

This command adds a new entry to the access list. Users must specify the active channels in binary format in the
action field, protocol (TCP, UDP, ICMP), IP address in ip-addr, optional wildcard mask for the IP address with -m, and
port number (TCP, UDP) with -p if required.

>> addlist @ee1 ip 192.168.7.25 -m 255.255.255.0
Success: TCAM initialized and access list updated.

>> clearlist
Success: TCAM initialized and access list updated.

>> addlist 1000 udp 192.168.7.3@ -p 4433
Success: TCAM initialized and access list updated.

>> addlist @10@ tcp 192.168.7.35
Success: TCAM initialized and access list updated.

>> addlist @e1e icmp 192.168.7.20@
Success: TCAM initialized and access list updated.

>> addlist @eel ip 192.168.7.25 -m 255.255.255.8
Success: TCAM initialized and access list updated.

>> showlist
Action Protocol IP Address
192.168.7.30
192.168.7.35

192.168.7.20
192.168.7.XXX

Figure 11 Example of the showlist and addlist command usage
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5.3 Move Access List Entry
command> movelist <list number> -d [number] | -u [number]

This command moves an access list entry up or down in the list. Use the -d option to move down and -u to move up
by the specified number of positions.

>> showlist

Action Protocol IP Address

192.168.7.30
192.168.7.35
192.168.7.20
192.168.7.XXX

>> movelist 1 -d 2
Success: TCAM initialized and access list updated.

>> showlist
Action Protocol IP Address
192.168.7.35
192.168.7.20

192.168.7.30
192.168.7.XXX

Figure 12 Example of the movelist command usage

5.4 Remove Access List Entry

command> removelist <list number>

This command removes a specific access list entry based on its list number.

>> showlist
Action Protocol IP Address

192.168.7.35
192.168.7.20
192.168.7.30

192.168.7.XXX

>> removelist
Success: TCAM initialized and access list updated.

>> showlist
Action Protocol IP Address
192.168.7.35

192.168.7.3@
192.168.7. XXX

Figure 13 Example of the removelist command usage

5.5 Clear All Access List Entries
command> clearlist

This command removes all entries from the access list, clearing all previously configured rules from the system.

>> clearlist
Success: TCAM initialized and access list updated.

>> showlist

N Action Protocol 1IP Address

Figure 14 Example of the clearlist command usage
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5.6 Show Network Status

command> netstatus
This command displays the current status of all ethernet interfaces card.

>> netStatus

Interface Name Status

Link Up

Figure 15 Example of the netstatus command usage

5.7 Configure Comparison Mode

command> configmode <src|des>
This command configures the comparison mode to use either the source (src) or destination (des) network parameter
for filtering and switching UDP packets.

>> configmode src
Parameter set to source mode.

>> configmode des
Parameter set to destination mode.

Figure 16 Example of the configmode command usage
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6 Software UDP Client and Server for Test

This section details the software components used for testing UDP packet transmission and reception, implemented
in Python. The demo utilizes two distinct programs: a UDP client and a UDP server.

6.1 UDP Client

The UDP client is designed to send UDP packets to a specified IP address and port. It can be configured with several
options, including the delay between packets, the number of packets to send, and the size of each packet. The client
is executed with the following command-line arguments:

® C(ClientIP : The IP address of the client (e.g., 192.168.7.25).

® -d <delay> : The delay between packets in seconds (default: 0).
® -n <loop> : The number of packets to send (default: 100).

® -s<size> : The size data to extend (default: 0).

D:\Software>py Client.py -h
usage: UDP Client [-h] [-d <delay>] [-n <loop>] [-s <size>] <Client IP>

UDP Client : send UDP packet to spacific IP and port

positional arguments:
<Client IP> Client address (e.g. 192.168.7.25)

options:
-h, --help show this help message and exit
-d <delay> Delay between packets in seconds (default : @)
-n <loop> Number of packets delay to send (default : 18)
-s <size> Number of packets padding size to send (default : @)

Figure 17 Example of the UDP client displaying help options
Additional Client Configuration

In addition to the above options, the UDP client allows users to specify multiple server targets. Users can configure
the "server" variable in the “Client.py” file to include a list of server IP addresses and ports, enabling the client to
send packets to multiple servers. Users can modify the server IP addresses and ports, and add or remove server
targets as needed.

For example, the “server” variable can be set as follows:

server -=-[-("192.168.7.20", 4433),
("192.168.7.30", 4433),
("192.168.7.35", 4433),

Figure 18 Example of the configmode command usage

6.2 UDP Server

The UDP server listens for incoming UDP packets on all IP addresses and a specified port. It is configured with the
following command-line argument:

® Server |P:Port : The server's IP address and port (e.g., 192.168.7.25:4433).

D:\Software>py Server.py -h
usage: UDP Server [-h] <Server IP:Port>

UDP Server listen to all IP and spacific port

positional arguments:
<Server IP:Port> Server address and port (e.g. 192.168.7.25:4433)

options:
-h, --help show this help message and exit

Figure 19 Example of the UDP server displaying help options

The client and server are both implemented in Python, providing a straightforward and flexible setup for
demonstrating UDP packet switching.
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7 UDP Packet Switching Behavior Demonstration

In this demonstration, the UDP packet switching behavior will be observed after configuring the access list and
switching to destination mode. The UDP client will send packets through the interface card with IP “192.168.7.25”,
and the system will route these packets to the correct destination servers based on the access list.

7.1 Add Access List Entry and Switch to Destination Mode

First, define the access list to route packets to specific servers, with each entry corresponding to a different server
IP address and port. After configuring the access list, switch the system to destination mode to enable packet routing
based on the destination IP addresses.

>> addlist 1000 udp 192.168.7.30 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0100 udp 192.168.7.35 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0010 udp 192.168.7.20 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0001 udp 192.168.7.25 -p 4433
Success: TCAM initialized and access list updated.

>> configmode des
Parameter set to destination mode.

Figure 20 Example of adding access list entry and switching to destination mode

7.2 View All Entries in Access List
After defining the lists, verify the configuration using the showlist command.
>> showlist
Num Action Protocol IP Address
192.168.7.30
192.168.7.35

192.168.7.20
192.168.7.25

Figure 21 Example of displaying all configured access list

7.3 Open UDP Server to Listen on Port 4433

To receive the UDP packets, the server needs to run by excusing “server.py” with ip address and port of ethernet
interface.

D:\Software>py Server.py 192.168.7.25:4433 D:\Software>py Server.py 192.168.7.35:4433
Listening for incoming data on port 4433, Press Ctrl+C to stop. Listening for incoming data on port 4433. Press Ctrl+C to stop.

@ py x

D:\Software>py Server.py 192.168.7.20:4433 D:\Software>py Server.py 192.168.7.30:4433
Listening for incoming data on port 4433. Press Ctrl+C to stop. Listening for incoming data on port 4433. Press Ctrl+C to stop.

Figure 22 Example of opening UDP servers listening on port 4433 for all four channels
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7.4 Packet Transmission

Configure the UDP client to send packets to the following servers. Open the “Client.py” script and update the “server”
variable as shown below.

server = [ ("192.168.7.20", -4433),
("192.168.7.30", 4433),

("192.168.7.35", 4433),

Figure 23 Example of updating the “server” variable in UDP client

Run the UDP client with the following command to start sending packets through the interface with IP 192.168.7.25.

D:\Software>py Client.py 192.168.7.25
Success : send 100 packet with delay ® Second.

Figure 24 Example of command to start UDP client

7.5 Result

From the demonstration, it can be observed that the UDP client sends data to UDP servers at 192.168.7.30,
192.168.7.35, and 192.168.7.20. Each UDP server successfully receives and displays the data. Figure 26 show the
Wireshark capture, showing that each ethernet interface card only receives packets that match its own IP address.
This confirms that the packet switching system correctly routes the UDP packets according to the configured access
list.

from
D:\Software>py Server.py 192.168.7.25:4433 from
Listening for incoming data on port 4433. Press Ctrl+C to stop. from i
from i
from
from i
from i
from
from i
from i
from i
from i
from i
from i
from i
from i
from i
from i
from i
from i
from

N R N R R R R N R R R R R R NV VY
N R N N R R N N R R R R R NV

=7 7
=7 7
=7 7
=7 7
=7 7
=7 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
7. 7
<7/ 7

N R R R R R R R R R R R R NV VY
N R R R R R R N R R N N N R VI

data="msg

Figure 25 Example of UDP servers receiving data from UDP client
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a a
TR QesETLEEaq imgo SEaaaram
o
Destination Stcport Desport Protocol information B ™ Source Destination Scport Desport Protocal Information

40 292.300.7.25 192160730 ;s e 25+ 4 Lenel2 299 192.268.7.25 192.268.7.35 s iop s < 4433 Lenetd

a1 392.300,7.25 075w we 1173+ A4 ensaz 00 192.208.7.25 S5 M Ge 34585+ 33 Lemad

w2 392, 500.7.25 S s 5SS - ) Laned 0 192.368.7.35 I eap + 4ad) Lenetd

43 192.160,7.25 oA wsmue a7m . Leneat a2 192.268.7.35 S 0P 30534 - 433 Lenmdd

044 392, 360.7.25 S0 wssue 500 4433 Lensi 403 102, 268.7.25 e IR 20488 - 4433 Lenedd

045 392,268,225 s muer .4 e o4 192168725 0 P 44 . 4433 a2

46 392, 360.7.25 Gse s siese . 4 L2 05 12.168.7.25 e Ao L e a2

o7 192,268,725 0 wmwe  cees . a3 Lened2 s 152.168.7.25 s amaue  sesse a2 e

sas 152,168,725 T wnup 2078 . a3 e 7 12168.7.35 2 amioe 25384+ a3 Lennd

048 152.160.7.25 s wmue s e sam een w0 152.168.7.25 soues  wae e - 4433 Leniz

250 192,268.7.125 Wy wmuwe ey . s e 0 152168.7.25 sais amae s < 4433 Leviz

a51 292, 260.7.25 20 wnwe n nazz a0 15226.7.25 we  unwe e - e

#52 192, 260.7.125 s enue 1718 . a9 s an 1s2.108.7.35 T aloe 795 < 4433 Lene2

153 152.160.7.25 sy amue A e Loz a2 152.268.7.25 FE1 e 373 - a3 Lemeaz

154 292, 300,7.325 e an e sese s s Len2 s 192160735 0 MR 3192 - aasd Lemd

055 192.100.7.35 e s s 2wk 4493 Lensaz 10210735 2 e 253 A Lene

156 392.360.7.25 65195 e 6518+ 9 Lened a8 102.360.7.35 S MILOP 398 - 33 Lemui

557 192.368.7.25 2073 U 2073 . 44 Lene2 16 192.168.7.35 5 e 934 et

ss8 192, 160.7.25 s w198 . e 2 a7 192168735 we e e e

559 152.160.7.25 Ss3 umup 583 . 433 Lenel2 18 192168725 um aa3we 1073 - 4433 e

sco 192.268.7.25 82 33362 © 442 Lanad2 pregresresien Sme  wmioe 5258 . 443 Leee

sex 192, 260.7.25 7 asuwe e .4 Lenz prgrepes ey asioe e - 443 et

ec2 192,260,725 e o33 © e Lenz o miers e amwe 13 e

6 1m2280.28 s s siss an e prgreeee e s e L

sea 192.260.7.25 sz wmue s e A e preprepoetie s amiwe e - e ez

565 392.360.7.25 s e aess - 403 Loz e 1s2167.35 = wzioe 33 aess Leniz

s66 192.360.7.25 s s 1ms . s Lenaz s 1s21087.35 e e e < ez

067 292.360.7.25 20w we 65 s 4 Lenid 26 152.168.7.35 M ee  atess e Leme2

s0a 192.300.7.25 s s 7168 o a3 Lencaz - 7 192308725 192.168.7.35 T e 716+ 6 Lenci .
i ke >
@ 7 fthernet & <live capture i progress> Packets: $04 - Displayed: 300 (336% Profie Detwstt @ 7 immet 6 <hve capture in progress> Packets: 445 - Displayed: 100 (22.5%) Profle: Dedsut
a Pr— - o x

Fie Edt View Go Ciptue Acdlge  Sutistics Telghooy Winkis  Took Mol

£ME® TREQewET AMEE TRC QewE 1
[ port==4473 . - iy port= =43 § - B
e Source homaton Sorce Desteaton Srcpor Des pot Protocolinformation

337 392.300.2.25 1350 + 4433 Laneaz a7 102,208,725 192.168.7.30 B S e

238 392.300.7.25 6520+ ) Lone2 372 102.368.7.25 192.168.7.30 336 M oP 2536+ A3 Lencia

399 192.300.7.25 061+ 4433 Lancaz 7 102.368.7.25 192.168.7.30 L6 A or 1996+ a3 Lamd

240 392, 368.7.25 anass + 43 Lanea2 574 192.168.7.25 192368730 AP 698 - 4433 Lemd

341 192.168.2.25 a7 - 375 192.168.7.25 192/368.7.38 o ne s e

192.360.7.2 as60 + 4433 Lone22 376 192.168.7.25 192.268.7. as6e AIP 43866 - 4433 Lemed

243 392,260,728 c1682 + 443 Lone2 a7 102308728 1523687 30 ss amoe 69 . 443 Leew

244 202,260,725 285 © 442 Lonez 78 102 268725 192268738 1 wmwe e - 3 w2

245 192, 260.7.25 075 + 4433 Lenezz 379 192 268 7.5 152368730 Mt aamoe  leass 3 Len2

206 192, 260.7.25 10833 + 4033 Laneaz 399 102 268 7.5 152368.7.30 mms amwe  2mmes - e e

247 292, 260.7.25 1663¢ + 4033 Laneaz 381 192 268 7.5 152268730 s amioe e . e ez

308 352, 260.7.25 1168 + 4433 Leneaz 302 192 268.7.25 192.260.7.30 56 wmwe 6 -4 el

208 192.360.7.25 5336 « aazs 303 192.268.7.25 192.168.7.30 sen anie s+ e Lenaz

250 192.360,7.25 25352+ 4439 Leneaz sh4 102.368.7.25 192.360.7.30 s wn e seena - e Lenad

351 292.300.7.25 62095 - 03 Loneaz 05 192.168.7.25 192.168.7.30 e A oP 26+ e Len2

352 392.308.7.25 s+ 9 Lonaaz 596 192,168.7.25 192.368.7. s o 59 . e Lend

352 192.368.7.25 19205 © 433 Lanaa2 07 192.168.7.25 192268738 7 e L 3 a2

154 192.168.7.25 10516 © 43 Cane2 308 102.168.7.25 19202687 30 e 29169 - 4423 Lema2

255 192.160.7.25 6 22 309 192,268,725 1921268730 sss amaioe  sesst . Lewn

256 192,260.7.25 w530 © 4433 Loneaz 290 192 268725 1922687 30 sniop 216 o aans e

257 152.168.7.25 sosas « 432 Lanea2 291 102 260,78 1523687 30 oy e ey - e

258 192,260,725 a3+ e a2 252 102 260725 152368.7.30 e + 33 Lone2

259 292.260.7.25 21678 + sa3 Lane2 293 102 268,75 152.168.7.30 sz amwe s Len

260 292.360.7.25 12000 © sa Lanez 396 192 2600725 12260.7.30 s wmwe  a7ss - a3 L2

261 192.260.7.25 sasse - aa3 Lenez 395 102.208.7.25 192.168.7.30 s snioe  amss - 4 Lz

262 192,260.7.15 20873 © s Lencaz 296 192.268.7.25 192.168.7.30 1935 M 19539 + 433 Lene2

263 292.360.7.15 33362+ 4439 Lenaaz 7 102.268.7.25 192.268.7.30 @ e e . e ez

364 192.360.7.25 » 51788 + 409 Lenaaz 298 102.208.7.25 192.168.7.30 M2 D s« ey Leniz

365 392.368.7.25 192.160.7.20 17518 4 409 Concaz " o 192.168.7,25 192.268.7.30 G ane s s et .
< o B >
@ 7 itherret 10 < capture in progress> Packets: 179 - Displayed 100 26.4%) Profie Detwilt @ 7 iwmen 11 <l caphure o progress> Packets: 413 - Displayect 100 242%) Profle: Dedaud

Figure 26 Wireshark capture of UDP packet transmission
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8 Demonstration of UDP Packet Filtering

In this demonstration showcase how to implement UDP packet filtering within the system. The focus will be on
configuring the access list to control the flow of UDP packets based on their destination IP address. It will show how
certain packets can be selectively blocked from reaching specific servers, while allowing others to be routed to their
designated destinations.

8.1 Add Access List Entry and Switch to Destination Mode

First, configure access list to control the routing of UDP packets to specific servers. Set up rules to ensure that UDP
packets destined for 192.168.7.30 on port 4433 are not forwarded to any port, effectively filtering out these packets
from being sent to any interface card. On the other hand, packets intended for 192.168.7.20, 192.168.7.25, and
192.168.7.35 on port 4433 will be directed to the designated interfaces as specified in our access list configuration.
Then switch the system to destination mode, allowing the packet routing to be based on the destination IP addresses.

>> addlist 0000 udp 192.168.7.30 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0100 udp 192.168.7.35 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0010 udp 192.168.7.20 -p 4433
Success: TCAM initialized and access list updated.

>> addlist 0001 udp 192.168.7.25 -p 4433
Success: TCAM initialized and access list updated.

>> configmode des
Parameter set to destination mode.

Figure 27 Example of adding access list and switching to destination mode

8.2 View all Entries in Access List

After defining the lists, verify the configuration using the showlist command.
>> showlist
Action Protocol 1IP Address
192.168.7.3
192.168.7.

192.168.7.
192.168.7.

Figure 28 Example of displaying all configured access list

8.3 Open UDP Server to Listen on Port 4433

To receive the UDP packets, the server needs to run by excusing “server.py” with ip address and port of ethernet
interface.

D:\Software>py Server.py 192.168.7.25:4433 D:\Software>py Server.py 192.168.7.35:4433
Listening for incoming data on port 4433. Press Ctrl+C to stop. Listening for incoming data on port 4433. Press Ctrl+C to stop

B py X + M8 -

D:\Software>py Server.py 192.168.7.20:4433 D:\Software>py Server.py 192.168.7.30:4433
Listening for incoming data on port 4433. Press Ctrl+C to stop. Listening for incoming data on port 4433. Press Ctrl+C to stop

Figure 29 Example of opening UDP servers listening on port 4433 for all four channels
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8.4 Packet Transmission

Configure the UDP client to send packets to the following servers. Open the “Client.py” script and update the “server”
variable as shown below.

server =-[("192.168.7.20", 4433),
("192.168.7.30", 4433),

("192.168.7.35", 4433),

Figure 30 Example of updating the “server” variable in UDP client

Run the UDP client with the following command to start sending packets through the interface with IP 192.168.7.25.

D:\Software>py Client.py 192.168.7.25
Success : send 180 packet with delay @ Second.

Figure 31 Example of command to start UDP client

8.5 Result

From the demonstration, it can be observed that the UDP client sends data to UDP servers at 192.168.7.30,
192.168.7.35, and 192.168.7.20. Each UDP server successfully receives and displays the data, except for the server
at 192.168.7.30, which does not receive any packets. Figure 33 shows the Wireshark capture, where the interface
192.168.7.25 is seen sending data to 192.168.7.20, 192.168.7.30, and 192.168.7.35. The other interface card only
receives packets that match its own IP address, except for interface 192.168.7.30 having no packets received. This
indicates that the system filtered out packets intended for IP 192.168.7.30.

recv from ip=192.168.7.25:27207 data="msg 79 to 192.168.7.
D:\Software>py Server.py 192.168.7.25:4433 recv from i o .7.25:19199 data="msg 8@ to 192.168.7.
Listening for incoming data on port 4433. Press Ctrl+C to stop. recv from i A .7.25:54677 data="msg 81 to 192.168.7.

recv from i o .7.25: 8329 data="msg 82 to 192.168.7.

recv from i o 5 :48931 data="msg 83 to 192.168.7.

recv from i :41741 data="msg 84 to 192.168.7.

recv from 2.168.7.25:20814 data="msg 85 to 192.168.7.

recv from 2.168.7.25:40910 data="msg 86 to 192.168.7.

recv from 2.168.7.25:57334 data="msg 87 to 192.168.7.

recv from i 2.168.7.25:61731 data="msg 88 to 192.168.7.

recv from 2.168.7.25: 6076 data="msg 89 to 192.168.7.

recv from 2.168.7.25:10986 data="msg 9@ to 192.168.7.

recv from 2.168.7.25: 8040 data="msg 91 to 192.168.7.

recv from i 2.168.7.25:12388 data="msg 92 to 192.168.7.

recv from i 2.168.7.25:35285 data="msg 93 to 192.168.7.

recv from i 2.168.7.25:28577 data="msg 94 to 192.168.7.

recv from 2.168.7.25:13239 data="msg 95 to 192.168.7.

recv from 2.168.7.25: 2134 data="msg 96 to 192.168.7.

recv from 2.168.7.25:14298 data="msg 97 to 192.168.7.

recv from ip=192.168.7.25:31094 data='msg 98 to 192.168.7.

recv from ip=192.168.7.25:37880 data='msg 99 to 192.168.7.

Py X

recv from ip=192.168.7.25:52951 data='msg 79 to 192.168.7.20"
recv from ip=192.168.7.25:40562 data='msg 80 to 192.168.7.20" D:\Software>py Server.py 192.168.7.30:4433
recv from ip=192.168.7.25:36405 data='msg 81 to 192.168.7.20' Listening for incoming data on port 4433. Press Ctrl+C to stop.
recv from ip=192.168.7.25:36063 data='msg 82 to 192.168.7.20'
recv from ip=192.168.7.25:24336 data='msg 83 to 192.168.7.20'
recv from ip=192.168.7.25:16573 da msg 84 to 192.168.7.20"
recv from ip=192.168.7.25:46652 da msg 85 to 192.168.7.20"
recv from ip=192.168.7.25:45128 da msg 86 to 192.168.7.20"
recv from ip=192.168.7.25:17941 da 'msg 87 to 192.168.7.20"
recv from ip=192.168.7.25:24532 da msg 88 to 192.168.7.20"
recv from ip=192.168.7.25: 491 da msg 89 to 192.168.7.20"
recv from ip=192.168.7.25:24522 da msg 9@ to 192.168.7.20"
recv from ip=192.168.7.25:33725 da msg 91 to 192.168.7.20"
recv from ip=192.168.7.25:15617 da msg 92 to 192.168.7.20"
recv from ip=192.168.7.25:39819 da msg 93 to 192.168.7.20"
recv from ip=192.168.7.25: 9799 da msg 94 to 192.168.7.20"
recv from ip=192.168.7.25:22636 da msg 95 to 192.168.7.20"
recv from ip=192.168.7.25:36249 data='msg 96 to 192.168.7.20"
recv from ip=192.168.7.25:53640 data='msg 97 to 192.168.7.20"
recv from ip=192.168.7.25:24852 data='msg 98 to 192.168.7.20"
recv from ip=192.168.7.25:21098 data='msg 99 to 192.168.7.20"

Figure 32 Example of UDP servers receiving data from UDP client
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