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1.

Introduction

Thank you very much for purchasing IP Lock. Please check that all the following items are in the

box. If anything is missing or damaged, contact your distributor or Design Gateway Co.,Ltd.

1.
2.
3.

1.1.

1.

1.2.

o &~ w0

IP Lock device 10 or 50 pcs.
User’s manual
CD ROM contains :

IP Lock user’s manual (IPL_UserManual1_1_E.pdf)

IP Lock core for Xilinx (ToplPLock.vhd, iplock.ngc and iplockex.ngo)

IP Lock core for Altera (ToplPLock.vhd, iplock.vhd)

Example VHDL design source codes (Counter.vhd, Counter32Bits.vhd)

Summary Feature

128-bit AES encryption

IP Lock core and IP Lock device sent and receive data for checking every 200 msec

Xilinx FPGA support only Spartan2, Spartan2E, Spartan3, Spartan3E, Spartan6, Virtex, Virtex2,
Virtex2Pro, Virtex4, Virtex5 and Virtex6

Altera FPGA support only Stratix, Stratix2, Stratix3, Stratix4, ArriaGX, Arria2GX, Cyclone

Cyclone2 and Cyclone3

Minimum System Requirement

Pentium Il or compatible processor

RAM 256 MB

Windows XP

Xilinx ISE 7.1 or over for Xilinx FPGA designer

Quartus Il 4.1 or over for Altera FPGA designer
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1.3. Warranty Policy

1. Product warranty is valid for 1 year from purchasing date.

2. Warranty is void if any modification has been made to this product and any incorrect operation
from this manual or warranty sticker is torn or damaged.

3. In order to claim for product exchange or technical support within warranty period, official
receipt is required for unregistered customer as an evidence of purchasing whereas official
receipt is unnecessary for registered customer (please fill up registration card attached

herewith the product and send back to Design Gateway Co.,Ltd).

1.4. Customer Support

Customer can contact to support@design-gateway.com for support of any problem about IP Lock

or visit our website at www.design-gateway.com.

Your Personal information will be restricted with high confidentiality.
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2. IP Lock System

FPGA

Top Level of user’s logic

ENABLE DCO

A
4

User’s Logic Top IP Lock IP Lock device
SCO0 DDO

»
>

A

Figure 2-1 IP Lock System

From above block diagram, it is shown IP Lock system. IP Lock core communicate with IP Lock
device for check user’s key. If user’s key is correct, ENABLE signal is logic ‘1’ (enable). On the other
hand, if user’s key is not correct, ENABLE signal is logic ‘O’ (disable). User can use ENABLE signal

from IP Lock core to enable user’'s logic. For IP Lock (standard pack) Design Gateway Co..Ltd fix

user’s key in IP [ ock core and IP [ock device so user can not change user’s key value. And each IP

Lock (standard pack) user’s key value is not same value so user can not use IP Lock core and IP Lock
device from different standard pack.
IP Lock core use 3 signals for active. That is SC0O, DCO and DDO0. SCO signal is system clock for IP

Lock core. It use internal clock from user’'s logic but SCO must have frequency range between 1-25

MHz. DCO and DDO signal is data signal. It use for communicate between IP Lock core and IP Lock
device.

Because ENABLE signal from Top IP Lock does not synchronous with user’s clock so user should
be add a D Flip-Flop in user’s logic as show in Figure 2-2. ENABLE signal that out from D Flip-Flop is

synchronous with user’s clock in user’s logic.

User’s Logic
ENABLE > D Q I ENABLE
(from Top IP Lock) D-Flip Flop
User's Clock | Clk

Figure 2-2 Recommend logic on ENABLE signal
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3. IP Lock core

3.1. IP Lock core for Xilinx FPGA

Top IP Lock (ToplPLock.vhd)

P SCO

IP Lock core h
ENABLE o (iplock.nge & iplockex.ngo) « » DCO
User’s key fix in IP Lock core ’ DD

Figure 3-1 Top level of IP Lock for Xilinx FPGA

Figure 3-1 shows block diagram of top level IP Lock for Xilinx FPGA.
- Xilinx IP Lock core (iplock.ngc and iplockex.ngo): IP Lock core communicate with IP Lock
device for check user’s key before enable ENABLE signal. If communication between IP
Lock core and IP Lock device failed or user’'s key is not same value, IP Lock will disable
ENABLE signal.
- User must copy iplock.ngc and iplockex.ngo to Xilinx project folder before start synthesis
and implement HDL code.

- User’s key value already fix in IP Lock core.

3.2. |IP Lock core for Altera FPGA

Top IP Lock (ToplPLock.vhd)

Vil SCO

IP Lock core h
ENABLE < (iplock.vhd) < > DCO
User’s key fix in IP Lock core - . DDO

Figure 3-2 Top level of IP Lock for Altera FPGA
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Figure 3-2 shows block diagram of top level IP Lock for Altera FPGA.

- Altera IP Lock core (iplock.vhd): IP Lock core communicate with IP Lock device for check
user's key before enable ENABLE signal. If communication between IP Lock core and IP
Lock device failed or user’s key is not same value, IP Lock will disable ENABLE signal.

- User's key value already fix in IP Lock core.

- User must add IP Lock license into Quartus Il license as shown in Figure 3-3 before start
synthesis and implement HDL code. If user does not have IP Lock license, User can not
synthesis and implement IP Lock core.

- IP Lock license file: User must send email to iplock@design-gateway.com for request IP
Lock license and Design Gateway Co.,Ltd require some information for register as shown
in Figure 3-4. Please fill this information in email.

- User can check Volume Serial Number by run DOS prompt and use command “dir” on

window drive as shown in Figure 3-5 .

P license.dat - Notepad Il I - (Ol =]
File: Edit Format ‘Wiew Help
}# Quartusll license _‘;]

# Start Quartusll license

# End Quartusll license

# Start IPLock license
INCREMENT 7DS0_0001 alterad 9999.12 permanent uncounted 31B7BADSH99F 4,

YEMDOR _STRIMG="]djigc1884kNhlsZK42qPqlw!/ i35 aZDtDEc gUKBRIGYHDhc N YgrSOLYIUE2EN1GTmMO0ZCYE 1us0cBMNoX Z0IPFAZ
KOmITOFQP4utyYOGIzHpgBOHIOBeSFyBW Gz A WU IBYzBBCR y 56" Y

HOSTID=DISK_SERIAL_MUM=Bc27bacs SIGN="1416 E439 BF41 6BBC 9C8F

DODG 4842 3998 CFS6 6728 OBSZ D985 BOAL DEOD E933 0910 C259 4

0260 C32F 0583 ESCE CO582 CSO0F 4812 CBOF 489C 2030 BOFF 5324 4

5240"

# BEnd IPLock license

Figure 3-3 IP Lock license in Quartus Il license
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NAME / COMPANY: .ttt

IP Lock Serial NUMDE: .. .o
Volume Serial NUMDE: .. ..o e

0 [0 =TT

Figure 3-4 Information for register

WINDOWS, system32',cnnd.es

Uolume Serial Number is 8857-C188

Directory of G:N

A7?-10-28086 @3:87 PM
12222005 @2:38 AM
A8 A5 20A5 1A:46 AM

Figure 3-5 Volume Serial Number

4. |IP Lock Device

IP Lock device is device, which communicates with IP Lock core, for protect FPGA core. IP Lock
device must connect to FPGA (IP Lock core) all time. Figure 4-1 shows recommend schematic of IP

Lock device. Voltage I/0O of FPGA that connects to IP Lock device should be connecting to +3.3 - +5 V.

It 1s not neccessory, If user set
internal pull up in FBEGA

———————————————————

=
&
o

IP Lock Device
1

,,,,,,,,,,,,,,,,,,

01uF &
4

@ @ ouom

S—l——

Note : WCC support wvoltage 3.3 — 5 Volt

Figure 4-1 Schematic of IP Lock Device

For Xilinx FPGA, user can use internal pull up in FPGA by

- setting in Design Object List —I/O Pins on ISE as shown in Figure 4-2

or

- edit ucf file (User Constraint File) of user’s logic as shown in Figure 4-3.
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#: xilinx PACE - [Design Object List - I/0 Pins] -10] x|
File Edit Wiew IOBs Areas Tools ‘Window Help 18] x|
|IDEHE (&[0 [ w|L[ED]L XS R4 mE
1/0 Hame: /0 Direction Loc Bank 1i0 Std. Vref | Vcco | Drive Str.| Termination
[alel] IRt P199 BANKD PLILLLF
[5a] IRt P196 BANKD PLILLLF
LED=0>  |Output P49 BANK2
LED=1> |Cutput P10 BANK2
LED=2= |Cutput P152 BANK2
LED=3= |Cutput P54 BANK2
SysCh |Input P79 BANKA
SysRstB [Input P56 BIANK2
#|Group|ifo pirection]  Loc 1/0 Std. Vref | Voco |Drive Str.| Termination| st
4[LED  |Cutput |
1 | »
Far Help, press F1 v

Figure 4-2 Setting internal pull up on ISE file

NET "DDO" LOC ="P196" | PULLUP ;
NET "DCO" LOC ="P199" | PULLUP ;

Figure 4-3 Setting internal pull up on ucf file

For Altera FPGA, user can use internal pull up in FPGA by
- setting in Assignment Editor on Quartus Il as shown in Figure 4-4
or

- adding in gsf file (Quartus Il Setting File) as shown in Figure 4-5

& pssignment Editor o = =153
i = = tco ;I
th
2 llg]|
. = tsu
= = Cther Timing
= Logic Options

o Advanced

Global Siinals

Hfﬂ 11O Timing

Synthesis

- Jl Parameters j

1

B x| ;

3@ 1l Edit: > \J'J| < SRR |
gw Assignment MName Halug Enabled

E 3 =

- ‘Weak Pull-Up Resistor  |On Yes

A IF: ‘Weak Pull-Up Resistor  |On ¥es

5
L) E Zenews s

£

Figure 4-4 Setting internal pull up on Quartus |l

set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DCO
set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DDO

Figure 4-5 Setting internal pull up on gsf file
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Units INCHES* MILLIMETERS
Dimension Limits MIN NOM MAX MIN NOM MAX

Number of Pins n 8 8

Pitch P 050 1.27

Overall Height A 053 061 069 1.35 1585 175
Molded Package Thickness A2 052 056 061 1.32 1.42 1.55
Standoff  § Al 004 007 010 0.10 0.18 0.25
Overall Width E 228 237 244 579 6.02 6.20
IMolded Package Width E1 146 154 157 3.71 3.91 3.99
Overall Length D 189 193 197 4.80 4.90 5.00
Chamfer Distance h 010 015 020 0.25 0.38 0.51
Foot Length L 018 025 030 0.48 0.62 0.76
Foot Angle ¢ 0 4 8 0 4 8
Lead Thickness c 008 008 010 0.20 0.23 0.25
Lead Width B 013 017 020 0.33 0.42 0.51
IMold Draft Angle Top o 0 12 15 0 12 15
Mold Draft Angle Bottom B 0 12 15 0 12 15

* Controlling Parameter
§ Significant Characteristic

Figure 4-6 Package dimensions of IP Lock device

—>| |<—0.050'Typica| ¥
A 0.050"
Typical
0.250"
—>| |<— 0.030"
Typical
FOOTPRINT 8 Places

Figure 4-7 Footprint of IP Lock device (All dimensions in inch)

Figure 4-6 shows package dimensions of IP Lock device. Figure 4-7 shows footprint dimensions of

IP Lock device. Figure 4-8 shows typical circuit of IP Lock device.

IP Lock (standard pack) User's Manual -8- PD0602-6-01-05E



CATEUAY 1 Lock

<
s}
o]
=
%]
s}

IP Lock Device FPGA
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Note : WCC support wvoltage 3.3 - 5 Volt

Figure 4-8 Typical circuit of IP Lock device

5. Example VHDL design

The example source codes compose of Counter.vhd and Counter32bits.vhd. Counter.vhd is
example code that shows how to connect between user’s logic and Top IP Lock. Counter32Bits.vhd is
example code that shows how to use ENABLE signal in user’s logic. The block diagram of example

VHDL design as shown in Figure 5-1

Top Level of user’s logic (Counter.vhd)

Top IP Lock (ToplPLock.vhd)
LED User’s Logic
- _ ENABLE
SysRstB »|  (Counter32bits.vha) DCO
> IP Lock core
> P DDO
SysClk SCO |, B g

Figure 5-1 Example VHDL design block diagram

Using Xilinx, the structure of source file for implement example design as shown in Figure 5-2

Sources in Project; I

= @ topiplock-behavioral [ =ilineS TOS ource’Topl PLock. whd)

e [F] iplock

N B Module Yiew l B Snhapshot Yiew I E Librarny View I

Figure 5-2 Structure of source file in example HDL design project for Xilinx ISE

Using Altera, the structure of source file for implement example design as shown in Figure 5-3
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Froject Mavigatar o
E ntity
Wy Cyclone: EP1C3T100C3 |

... abd
- ghd Counter

202 ToplPLock:ul_ToplPLOCK

YHO

- abd IPLOCK:u_|PLock
e 205 Coynter32Bitsu?_Counter32Bits

YHO

-‘Hierarch_l,ll Files] & Design Llnitsl

Figure 5-3 Structure of source file in example HDL design project for Quartus Il

6. Troubleshooting

Following information may help user determine the problem and provides some plausible solution
when IP Lock do not operated on user’s board
Q: Enable signal from IP Lock is logic ‘0’ (disable)?
A: Please check IP Lock device direction is mounted correctly or assign pin in FPGA correctly.
Q: Power supply voltage for IP Lock device is correct?
A: Please supply voltage as same as level with FPGA I/O pin.
Q: DDO0 and DCO of IP Lock device pull up?
A: If they do not have external pull up, it can use internal pull up in FPGA.
Q: Do you use IP Lock core and IP Lock device from same package?
A: Because user’s ID in IP Lock core and user’s ID IP Lock device are same and fix, so if user use IP
Lock core and IP Lock device from different package, IP Lock does not enable (disable).

If user already check all item but IP Lock still do not work, Please contact us iplock@design-

gateway.com
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