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AES256GCM1G-IP Demo Instruction

Rev1.00 8-Dec-2025

This document describes the instruction to demonstrate the operation of AES256GCM1G-IP on FPGA development
boards. In the demonstration, AES256GCM1G-IP, called AESGCM-IP, is used to encrypt and decrypt data between
two memories in FPGA and provide authentication tag. User can fill memory with Additional Authenticated Data
(AAD), Dataln patterns, set encryption/decryption key, Initialization Vector (IV), and control test operation via Nios
Command Shell.

1 Environment Setup
To operate AESGCM-IP demo, please prepare following test environment.

1) FPGA development board
- Agilex 5 E-Series Sulfur board.
2) TestPC.
3) Micro USB cable for JTAG connection between FPGA board and Test PC.
4) Quartus programmer for programming FPGA and Nios command shell, installed on PC.
5) Demo configuration file (To download this file, please visit our web site at www.design-gateway.com).

;;;;;

keR Agilex5E-series - (@:
o Sulfur board S paes

Figure 1 AESGCM-IP demo environment on Agilex 5 E-Series Sulfur board
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2 FPGA development board setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro-USB ports.
3) Turn on power switch for FPGA board.
4) Open Quartus Programmer to program FPGA through USB-1 by following step.
i.  Click “Hardware Setup...” to select
- USB-Blasterll [USB-1]
ii. Click “Auto Detect” and select FPGA number.
iii. Select FPGA device icon.
iv. Click “Change File” button, select SOF file in pop-up window and click “open” button.
v. Check “program”.
vi. Click “Start” button to program FPGA.
vii. Wait until Progress status is equal to 100%.

! @ Programmer - O X
File : : - Window Help ——— c
i) Click Hardware Setup -> USB-1 vii) Wait until Progress = 100%
(i vii
| ; Hardware Setup... B-Blasterll [USB-1] Mode:  JTAG - Progress: 100% (Successful) l

Enable real-time ISP to allow background programming when available

| vi) Click “Start” button |
‘ vi File Device Checksum Usercode Program/ Verify Blank- Examine Security Erase ISP
Configure Check Bit CLAMP

b stop i) Scan FPGA path number |23e5sr0 1D5B5B08 FFFFFFFF ‘;
ii Ly »
| wAuto Detect v) Check “Program
X Delete
- »
" Add File... iv) Click “Change File” button -> Select sof file
N iv
ll"“Chr:mge File...
| :"‘I‘I’I'I'I’I'.'I'I"'}
4 Save File E -
™ | f -
* Add Device... 4 E 4 -
i u
» =
“Up L APAARPEAR.
‘I Down TDO iii) Select FPGA

F 9

Figure 2 Program Device
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3 Nios Command Shell

User can fill RAMs with AAD, plain or cipher data patterns, set encryption/decryption key, IV and control test operation
via Nios Command Shell. When configuration is completed, AESGCM-IP demo command menu will be displayed as
shown in Figure 3. The detailed information of each menu is described in topic 4.

[niosv-shell] C:\Users\tan\AppData\Local\quartus> juart-terminal --cable 1
juart-terminal: connected to hardware target using JTAG UART on cable
juart-terminal: "USB-BlasterII [USB-1]", device 1, instance 0
juart-terminal: (Use the IDE stop button or Ctrl-C to terminate)

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Loop verification

8. Fill Cipher Data Memory

9. Decrypt Data

C

Hoice:|

Figure 3 Nios V Command Shell
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4 Command detail and testing result

4.1 Set encryption/decryption key
Step to set encryption key and decryption key as follows

a) Select “Set rEncKeyln and rDecKeylIn”.

b) Current encryption key will be displayed on serial console as shown in Figure 4.

c) Set new encryption key: User is allowed to input new key in hex format or press “enter” to skip setting new
key. Then the current encryption key is printed again.

d) Current decryption key will be displayed on serial console.

e) Set new decryption key: User is allowed to input new key in hex format or press “enter” to use rEncKeyln
as rDecKeyln. Then the current decryption key is printed again.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyln

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data
7
8
9
C

. Loop verification

. Fill Cipher Data Memory
. Decrypt Data

hoice: 1

+++ Set rEncKeyIn and rDecKeyIn +++
rEncKeyIn = 0x000000000000000000000P000AOAE0OAEO0OEOOOAEOAONAEEERNOEOAOEEOOOE00O
(enter to skip)= 0x123U456789abcdef®
new rEncKeyIn = Ox0000000000000000000000000REEERNO00NOEE0OOEOOOEE0E0123U56789ABCDEFO

rDecKeyIn 0x000000000000000CENOEEE0EEE0OEEO0EEEOAE000E0000000000000000000B000
(enter to use rEncKeyIn)= 0x
new rDecKeyIn 0x000000000000000CENOEE0EEE0OEE0EEEO0E00000000000123U56789ABCDEFO

Figure 4 rEncKeyln and rDecKeyln setting example
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4.2 Set encryption/decryption IV
Step to set encryption IV and decryption |V as follows

a) Select “Set rEnclvin and rDeclvin”.

b) Current encryption IV will be displayed on serial console as shown in Figure 5.

c) Setnew encryption IV: User is allowed to input new IV in hex format or press “enter” to skip setting new IV.
Then the current encryption IV is printed again.

d) Current decryption IV will be displayed on serial console.

e) Set new decryption IV: User is allowed to input new IV in hex format or press “enter” to use rEnclvin as
rDeclvin. Then the current decryption IV is printed again.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data
7
8
9
C

. Loop verification

. Fill Cipher Data Memory
. Decrypt Data

hoice: 2

+++ Set rEncIvIn and rDecIvIn +++
rEncIvin = 0x00000000000000E000000000
(enter to skip)= 0x123U456789%acbdef0123U5678
new rEncIvIn = 0x123456789ACBDEF012345678

rDecIvin = 0x00000000000000000O000OEO0
(enter to use rEncIvIn)= 0x
new rDecIvIn = 0x123456789ACBDEF©12345678

Figure 5 lvin setting example
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4.3 Set AAD for Encryption/Decryption

Step to set AAD for encryption and decryption as follows

a)
b)

c)

d)

Select “Set AAD for Encryption/Decryption”.

Input the desired length of AAD in byte. This length will be used for both encryption and decryption. In case
of zero-length AAD operation, user can input “0” or press “enter” then end process of this menu. In case of
non-zero-length AAD, user can select AAD pattern for encryption and decryption as shown in Figure 6.
There are four pattern to fill AAD memory.

1) zero pattern

2) 8-bit counter

3) 16-bit counter

4) 32-bit counter

AAD memory will be filled with selected pattern by the number of AAD and zero-padding to become 128-bit
padded data.

+++ Set AAD for Encryption/Decryption +++
Length of AAD in byte (enter = 0): 20
Choose AAD pattern for Encryption

a.

zero pattern

b. 8-bit counter

C.

16-bit counter

d. 32-bit counter
Choice: b

Encyrypt—-AAD Decrypt-AAD
.u ] .C

0000: 59010203 04050607 08090A0B OGCODOEGF
0001: 160111213 0EEOOOOE 0OEOEEEE COOOEOEE OOEEEOEE POEEEOELEE COEOOEEO EOEEEELO

Choose AAD pattern for Decryption

a.

zero pattern

b. 8-bit counter

c.
d.

16-bit counter
32-bit counter

Choice: b

Encyrypt-AAD Decrypt-AAD

.u ] .C

0000: 00010203 OUO50607 G8090AGB OCEDOEGF

0001: 160111213 00000000 PEEEEEEE CEEOEEEE 10111213 AEEEEEEO QOPOEEEO EEEEEOOO

Figure 6 Displayed data when set AAD pattern
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4.4 Show Data Memory

To show AAD and data in memory, user can select “Show Data Memory”. AAD will be shown by the number of AAD
that user already set in menu “Set AAD for Encryption/Decryption”. User can input the desired length of data in byte

to show. Both plain data and cipher data will be displayed in table-form as shown in Figure 7.

User can press “enter” key to skip putting the number of data, then serial console will display 80 bytes of plain data

and cipher data at address 0x0000-0x004F in five rows of table as shown in Figure 8.

++++++
. Set
. Set
. Set

AES256GCM Demo Menu ++++++

rEncKeyIn and rDecKeyIn
rEncIvIn and rDecIvIn

AAD for Encryption/Decryption
. Show Data Memory

. Fill Plain Data Memory

. Loop verification
. Fill Cipher Data Memory
Decrypt Data

hoice:

1
2
3
il
5
6. Encrypt Data
7
8
2,
C

u

+++ Show Data Memory +++

Length

0000:
0001:

Number

Addr#
0000:
0001:

++++++
. Set
. Set
. Set

of AAD : 20 byte(s)
Encyrypt-AAD

00010203 0405@607 GSOQGAGB GCGDGEGF
10111213 00000000 00EOO000 0EEOBOOO

of Data in byte (enter = 80): 20
Plain Data

00000000 000@@000 @0000@00 0@00000@
00000000 0POOOOEO 0OEOOOEO 0EEOBOOO

Decrypt—-AAD

00@10203 0405@607 GSOQGAGB GCGDGEGF
10111213 00000000 00EOO000 0EEOBOOO

Cipher Data

00@0000@ 000@@000 @0000@00 0@00000@
00000000 00OOO0DEO 0OEOOOEO PEEOBOOO

Figure 7 Displayed data when input the desired length of data

AES256GCM Demo Menu ++++++
rEncKeyIn and rDecKeyIn
rEncIvIn and rDecIvIn

AAD for Encryption/Decryption

. Show Data Memory
. Fill Plain Data Memory

. Loop verification
. Fill Cipher Data Memory
Decrypt Data

hoice:

1
2
3
il
5
6. Encrypt Data
7
8
&
C

il

+++ Show Data Memory +++

Length

0000:
0001:

Number

Addr#
0000:
000e1:
0002:
0003:
oeey:

AES256GCM1GIP-instruction-altera-en

of AAD : 20 byte(s)

Encyrypt-AAD
q 7 .8

00010203 OUO50607 O8090AGB OCODOEOF
10111213 00OO0EEO O0OOOOEEO 0OOOEOEO

of Data in byte (enter = 80):
Plain Data

00000000 EEEEOOOE PEEOOLRO CEEOEOOO
00000000 0OOEOEOE COOOOOEO 0EOOOOOO
00000000 OOOEOEOE COCOOOEO CEEOBOOO
00000000 0POEEOEL 0OEEOLEO C0OEOEOEO
00000000 EEEEOOOE PEEOODRO 0EEOEOOO

Decrypt-AAD
4 7 .8

OCODOEOF
00000000

04050607 08090A0OB
00000000 0EOOEOO

99019293
10111213

Cipher Data

GGGGGBBG 00000000
00000000 0OOOEOEO
00000000 0OOOBO0
00000000 00EOREEO
00000000 0EOOEOO

B@OOGGGB
00000000
00000000
00000000
00000000

GGB@GGGG
00000000
00000000
00000000
00000000

Figure 8 Displayed data when press “enter” key
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4.5 Fill Plain Data Memory

Step to fill plain data in memory as follows

b)

Select “Fill Plain Data Memory”.

Input the desired length of data in byte. In case of zero-length plain data operation, user can input “0” or
press “enter” on keyboard then end process of this menu. In case of non-zero-length plain data, user can
select data pattern.

There are four pattern to fill memory.

1) zero pattern

2) 8-bit counter

3) 16-bit counter

4) 32-bit counter

Whole plain-data memory is filled with selected pattern by the number of input data length and zero-padding
to become 128-bit padded data as displayed in Figure 9.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6.
7
8
9
C

Encrypt Data

. Loop verification
. Fill Cipher Data Memory

Decrypt Data

hoice: 5

+++ Fill Plain Data Memory +++
Length of Plain Data in byte (enter = 0): 24

a.
b.
c.
d.

zero pattern

8-bit counter
16-bit counter
32-bit counter

Choice: b

Plain Data Cipher Data
.4 .8 o€

0000: H 00010203 04050607 08090AGB OCODOEGF
0001: | 10111213 14151617 00000000 00000000 EEEEEEEE CEEEEEEE OEEEOEOE 00000000

Figure 9 Displayed data when set plain data length and data pattern

AES256GCM1GIP-instruction-altera-en -9- © Design Gateway Co., Ltd.



AES256GCM1G IP Core M

4.6 Encrypt

Select “Encrypt” to encrypt plain data in memory. Current length of AAD, encryption AAD and length of plain data are
printed on serial console. When the encryption process is finished, both plain data and cipher data will be displayed
in table-form and 128-bit encryption tag will be printed as shown in Figure 10.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4., Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Loop verification

8. Fill Cipher Data Memory

9. Decrypt Data

Choice: 6

+++ Encrypt +++
Length of encrypt-AAD : 20

Encyrypt-AAD Decrypt-AAD

0000: 00010203 9’4059697 GSBQGAGB GCGDBEGF 60910203 04959697 9809BAGB GCBDBEGF
0001: 10111213 0QOEEEGEO GOOEOOOO 00OEEEEO 10111213 CEEEOEOE 00000 OOOOOOO

Length of Plain Data : 24

Plain Data Cipher Data

0000: 00010203 9’4059697 GSBQGAGB GCGDBEGF '7'728'72AF A2358E78 2A868861 6Fl'77E£l'7
0001: 10111213 14151617 00000000 00000000 BC2CAAEA OF8936B2 00000000 OOOOOOO

Tag : 6F3U4D2BUCSEEAE69A2EFE678556F57EC

Figure 10 Serial console after finished encryption process
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4.7 Data Loop verification

Select “Loop verification”, to check both encryption and decryption. In this menu, plain data in memory will be
encrypted with current encryption key, IV and AAD and be stored in cipher data memory which is already cleared.

Then decryption is started, the cipher data will be decrypted with current decryption key, IV and AAD which user
could set to be different from encryption parameters. The decrypted data will be stored in plain data memory which
is already cleared.

If the decrypted data does not match with plain data input, the first address of the decrypted data which does not
match and the data in memory will be printed in table-form on serial console as shown in Figure 11.

If the decryption tag does not match with encryption tag, both encryption tag and decryption tag will be printed on
serial console as shown in Figure 12.

If the decrypted data and decryption tag match with plain data input and encryption tag, respectively, “Loop
verification succeeded.” is printed on serial console as shown in Figure 13.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data
7
8
9
C

. Loop verification

. Fill Cipher Data Memory
. Decrypt Data

hoice: 7

+++ Loop verification +++

Loop verification Failed.
Decrypted data does not match with Plain data at Addr# 0x0001

Plain Data Cipher Data

.u ] .C .0 .u i .C
0000: 0POEEOEO PEEEEENO PEEEEEED OPEEEEEA O0EPEEEEEE NEEEEOEE NPEEEEEO OPPEEEEO
0001: 00000000 AEEOOENE PEEEOEED CPEEEEED 0PEEEEED CEEEEO0E POPEEEEOO 0PPEEEOO

Figure 11 Serial console after loop verification is failed with data error

AES256GCM1GIP-instruction-altera-en -1 - © Design Gateway Co., Ltd.



AES256GCM1G IP Core

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Loop verification

8. Fill Cipher Data Memory

9. Decrypt Data

Choice: 7

+++ Loop verification +++

Loop verification Failed.
Decryption tag does not match with Enccryption tag.

Encryption tag : 6F3U4D2BUCBEEAE69A2EFE678556F57EC
Decryption tag : 65FBAFBDA77ABBBC5032D49C158D8E70

Figure 12 Serial console after loop verification is failed with tag error

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyln

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6. Encrypt Data

7. Loop verification

8. Fill Cipher Data Memory

9. Decrypt Data

C

hoice: 7

+++ Loop verification +++
Loop verification succeeded.

Figure 13 Serial console after loop verification is succeeded
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4.8 Fill Cipher Data Memory

Step to fill cipher data in memory as follows

a)
b)

c)

Select “Fill Cipher Data Memory”.

Input the desired length of data in byte. In case of zero-length cipher data operation, user can input “0” or
press “enter” on keyboard then end process of this menu. In case of non-zero-length cipher data, user can
select data pattern.

There are four pattern to fill memory.

1) zero pattern

2) 8-bit counter

3) 16-bit counter

4) 32-bit counter

Whole cipher-data memory is filled with selected pattern by the number of input data length and zero-
padding to become 128-bit padded data as displayed in Figure 14.

++++++ AES256GCM Demo Menu ++++++
1. Set rEncKeyIn and rDecKeyIn

2. Set rEncIvIn and rDecIvIn

3. Set AAD for Encryption/Decryption
4. Show Data Memory

5. Fill Plain Data Memory

6.
7
8
9
C

Encrypt Data

. Loop verification
. Fill Cipher Data Memory

Decrypt Data

hoice: 8

+++ Fill Cipher Data Memory +++
Length of Cipher Data in byte (enter = 0): 24

a.
b.
e
d.

zero pattern

8-bit counter
16-bit counter
32-bit counter

Choice: ¢

Plain Data Cipher Data
.4 i o€

0000: 00000000 COEEEEOO OCOBOEOEO EEEEOEOO
0EE1l: OO0EOCEEEO PEOOEEEE EEEEOOEE CBOEEEEE | OOO8EOEY9 EEEAGEOE EOEEOOEE OOOEEOOO

Figure 14 Displayed data when set cipher data length and data pattern
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4.9 Decrypt

Select “Decrypt” to decrypt cipher data in memory. Current length of AAD, decryption AAD and length of cipher data
are printed on serial console. When the decryption process is finished, both plain data and cipher data will be
displayed in table-form and 128-bit decryption tag will be printed as shown in Figure 15.

++++++ AES256GCM Demo Menu ++++++
. Set rEncKeyIn and rDecKeyIn
. Set rEncIvIn and rDeclIvIn
. Set AAD for Encryption/Decryption

1

p)

3

4. Show Data Memory

5. Fill Plain Data Memory
6. Encrypt Data

7. Loop verification

8. Fill Cipher Data Memory
9. Decrypt Data

Choice: 9

+++ Decrypt +++
Length of decrypt-AAD : 20

Encyrypt-AAD Decrypt-AAD
0000: 00010203 04050607 08090AGB GCODOEOF 00010203 04050607 08090AOB BCGDGEOF
0001: 10111213 000EEOE0 GEOOEEEO 0GEEOEEE 10111213 0OEEEOEO EOOEEEEE 0EEOOEGO
Length of Cipher Data : 24

Plain Data Cipher Data
0000: 772976AD A63C887C 2285816F 631C7BHF 99969961 99929993 GGBHGBGS 96966997

0001: AC35B8F0 1B9620AE 00000000 00000000 00080009 OOOACOEB OOOOOOEO 0OOOEOOO

Tag : 65FBAFBDA77ABBBC5032D49C158DSE70

Figure 15 Serial console after finished decryption process
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5 Revision History

Revision Date (D-M-Y) Description
1.00 8-Dec-25 Initial version release
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