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ChaCha20Poly1305-IP Demo Instruction

Rev1.00 31-Jul-2026

This document describes the instruction to demonstrate the operation of ChaCha20Poly1305-IP Arria10 SoC Board.
In the demonstration, ChaCha20Poly1305-IP is used to encrypt/decrypt data between two memories in FPGA and
provide authentication tag. User can fill memory with Additional Authenticated Data (AAD) and Input Data, set
encryption/decryption key and Initialization Vector (1V), and control test operation via serial console.

1 Environment Setup
To operate ChaCha20Poly1305-IP demo, please prepare the following test environment.

1) FPGA development board

2) TestPC.

3) Micro USB cable for JTAG connection between FPGA board and Test PC.

4) Quartus programmer for programming FPGA and Nios command shell, installed on PC.

5) Demo configuration file (To download this file, please visit our web site at www.design-gateway.com).
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Figure 1 ChaCha20Poly1305-IP demo environment on Arria10 SoC board
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2 FPGA Development Board Setup

1) Make sure power switch is off and connect power supply to FPGA development board.
2) Connect USB cables between FPGA board and PC via micro-USB ports.
3) Turn on power switch for FPGA board.
4) Open Quartus Programmer to program FPGA through USB-1 by following step.
i). Click “Hardware Setup...” to select USB-Blasterll [USB-1]
ii). Click “Auto Detect” and select FPGA number.
ii). Select FPGA device icon.
iv). Click “Change File” button, select SOF file in pop-up window and click “open” button.
v). Check “program”.
vi). Click “Start” button to program FPGA.
vii). Wait until Progress status is equal to 100%.

@ Quartus Prime Programmer Pro Edition - [AES.cdf] - m] X
Eile Edit View Processing Tools Window Help Search Intel EPGA °
» | i) Click Hardware Setup -> USB-1 | vii) Wait until Progress = 100% |

i vii
SB-Blasterll [USB-1] Mode: | JTAG v Progress: 100% (Successful) '

V| Enable real-time ISP to allow background programming when available
vi) Click “Start” button

Device Checksum Usercode Program/  Verify Blank- Examine  Security Erase ISP I

Configure Check Bit CLAMP
6N3F40 1D6A0685  1D6A0685

@8
<none> SOCVHPS 00000000 <none>

v) Check “Program”
<none> 5M2210Z 00000000 <none>

¥ Delete <none> 5M2210Z 00000000 <none>

% AddFile... iv) Click “Change File” button -> Select sof file I

4 »

& Save File
° 5 rawesscee-N__/  sssssssss 000 sssssssss 00 sssssssss
Add Device. | - .
H B H H
TODI E E 5 H
b up bl 3 P —
H a H H
. - J -
E
1‘“’ Down -",munm_ ---------------------------
10AS066N3F40 SOCVHPS 5M2210Z 5M2210Z
TDO

-~

Figure 2 Program device

For A10SoC, after the SOF file has been programmed, Quartus Prime will show popup message of Intel FPGA IP
Evaluation Mode Status as shown in Figure 3. Please do not press cancel button.

u’ Intel FRGA IP Evaluation Mode Status X

ick Cancel to stop using Intel FPGA IP Evaluation Maode |

Time remaining: 00:59:50

| Cancel |

Figure 3 Intel FPGA IP evaluation mode status
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3 Nios Command Shell

User can fill RAMs with AAD, IV, Input Data, and encryption/decryption key via Nios || Command Shell. The current
parameters are shown together with the available options in the main menu as shown in Figure 4. The details of
each menu are described in topic 4.

= C\intelFPGA_pro\2i X + ~

Current Parameters:
Mode
: 80818283 8U858687 88898A8B 8C8DS8ESF 90919293 9uU959697 98999A9B 9CIDIEIF
: 07000000 40414243 4yuys5U6LT
: 50515253 COC1C2C3 CHC5C6CT (12 bytes)
: UC616U69 65732061 6E6U20UT 656E7U6C ... (114 bytes)

Options:

[1] - Change Mode

[2] - Edit Key

[3] Edit IV

[4] Edit AAD & Data
[5] - Show AAD & Data
[6] Execute Operation

Choice:

Figure 4 Main menu on Nios Il Command Shell
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4 Command Details and Test Results

4.1 Change Mode

Select “Change Mode” from the main menu to switch the ChaCha20Poly1305-IP operation mode. The available
options are shown in Figure 5.

1) ENCRYPT: Encrypts Input Data stored in memory.

2) DECRYPT: Decrypts Input Data stored in memory.

3) BYPASS: Bypasses Input Data stored in memory without encryption or decryption.

4) SPEED TEST: Evaluates the computational efficiency of the ChaCha20Poly1305-IP when processing large
volumes of data.

Current Parameters:

Mode

Key : 80818283 8uU858687 88898A8B 8CB8DBESF 90919293 9U959697 98999A9B 9C9D9ESF
v : 07000000 40414243 dyysueul7

AAD : 50515253 COC1C2C3 CHC5C6CT (12 bytes)

Data : UC616U469 65732061 6E6U20UT7 656ETU6C ... (11U bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 1

Select mode:

[1] - ENCRYPT

[2] DECRYPT

[3] - BYPASS

[u] SPEEDTEST
- Back

Choice:

Figure 5 Change mode menu

ChaCha20Poly1305-instruction-amd-en -5- © Design Gateway Co.,Ltd



ChaCha20Poly1305 IP Core m

4.2 Edit Key
The steps to edit key are as follows

1) Select “Edit Key”.
2) Enter up to 256-bit key value in hexadecimal format as shown in Figure 6.
3) After pressing Enter, the new key value will be updated and displayed in the main menu.

Current Parameters:
Mode

: 80818283 8U858687 88898A8B 8CBDBESF 90919293 94959697 98999A9B 9C9DIEIF
: 07000000 de4l4243 4uus46L4T
: 50515253 COC1C2C3 CUC5C6CT (12 bytes)

Data : 4C616469 65732061 6E6U20UT 656ETU6C ... (114 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[4] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 2

Enter new Key (enter to set, 'q' to exit): 0x123U4567890abcdef|

Figure 6 Key setting example

4.3 EditlVv
The steps to edit IV are as follows

1) Select “Edit IV”.

2) Enter up to 96-bit IV value in hexadecimal format as shown in Figure 7.
3) After pressing Enter, the new IV value will be updated and displayed in the main menu.

Current Parameters:

Mode
: 12345678 90ABCDEF 00000000 00000000 POOEEOA0 POEEOEOE 0OOPOEOE EEEOOEOO
: 000OOEEO PEEOEEEO PO
: 50515253 COCLC2C3 CUC5C6CT (12 bytes)

DEVEY : 4Cel6U69 65732061 6E6U20UT 656ET7U6C ... (114 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 3

Enter new IV (enter to set, 'q' to exit): Oxababcdcdefef123d|

Figure 7 IV setting example
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4.4 Edit AAD & Data

Select “Edit AAD & Data” to update AAD and Data in memory. Users must update both AAD and Data in this menu.
Editing differs by mode:

Speed Test Mode:

1) Enter AAD size (bytes) and press Enter.
2) Enter Data size (bytes) as shown in Figure 8 and press Enter.
3) After both inputs, the new sizes are updated and shown in the main menu.

Other Modes:

1) Enter AAD value in hexadecimal and press Enter.
2) Enter Data value in hexadecimal as shown in Figure 9 and press Enter.
3) After both inputs, the new values and sizes are updated and shown in the main menu.

Notes:

e Combined AAD + Data size cannot exceed 16 KB.

e In Decrypt mode, Data is treated as Ciphertext; in Encrypt mode, it is Plaintext.

e In Speed Test Mode, the entered AAD size and Data size can be any value; the IP rounds each size up to
the nearest 16-byte alignment.

Current Parameters:
Mode : SPEEDTEST
: 12345678 90000000 0PO0COOO 0COOOORE OPOOEOOO PEEOEOEO OPOOOLOO POLORORO
: ABCDEF12 34560000 00000000
(Forced 0) (@ bytes)
(Forced 0) (16 bytes)

Options:

[1] - Change Mode

[2] - Edit Key

[3] - Edit IV

[4] - Edit AAD & Data
[5] - Show AAD & Data
[6] Execute Operation

Choice: 4

Enter AAD size in bytes (aligned to 16B, 'q' to skip): 9999999999

Enter Data size in bytes (aligned to 16B, 'q' to skip): 9999999999

Figure 8 AAD & Data setting example in Speed Test mode
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Current Parameters:

Mode

: 12345678 90ABCDEF 00000000 00000000 0CEE0E00 0ONOOOEO COEEEEEE O0OOEOOOO
: ABABCDCD EFEF1234 00000000

: 50515253 COC1C2C3 C4C5C6CT7 (12 bytes)

: 4C616U469 65732061 6E6U420UT 656ET7U6C ... (114 bytes)

Options:

[1] -
[2] -
3] -
(4] -
[5] -
(6] -

Change Mode

Edit Key

Edit IV

Edit AAD & Data
Show AAD & Data
Execute Operation

Choice: 4

Enter new AAD Value (enter to set, 'q' to exit): Oxababcdcdefef123u56

Enter new Data (enter to set, 'q' to exit): @xababcdcdefefabl35796|

Figure 9 AAD & Data setting example in other modes
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4.5 Show AAD & Data
The steps to show AAD & Data in memory are as follows:

1) Select “Show AAD & Data”
2) Enter the number of bytes to display (or press Enter to display all).

)
3) The AAD and Data values are shown in table form as shown in Figure 10.
4) After pressing Enter, the console will return to the main menu.

Current Parameters:

Mode

Key : 80818283 8uU858687 88898A8B 8CBDBESF 90919293 94959697 98999A9B 9C9DIEIF
IV : 07000000 do414243 4uyns464T

AAD : 50515253 COCLC2C3 CUC5C6CT (12 bytes)

Data : 4C616469 65732061 6E6U42047 656ET7U6C ... (114 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 5
Enter number of AAD & Data want to show in bytes (enter = all, 'q' to exit):
Input Data

50515253 COC1C2C3 CHC5C6CT 00000000
uceleue9 65732061 6E6U2047 656ETU6C
656D656E 206F6620 74686520 636C6173
73206F66 20273939 3A20U4966 20492063
6F756C6U4 206F6666 65722079 6FT75206F
6E6CT7920 6F6E6520 74697020 666F7220
74686520 66757475 72652C20 T3756ET3
63726565 6E20776F 756C6420 62652069

Press any key to continue...

Figure 10 Show AAD & Data example
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4.6 Execute Operation
Select “Execute Operation” to start the operation in the currently selected mode.
4.6.1 Encrypt

In Encrypt mode, the IP uses the current key and IV to encrypt the Input Data in memory. The Output Data
(Ciphertext) and 128-bit authentication tag are displayed as shown in Figure 11.

=== ChaCha20Poly1305 Version 0x80013041
Current
Mode
: 80818283 8u858687 88898A8B 8C8D8EBF 90919293 94959697 98999A9B 9C9D9ESF
: 07000000 40414243 d4uy546uU7
: 50515253 COC1C2C3 CUC5C6CT (12 bytes)
: UCel6UR9 65732061 6E6L20UT 656ET7U6C ... (114 bytes)

Options:

[1] - Change Mode

[2] - Edit Key

[3] Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 6
Operation started...

Input Data Output Data

50515253 COC1C2C3 CUCSHC6CT 000OEEOO 50515253 COC1C2C3 CUC5CHCT 0OOOOBOO
4celed69 65732061 6E6420U7 656E746C  D31A8D34 6U4BE6ODB 7B86AFBC S53EFT7EC2
656D656E 206F6620 74686520 636C6173  AUADED51 296EG8FE A9E2B5A7 36EE62D6
73206F66 20273939 3A20U966 20492063 3DBEALUSE 8CA96712 82FAFB69 DA92728B
6F756C64 206F6666 65722079 6F75206F  1A71DEGA 9E060B29 05D6A5B6 TECD3B36
6E6C7920 6F6E6520 TU697020 666F7220  92DDBD7F 2D778B8C 9803AEE3 28091B58
74686520 66757475 72652C20 T3756E73 FAB324EL4 FAD67594 5585808B U4831D7BC
63726565 6E20776F 756C6420 62652069  3FFUDEFG@ S8EUBT7A9D E576D265 86CEC6UB
TU2E 6116

1AE10B59 4FO9E26A TE902ECB DO600691

Press any key to continue...|

Figure 11 Encryption mode result
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4.6.2 Decrypt

In Decrypt mode, the IP uses the current key and IV to decrypt the Input Data in memory. The Output Data (recovered
Plaintext) and the 128-bit authentication tag are displayed as shown in Figure 12.

Current Parameters:
Mode

: 80818283 8uU858687 88898A8B 8CBDBESF 90919293 9uU4959697 98999A9B 9C9D9E9F
: 07000000 d4o41d4243 44454647

: 50515253 COC1C2C3 CUC5C6CT (12 bytes)

: UCA16U69 65732061 6E6U20U4T 656ETU6C ... (114 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] - Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[é] Execute Operation

Choice: 6
Operation started...

Input Data Output Data

50515253 COC1C2C3 CUC5C6CT 000OOEEEO 50515253 COC1C2C3 CUC5C6CT 00000000
4Celeu69 65732061 6E6U20UT7 656ETU6C  D31A8D34 6USE6ODB 7B86AFBC S3EFTEC2
656D656E 206F6620 TU686520 636C6173  AUADEDS51 296EG8FE A9E2B5A7 36EE62D6
73206F66 20273939 3A204966 20492063 3DBEAUSE 8CA96712 82FAFB69 DA92728B
6F756C6U4 206F6666 65722079 6F75206F  1A71DEGA 9E060B29 05D6A5B6 7ECD3B36
6E6CT7920 6F6E6520 TU697020 666F7220  92DDBD7F 2D778B8C 9803AEE3 28091B58
74686520 66757475 72652C20 73756E73 FAB324E4 FAD67594 5585808B 4831D7BC
63726565 6E20776F T56C6U20 62652069  3FFUDEFO S8EUB7A9D E576D265 86CEC6ELUB
TU2E 6116

661E9434 67EDB196 3BFE9015 190609F0©

Press any key to continue...

Figure 12 Decryption mode result
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4.6.3 Bypass

In Bypass mode, the IP simply passes the Input Data from memory to output memory without any encryption or
decryption. Both Input Data and Output Data are displayed as shown in Figure 13.

Current Parameters:

Mode

Key : 80818283 84858687 88898A8B 8C8DS8ESF 90919293 94959697 98999A9B 9C9D9ESF
IV : 07000000 d4od1ld243 4adsqed7

AAD : 50515253 COC1C2C3 CUC5C6CT7 (12 bytes)

Data : UCel6U69 65732061 6E6U20UT 656E746C ... (114 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[u] Edit AAD & Data
[5] Show AAD & Data
[e] Execute Operation

Choice: 6
Operation started...

Input Data Output Data

50515253 COC1C2C3 CHC5C6CT 00OOEEEO 50515253 COC1C2C3 CUHCS5CE6CT 0OOOOOOO
4celeu69 65732061 6E6U20U7 656ETH6C  UHC616U469 65732061 6E6U420U4T7 656ET746C
656D656E 206F6620 74686520 636C6173  656D656E 206F6620 TU686520 636C6173
73206F66 20273939 3A20U4966 20492063  73206F66 20273939 3A204966 20492063
6F756C64 206F6666 65722079 6F75206F  6F756C64 206F6666 65722079 6F75206F
6E6C7920 6F6E6520 74697020 666F7220  6E6C7920 6F6E6520 TU697020 666F7220
74686520 66757475 72652C20 73756E73  7U686520 66757475 T72652C20 73756E73
63726565 6E20776F 756C6420 62652069 63726565 6E20776F T756C6U420 62652069

Figure 13 Bypass mode result
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4.6.4 Speed Test

In Speed Test mode, the IP ignores the actual AAD and Data values. Only the entered sizes, together with the current
key and IV, are used to run the encryption process. The console shows the execution time and calculated throughput,
as shown in Figure 14.

Current Parameters:

Mode : SPEEDTEST
: 80818283 8uU858687 88898A8B 8CBDBESBF 90919293 94959697 98999A9B 9COD9IEIF
: 07000000 40414243 44454647
: (Forced 0) (1000000 bytes)

Data : (Forced 0) (100000000 bytes)

Options:

[1] - Change Mode

[2] Edit Key

[3] Edit IV

[4] Edit AAD & Data
[5] Show AAD & Data
[6] Execute Operation

Choice: 6
Operation started...

7459D7DA CD8OT7ODE C9u4110BD A9390630

Press any key to continue..J

Figure 14 Speed Test mode result
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5 Revision History

Revision

Date (D-M-Y)
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1.00

31-Jul-26

Initial version release
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