ECDSA256V IP Core

ECDSA256V-IP Demo Instruction

T Y Y7o T 0 =Y T 7= (1 o SRS 2
2  FPGA Development BOArd SEIUP ......cooi et e et e e e e e e e e e e e e e e e e e e e e e e e e e e annnaneeeeaeean 3
3 Running the Demo via JTAG UART terMiNal........cooiiiiiiiiiiiii ettt e e e e 4
L =1 1Y [o T o S PP RR 5
4.1 Custom ECDSA Parameter VErifiCation ............ocuiiiiiiiiiiiii et 5
4.2 NIST Test VeCtor VErifiCatiON..........coiiiiiiiieiiie ittt snr e 6
4.3 PEM Certificate VErifiCatiON..........cuiiiiiiiiii ettt ettt nnr e 8
Running the Demo via GraphiC USEr iNTEITACE...........coiiii i e e eaa e 11
(S S =Y ] o T T 1] (o] PSP PPPRPPPPPRt 13

ECDSA256V-instruction-altera-en

-1- © Design Gateway Co.,Ltd



ECDSA256V IP Core m

ECDSA256V-IP Demo Instruction

Rev1.00 2-Jun-2026

This document provides the instruction for demonstrating the operation of the ECDSA256 Verification IP core
(ECDSA256V-IP) on FPGA evaluation board. In this demonstration, the ECDSA256V-IP is used to verify a digital
signature signed with the NIST P-256 curves. Users can verify a signature by providing the required input parameters,
test compliance using NIST test vectors, and verify SSL certificates as a practical example of real-world usage.

1 Environment Setup

To operate ECDSA256V demo, please prepare following test environment.

1) FPGA development board (Sulfur Agilex 5 E-Series board).

2) Test PC.

3) Micro USB cable for JTAG connection connecting between FPGA board and Test PC.

4) Quartus Programmer and Nios Command Shell, installed on PC.

5) Demo configuration file (To download these files, please visit our website at www.design-gateway.com).

il Agilex 5 E-series [i{)}
M Sulfurboard [

Figure 1 ECDSA256V demo environment on Agilex 5 E-Series Sulfur board
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2 FPGA Development Board Setup

Turn on power switch for FPGA board.

e

i.  Click “Hardware Setup...” to select

- USB-Blasterll [USB-1]
ii. Click “Auto Detect” and select FPGA number.
iii. Select FPGA device icon.

Open Quartus Programmer to program FPGA through USB-1 by following step.

Make sure power switch is off and connect power supply to FPGA development board.
Connect USB cables between FPGA board and PC via micro-USB ports.

iv. Click “Change File” button, select SOF file in pop-up window and click “open” button.

v. Check “program”.
vi. Click “Start” button to program FPGA.
vii. Wait until Progress status is equal to 100%.

! @ Programmer

File i : - Window Help
i) Click Hardware Setup -> USB-1

{ .
1
| wim Hardware Setup... \rsz—Blasterll[USB—‘l] Mode:  JTAG

Enable real-time ISP to allow background programming when available

vii) Wait until Progress = 100% e

vii
Progress:

hY

100% (Successful) ]

| vi) Click “Start” button |
. vi File Device Checksum Usercode Program/ Verify Blank- Examine Security Erase ISP

)
uStop

ii
[[Bomemmect

Figure 2 Program Device

X Delete
q
U Add File... iv) Click “Change File” button -> Select sof file
- iv
' Change File...
| :"""I'I"I'.'I""}
& Save File E :
TDI . =
* Add Device... 4 E » :
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A
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3 Running the Demo via JTAG UART terminal

Users can select test mode via JTAG UART terminal displayed in Figure 3. The detailed information of each menu
is described in the Test Modes topic.

Nios V Command Shell (Quart X + v

Entering Nios V shell
Microsoft Windows [Version 10.0.19045.6466]
(c) Microsoft Corporation. All rights reserved.

[niosv-shell] [ > ;uart-terminal.exe

juart-terminal: connected to hardware target using JTAG UART on cable
juart—terminal: "USB-BlasterII [USB-1]", device 1, instance ©
juart-terminal: (Use the IDE stop button or Ctrl-C to terminate)

ECDSA256V version 0x80012C4l

[1] Test with Custom ECDSA Parameters
[2] Test with NIST Test Vector
[3] Test with PEM Certificate

Choice:

Figure 3 ECDSA256V demo console
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4 Test Modes
4.1 Custom ECDSA Parameter Verification

In this test mode, users can verify a signature by manually entering ECDSA parameters through the console menu:
Set Qx, Set Qy, Setr, Set s, and Set hash.

Users may input new parameters in hexadecimal format or press ENTER to skip, in which case the current parameter
value will be reused and displayed again.

Once the parameters are set as desired, selecting Perform ECDSA Verification starts the ECDSA256V process to
verify the signature using the current parameters and displays the verification result, as shown in Figure 4.

[1] Test with Custom ECDSA Parameters
[2] Test with NIST Test Vector
[3] Test with PEM Certificate

Choice: 1

+++ Test with Custom ECDSA Parameters +++

[1] Set Qx (x-coordinate of public key)
[2] Set Qy (y-coordinate of public key)
[3] Set r (r component of signature)
[4] Set s (s component of signature)
[5] Set hash (message digest)

[6] Perform ECDSA verification

[x] Back to main menu

Choice: 5

>>[5] hash: Message Digest Setting
hash Ox0000000000000000000000000000000000000000000000000000000000000000
(enter to use hash) OxUSOAA952THAASF10ACSEE3CDT7964U3F5A9UU9T7U852262E879U496229BT8AUSFFCY
new hash OxUS50AA952THAASF10ACSEE3CD7964U3F5A9UL9T7U852262E879U496229BT8AUSFFCY

+++ Test with Custom ECDSA Parameters +++

[1] Set Qx (x-coordinate of public key)
[2] Set Qy  (y-coordinate of public key)
[3] Set r (r component of signature)
[U4] Set s (s component of signature)
[5] Set hash (message digest)

[6] Perform ECDSA verification

[x] Back to main menu

Choice: 6

Signature verification is
Time taken: 15.592 ms

Figure 4 Custom parameters test mode
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4.2 NIST Test Vector Verification

In this test mode, users can validate the ECDSA256V-IP using standardized NIST test vectors in RSP format. The
system receives input line-by-line through the terminal, following the structure used in the NIST test vector files.

User can copy the test vectors in RSP directly from their source and paste them into the terminal. During data
transmission, an on-screen spinner will rotate to indicate that the file transfer is in progress. Users must wait for the
file transfer to complete, indicated when the spinner stops rotating, and then press Ctrl+X to signal the end of the
file.

CAUTION: Pressing Ctrl+X while the file transfer is still in progress will interrupt the transmission, causing corrupted
or incomplete data inputs to the demo.

[1] Test with Custom ECDSA Parameters
[2] Test with NIST Test Vector

[3] Test with PEM Certificate

Choice: 2

+++ Test with NIST Test Vector +++

Drop NIST Test Vector here>>
Press [Ctrl+X] to terminate

Curves/SHAs group: 1 supported, 13 totals

Supported Curves/SHAs gruoup: [P-256,SHA-256]

Test case

FAIL
FAIL
PASS
PASS
FAIL
FAIL
FAIL
FAIL

Figure 5 NIST test vector test mode

During the process, the demo parses the test cases from user input. If a group of test cases matches the supported
curves (P-256) and hash algorithm (SHA-256), up to 10 test cases will be stored. For each test case, the public key
and signature are provided to the ECDSA256V-IP, while the message is hashed by software before being used as
input to the IP core.

After completing all tests, the results are displayed in a summary table as shown in Figure 5.

e Test case — Line number where the test case begins in the vector file.

o Expected — Expected verification result specified in the test vector.

e Actual — Verification result produced by the ECDSA256V-IP.

e Test Result — Comparison outcome: “OK” if expected and actual results match, or “NG” if they differ.
Note:

e Official test vectors can be downloaded from the NIST website:
https://csrc.nist.gov/CSRC/media/Projects/Cryptographic-Algorithm-Validation-Program/documents/dss/186-
4ecdsatestvectors.zip

e For convenience, the demo package includes a copy of these vectors under the 186-4ecdsatestvectors folder

ECDSA256V-instruction-altera-en -6 - © Design Gateway Co.,Ltd


https://csrc.nist.gov/CSRC/media/Projects/Cryptographic-Algorithm-Validation-Program/documents/dss/186-4ecdsatestvectors.zip
https://csrc.nist.gov/CSRC/media/Projects/Cryptographic-Algorithm-Validation-Program/documents/dss/186-4ecdsatestvectors.zip

ECDSA256V IP Core M

(last updated: 03-Oct-2025).

e The NIST package contains vectors for key generation, signature generation, and signature verification. For
this demo, please use SigVer.rsp files. Other files may be entered through the console, but they do not contain
verification cases.

e Due to data transmission latencies inherent to the JTAG UART interface, uploading large test files (e.g., a 713
kB file) may take approximately 5 minutes. Ensure the terminal remains open and undisturbed until the upload
completes, then press Ctrl+X to allow the ECDSA256V demo to execute the verification.
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4.3 PEM Certificate Verification

This test mode demonstrates a real-world use case of ECDSA256V-IP. Users can input an SSL certificate in PEM
format through the terminal. User can copy the PEM certificate and paste them into the terminal as shown in Figure
6. During data transmission, the demo displays the data received from the terminal. Users must wait for the data
transfer to complete, indicated when the PEM certificate is printed out completely, and then press Ctrl+X to signal
the end of the file.

The demo checks the algorithm and curve of each certificate in the chain and then verifies the certificate chain.
Example PEM certificate files are included in the demo package for reference. After processing the chain, the
verification results are displayed on the console as shown in Figure 7.

If any certificate in the chain is signed with an unsupported algorithm, the demo will skip that certificate and continue
with the next one as shown in Figure 8.

When the certificate chain does not include a root certificate, the demo prompts the user to provide the root’s public
key to verify the last certificate. The public key may be entered in uncompressed format, or the user can press
ENTER to skip as shown in Figure 9.

[1] Test with Custom ECDSA Parameters
[2] Test with NIST Test Vector
[3] Test with PEM Certificate

Choice: 3
+++ Test with PEM Certificate +++

Drop PEM certificate(s) here>>
Press [Ctrl+X] on an empty line to finish
subject=CN=discord.com
issuer=C=US, 0=Google Trust Services, CN=WE1l

BEGIN CERTIFICATE
MIIDpDCCA®OmgAwIBAgIQMROYzdXvQO80Ypopdf5FgzAKBggqhkjOPQQDAFATMQsw
CQYDVQQGEwJVUzEeMBwGALIUEChMVR29vZ2x1IFRydXN@IFNlcnZpY2VzMQwwCgYD
VQQDEwNXRTEwHhcNMjUwNTEzMDE10DQxWhcNMjUwODEXMDI10DI2WjAWMRQwWEQYD
VQQDEwtkaXNjb3JkLmNvbTBZMBMGBYyqGSMU9AgEGCCqGSMU9AWEHABIABNRfrXFt
6TP6gTulGtoakVzR78UlWBakDu7natrQniV/htq6M31ddvFHcTsnPMZenCelrEaa
Ezq0iuHz80J%9eAyjggJSMIICTjAOBgNVHQ8BAFS8EBAMCBU4AWEWYDVROLBAwwCgYI
KwYBBQUHAwEwWDAYDVROTAQH/BAIwADAdBgNVHQUEFgQUMDY/s+J0t1UeJdgiVknln
MuFMOXgwHwYDVROjBBgwFoAUkHeSNWFE/6jMgeZ72YB5e8y T+ TgwXgYIKwYBBQUH
AQEEUjBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2kuZ29vZy9zL3d1MS9NUjAw
JQYIKwYBBQUHMAKGGWh@dHAG6LY9pLnBraS5nb29nL3d1MS5jcnQwJQYDVRORBBUYW
HIILZGlzY29yZC5jb22CDSouZGlzY29yZC5jb20wEwYDVROgBAwWWC jAIBgZngQwB
AgEwNgYDVROfBC8wLTAroCmgJudYlaHROcDovL 2MucGtpLmdvb2cvd2UxL2pPU180
bS1IMT1JzLmNybDCCAQMGCisGAQQB1nkCBAIEgFQEgFEA7TWB2AH1ZHhLheCp7HGFN
fF79+NCHXBSgTpWeuQMv2Q6MLnmUAAABLseUhrIAAAQDAEcwWRQIhAJtWsQPuwSwi
Nr2heaox8UwLxNnAgAca390Q2X/Sk/kKoAiBR+17WdQUreXqyzOrHvaMnYLJILQVLK
35kSjpwbfKETuQB1ABLxTjS9U3IMhAYZwi8/ehPU57VihdicbTAFhOv1lhiY6AAAB
1seUhpYAAAQDAEYwRAIgbdrcFMEqgbgmelaR2e/90xwKeEuVmyvEjzyz2/NgPSaEC
IEFdmUEOpxTQbTSplb6uYthXStPx2GQexNNRBCEUBCYmMAoGCCqGSMU9BAMCAOKA
MEYCIQDiVFRXwelM5iKMGLVd3gHN7x1RcL1LRQzgtIJoKqFRvwIhAPpGa+MuypAE
pirNI3+Z70bY8JHXxVJau/Ued8dhWHSq

END CERTIFICATE

Figure 6 Verification of PEM Certificate Chain
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=== Certificate Chain ===
Total certificates in chain:

[0] rfc-editor.org

Issuer: WEl

notBefore: 2025-06-2U 17:08:00

notAfter: 2025-09-22 18:07:58

algorithmIdentifier:1.2.840.10045.4.3.2

Supported algorithm: ECDSA-with-SHA256

Qx : 6fcd3afe6757U7Uc210385U0c2u475dbb58UT70fU0c15c1785¢c61937e7d57ced86
: Ub9b81d9d71al3a50a03f898clUc6e89ef+10598+2c2698+5e62625bb0+02fab6
: 8b72600dfa38bb50d3uUlfe9+27bbelc036bUb62baf0025efbf7b236a26edU5827
: 2ebebid95f21Ueel8c92ad56cb92b6562be72eeldcael9f922aUl1d5276d2fea70
: c87eb6lcffIbb5UUfb6cHa792d8067Uda358U83b95979fdd8ed2b860Ffdc287de

Issuer: GlobalSign

notBefore: 2023-12-13 09:00:00
notAfter: 2029-02-20 14:00:00
algorithmIdentifier:1.2.840.10045.4.3.2

Supported algorithm: ECDSA-with-SHA256

: b8c679d38f6c250e9f2e39191cO3alae9ae539070916cab3b1b986+88a57c157
: cel2fa73alf765U2ffleclOO0b26e730effc721e518allaad9713fa8dUb9ce8cld
: a2u24bdBb811e9238b47Ud965b171c02ade7757a7810cuU6+79731U55Ucdc5923
: ecal559addf8fb9cb828b9276uU70fcb549d391d801a6fled16b3bbdec97b01ce
: a3c5279e996ce280cfaclf7ef33c8bfdb90bb2d59911ebdcu2f0faf3cUu3U9f9

Qx

[2] GlobalSign

Issuer: GlobalSign

notBefore: 2012-11-13 00:00:00

notAfter: 2038-01-19 03:14:07

algorithmIdentifier:1.2.840.10045.4.3.2

Supported algorithm: ECDSA-with-SHA256

* Root CA detected

Qx : b8c679d38f6c250e9f2e39191c03alae9ae539070916cab63blb986+88a57c157
: cel2fa73alf765U2ffleclO0b26e730effc721e518allaad9713fa8dUb9ce8cld
: 220€7472b960affle69ca®l605505fc35e3bbebl7lefbedlcdbel8U859618232
: 269d5463U0de376050cfc8d8ed9d82ae3798bca38fuctlcad3U2bb6ecef+b959b26
: U50aa9527daa3fl0ac8ee3cd796U3+5a9UU97U852262e879U96229b78aU5ffc7

Figure 7 Verification of Certificate with supported Algorithm
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=== Certificate Chain ===
Total certificates in chain: 3

[0] github.com
Issuer: Sectigo ECC Domain Validation Secure Server CA
notBefore: 2025-02-05 00:00:00
notAfter: 2026-02-85 23:59:59
algorithmIdentifier:1.2.8u40.10045.4.3.2
Supported algorithm: ECDSA-with-SHA256
Qx : 791893ca9f6d9e6c57002305370b5f0f585acklde7f55a3e91ed6d9250a88a0260
Qv : 4ald7audf05308a63U49138c6U4210795fd3a35ellace90f018f73daf68a6+bduUu8
r : 718ca76eclOul275df9ea509ed96632cd8229fdf00e35033702U78Ufdfcabd2¢c
s : 6d55f377620219fa778711fclcld61873e2e0e973cl7eblda9ad71e5894a270c90
hash: 9f7f2U43641911790a6cb2e53d908509002fbf{f+531c8952Ud92aeda26U4U87706

[1] Sectigo ECC Domain Validation Secure Server CA
Issuer: USERTrust ECC Certification Authority
notBefore: 2018-11-02 00:00:00
notAfter: 2030-12-31 23:59:59
algorithmIdentifier:1.2.840.10045.4.3.3
Unsupported algorithm

[2] USERTrust ECC Certification Authority
Issuer: USERTrust ECC Certification Authority
notBefore: 2010-02-01 00:00:00
notAfter: 2038-01-18 23:59:59
algorithmIdentifier:1.2.840.10045.4.3.3
Unsupported algorithm

Figure 8 Verification of Certificate with Unsupported Algorithm

=== Certificate Chain ===
Total certificates in chain: 2

[0] discord.com
Issuer: WEl
notBefore: 2025-05-13 01:58:41
notAfter: 2025-08-11 02:58:26
algorithmIdentifier:1.2.840.10045.4.3.2
Supported algorithm: ECDSA-with-SHA256
Qx : 6fcd3afe675747U4c21038540c2U475dbb58UT70fU0c15¢c1785¢c61937eT7d57ced86
Qy : 4b9b81d9d71al3a50a03f898cUc6e89eff10598f2c2698f5e62625bb0f02fa56
E : e25U45457cle9ceb228clas555ddealcdef195170bdUbUy50ce®@bld82682aal151bf
s : falb66be338ca900Uab2acd237f99%ceb6d8f091d7c5525abbfele77c7615874aa
hash: e88de254600f9fa2du283e5fc3U409830329d01b9fa55aab07auldd3df97U+8750

[1] weEl
Issuer: GlobalSign
notBefore: 2023-12-13 09:00:00
notAfter: 2029-02-20 14:00:00
algorithmIdentifier:1.2.840.10045.4.3.2
Supported algorithm: ECDSA-with-SHA256

issuer's public key
(enter to skip) >>

Figure 9 Verification of Certificate Chain without Root Certificate
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5 Running the Demo via Graphic user interface

Users can utilize the ecdsa256vDemo-GUI to interface with the FPGA and execute all test modes identically to the
serial terminal interface. This GUI includes an integrated file transfer feature, providing enhanced convenience when
testing the ECDSA256V-IP with NIST test vectors or PEM certificates.

As shown in Figure 10, users can input commands, values, or configuration choices directly into the text entry field.
The input data is transmitted to the demo hardware immediately upon pressing the Enter key.

B | ECDSA256VDemo-GUI - O X

Console Log

[2] Test with NIST Test Vector
[3] Test with PEM Certificate

Choice: 1

+++ Test with Custom ECDSA Parameters +++

Set Qx (x-coordinate of public key)
Set Qy  (y-coordinate of public key)
Set r (r component of signature)
Set s (s component of signature)
Set hash (message digest)

Perform ECDSA verification

Back to main menu

>>[5] hash: Message Digest Setting
hash = @xG02002ECLAEARLEALECAREALACAREAEREEARARCLAEAREARACLEELRERRECRACRRER
(enter to use hash) = ex

Input: { c87e61cffob6544fb6c6a792d80674da358483b95979fdd8ed2b860ffdc287de] ‘

File Transfer (Send via JTAG / Serial)

Connected (JTAG-UART)

Figure 10 ECDSA256VDemo GUI console

For both the NIST Test Vector Verification and PEM Certificate Verification modes, users can simply browse for the
target file and click the Send File button to initiate the data transfer.

Once the file transmission is complete, type for “*x” to signal the end of the file to the ecdsa256vDemo software as
shown in Figure 11. The demo application will then execute the selected function and display the results identically
to the serial terminal interface as shown in Figure 12.

Note: To support custom application development, the Python source code for the GUI (ECDSA256VDemo-GUI.py)
is provided as a reference example. Users may use this code to create their own custom application interface. Please
note that Design Gateway does not take responsibility for any issues arising from user-modified code.
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B | ECDSA256VDemo-GUI

Console Log

Set Qx  (x-coordinate of public key)
Set Qy  (y-coordinate of public key)
Set r (r component of signature)
Set s (s component of signature)
Set hash (message digest)

Perform ECDSA verification

Back to main menu

[1] Test with Custom ECDSA Parameters
[2] Test with NIST Test Vector

[3] Test with PEM Certificate

Choice: 2

+++ Test with NIST Test Vector +++
Drop NIST Test Vector here>>

Press [Ctrl+X] to terminate

Input:

y |

File Transfer (Send via JTAG / Serial)

D:/36.ECDSA/186-4ecdsatestvectors/SigVer.rsp

v Transferred 526,232 bytes in 56.575 — Avg: 9.08 KB/s

Figure 11 ECDSA256VDemo GUI console after completing a file transfer

B | ECDSA256VDemo-GUI

Console Log

+++ Test with NIST Test Vector +++

Drop NIST Test Vector here>>
Press [Ctrl+X] to terminate

Curves/SHAs group: 1 supported, 1@ totals
Supported Curves/SHAs gruoup: [P-256,SHA-256]

[1]
[2]
[3]
[4]
[5]
[6]

Summary: 16 OK NG, 1@ totals

Input:

File Transfer (Send via JTAG / Serial)

D:/36.ECDSA/186-4ecdsatestvectors/SigVer.rsp

v Transferred 526,232 bytes in 56.57s — Avg: 9.08 KB/s

Figure 12 Test result on ECDSA256VDemo GUI console
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