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Extreme TCP Speed on GbE
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Agenda
« Advantage and Disadvantage of TCP on GbE
e TOE1G-IP core overview
« TOE1G-IP core description x
— Initialization

R

— High-speed transmit
— High-speed reception
User I/F, Buffer size parameterization
Reference design

Resource usage and real performance
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Advantage of TCP/IP on GbE

» Advantage of GbE (Giga-bit Ethernet)
— 1Gbps speed in theoretical maximum
— Any PC furnishes GbE port
— Popular in the market, very low cost

« Advantage of TCP/IP
— Standard Ethernet protocol
— Guaranteed data reliability
— Major OS provides protocol stack

r y Linux A " Qu‘f', Velarks

T
WlndDWS Mac O5 SOla rls WINDJI:WER
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Disadvantage of TCP/IP on GbE

* Poor Performance
— Complicated protocol management
— Necessary high-performance CPU for TCP control
— Practical speed is around 300Mbps at maximum
* Requires expensive High performance CPU %;
— FPGA internal CPU (Niosll) is not enough
— Needs external high-performance but expensive CPU

— If use SoC, TCP consumes most CPU resource

m=p> TOE1G-IP core can provide ideal solution!
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TOEL1G-IP core Overview

« 2nd generation TCP/IP off-loading engine core

» Inserts between user logic and Altera EMAC module
* Fully hard-wired TCP control for both Tx and Rx

o Supports Full Duplex communication

Header
RAM

Register IIF Y| Reg TxCsum Tx TXMAC /F
DataMux

EMAC E'gmet
User 4k-64kB 2k-16kB

Block TxFIFO IF Tx Data Tx Packet TCP
Buffer Buffer Stack g:::k:r Rx Buffer \RILMAC \IE

2k-64KB
RXFIFO FF Ré‘u'?f:ia /\

TOE2-P Altera MAC core
(IP-TRIETHERNET)

TOEL1G-IP core block diagram
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TOE1G-IP core Advantage 1

* Fully hard-wired TCP/IP protocol control

— Possible to build CPU-less network system L
— Zero load for CPU &
e Support all of Tx only, Rx only, and full-duplex |
— 110MByte/sec speed for half-duplex mode g

— 100MByte/sec speed for full-duplex mode

» Guarantee transfer data reliability
— Tx: Automatic retry when No-ACK, Duplicate-ACK, tim  eout
— Rx: Automatic ACK control by Sequence number calcul ation
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TOEL1G-IP core Advantage 2

» Selectable data buffer size
— Selectable buffer size of memory usage vs. performa  nce

o Compatible with Altera MAC core (IP-TRIETHERNET)
— Direct connection between TOE1G-IP and EMAC

* Many reference design on Altera evaluation board
— Full Quartusll project for standard Altera board
— Free bit-file for evaluation before purchase
— All source code (except IP-core) in design project
— 2 port of TOE1G-IP (fast) + CPU (slow) design
— FTP server sample design using TOE1G-IP coreand CP U
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TOE1G-IP core Operation

Change parameter

« Set parameter (IP-adr&MAC-adr, etc) during Reset
* Release Reset then initialize including ARP

* |dle state after initialization finish, wait comman d lssue Release
» Port open by either of Active (Client) or Passive Reset | Reset
(Server) mode CF;ort
0ose
s ) C
 Tx and Rx operates individually (  full-duplex ) Close open
« If want change parameter, move to Reset state Port Port
Y
(transfer/packet length can change except Busy) Port
Open
A Execute
Finish Tx, Rx,
transfer or
y Tx&Rx
Busy

State Diagram
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TOEL1G-IP Initialization

e Set parameter to TOE1G-IP
— User logic can set parameter during TOE1G-IP reset
— Set IP address, MAC address, and Port number
— Release reset after parameter setting finish
« TOE1G-IP executes ARP after reset release
— Issue ARP to destination target
— Get MAC-adr of the target via ARP result

User Logic ':b] ARP
TOEL1G-IP parameter % TOEL1G-IP parameter
, Release reset : -'Zj?MAC'adr
User Logic set ||~ bestination Set dest. MAC-adr
parameter during reset Target via ARP result
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High-Speed Tx

* Tx packet generation
— User Logic writes Tx data to TXFIFO
— Split Tx data in the frame size
— Concatenate header with Tx data

« Automatic retransmit function
— Check ACK reply from destination 0
— Detect No-ACK, Duplicate-ACK, and Timeout
— Resend same packet by such ACK error detection
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Tx Packet Generation

» Generate header and concatenate it with Tx data
— TOE1G-IP splits Tx data in the frame size
— Generate checksum and sequence number in TOE1G-IP

Split in the frame size 1460Byte
— _ N f

[~

) Concatenate header
Tx Packet Generation with data
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Automatic retransmit

* Retransmit function by dedicated FIFO
— Proceed pointer by normal ACK reception
— Rewind pointer by illegal ACK reception
— TOELG-IP controls pointer and retransmit operation

Rewind pointer when Proceed pointer when
ACK error is detected Normal ACK is detected
=
Tx data E l
read pointer 1 1 1
B 7x Data buffer (4-64KkByte) D

I Tx data write
1 pointer

TOELG-IP controls Tx write and read data
pointer in FIFO by data arrival confirmation

Retransmit by dedicated FIFO
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High-Speed Rx

* Rx packet header check

O

— Ignore packet if destination is not TOE1G-IP or if
checksum is wrong

« Data reordering

— Reorder when sequence number skip is detected
— Avoid retransmit request for transfer efficiency
— If reordering is not possible, then send duplicate

ACK

* Duplicate data management
— Check duplicate data in Rx packet

— Retrieve original data by trimming duplicate data p

* Flow control
— Automatic Window Update packet sending

20 October 2016
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RXx Packet Header Check

» Verify header check sum in Rx packet
— Also check following condition in TOE1G-IP

Byte Offset Protocq Description Check condition
0-5 ICMP |Destination MAC adr Match with MAC adr set by SML/SMH register
6-11 ICMP [Source MAC adr Match with target MAC adr set by ARP
12-13 ICMP (Type = 0x0800 (IP packet)
14 IP Version/Header = 0x45 (IPv4, IP header len=20 )
20 IP Flag/Fragment OFS = b"000000" (no fragment)
23 P Protocol Number = 0x06(TCP packet )
26-29 IP Source IP adr Match with IP adr set by DIP register
30-33 IP Destination IP adr Match with IP adr set by SIP register
Match with DPN register or extracted target port number in
34-35 TCP |Source port number Passive Open
36-37 TCP |Destination port number |Match with port number set by SPN register
38-41 TCP |Sequence number Possible value within TOE2-IP core can process this packet

20 October 2016

Header check condition in Rx packet
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Data Reordering

* Function when SEQ number skip is detected
— Not accept any packet other than that can solve los  t condition

« Data reordering function
— Recover data contiguous from lost-solved packet
— Keep performance by suppress resend request

[ Pkt#3 resend is not necessary

Pkt#1 Pk#1 Pkt#1 Pkt#1 [ Pkt
Pkt#2 . =3 e | Pkt#2, | e | Pki#2
PKt#3 P43 _ Pt#3 Pt#3 ™. N Pkt#3
Pkt#4 e X ] Pkt#2 |_Pkt#dw,
Pkt#3 =------7 o) .I.(t# 4 ...
(Normal Rx Packet)  Receive Pkt#3, Refuse Pkt#4 if Receive Pkt#2, Recoverto Pki#4
so Pkt#2 is lost Rx FIFO space so lost condition normal condition
is not enough. is solved from Pk#4
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Duplicate data trimming

» Detect data duplication and correct automatically
— Detect Rx data duplication by checking sequence num ber
— Trim duplicate block and retrieve contiguous data

Store only latter 1000
bytes from new packet

1460Byte 1460Byte 1460Byte | |1460Byte
Previous New SEQ# Previous New SEQ#
SEQ# =0 =1460 SEQ#=0 =1000
ya
Store to buffer directly bc):/tuetsofli f)dmugg(\j\?:aeaiigt ,><\
when no duplication Rx data buffer Rx data buffer
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FIOW COﬂtI’O| (Automatic Window Update transmit)

» Generates TCP Window Update (ACK) packet

— Detect available space recovery in Rx data buffer
— Send Window Update packet when space exceeds thresh  old
— PC side can restart Tx operation by Window Size rec  overy

(Normal ACK of Rx

IP Isb 42=FPGA IP Isb 25=PC

J during PC->FPGA xfr)
Source Diestination Protocol Length Info

192.168.11.42 192.168.11.25 TCP 60 400050223 [ACK] Segq=1 Ack=61321 wWin=4213 Len=0 Y

192.168.11.42 192.168.11.25 TCP 60 4000~50223 [Ack] segq=1 Ack=62781 win=2753 Len=0

~192.168.311.42 102.168.11.25 TCP 60 4000-50223 [ACK] Seo=1 Ack=64241 Win=1298 Len=0 i
192.168.11.42 192.168.11. TCP 60 [TcP window Update] 4000-50223 [AcK] Segq=1 Ack=64241 win=3352 Len=0
192.168.11.42 192.168.11.25 TCP 60 [TCP window Update] 4000-50223 [ACK] Seq=1 Ack=64241 win=5406 Len=0

192.168.11.42 192.168.11.25 TCP 60 [TcP window Update] 4000-50223 [ACK] Seg=1 Ack=64241 win=7460 Len=0
102.168.11.42 1092.168.11.25 Icp 60 [TCP window Update] 4000-50223 [ACK] Seq=1 Ack=64241 win=0514 Len=0
192.168.11.25 192.168.11.42 TCP 1514 50223-4000 [PSH, ACK] Seq=64241 Ack=1 wWin=256960 Len=1460
192.168.11.25 192.168.11.42 TCP 1514 50223-4000 [ACK] Seq=65701 Ack=1 Win=256960 Len=1460
192.168.11.25 192.168.11.42 TCP 1514 50223-4000 [ACK] Seg=67161 Ack=1 Win=256960 Len=1460

Restart Tx from
PC after Window
size recovery

TOELG-IP generates
Window Update packet by
Rx FIFO space recovery

Automatic Window Update packet
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User Interface (Control)

o 3 types of Register I/F, Tx FIFO I/F, and Rx FIFO | /F
— Register I/F for initial parameter setting and Tx'R  x command
— Tx FIFO I/F and Rx FIFO I/F is standard FIFO interf ace

Clk
_J_\__\_,_(LTIT [Register Write]

RegAddi{3:0] _ i A0 A1 . (1) Assert RegWrEn with
i RegAddr and RegWrData

RegWrData[31:0] :')( Do |

[Register Read]
RegWrEn _ | (1) | (2) Set RegAddr

3) Valid RegRdData output
RegRdDatg[31:0] % ( )in the nexqt clock P
3

Reaqister I/F timing
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User Interface (Data)

ok ML UL

[Tx data write]

TOETxFfFull ® (1) Write data with WrEn
6 @ (2) Suspend write within 4 CIk
TOETxFWrEn i) | after Full assertion
TOETXFfWrDatd7:0] oo’ (3) FIFO clear by Flush
TOETxFfFlush P | | I

Tx FIFO I/F timing

ck_[ L[ LI LTI e |
B x data rea
TOERXFfEmpty i $5 4@ (1) Read by RdEN assertion
TOERXFfRAEN a1 0 | / when not Empty
i @ i i (2) Read data after 1 Clk
TOERXFfRdDatd7:0] \ Do )(j (Dn Yore) (3) Read is inhibited when

72\

2) Empty
TOERxFfFlush [ (4) FIFO clear by Flush

Rx FIFO I/F timing
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Buffer Capacity

» Parameterized 3 types of data buffer
(1) Tx Data Buffer: 4KByte - 64KByte
(2) Tx Packet Buffer: 2KByte - 16KByte
(3) Rx Data Buffer: 2KByte - 64KByte

» User can optimize resource usage and performance

Generic Name Range Description
TxBufBitWidth 12-16 Set Tx data buffer size in addr  ess bit width
When set to 12, size is 4KByte, when 16, 64KByte fo r example.

TxPacBitWidth 11-14 Set Tx packet buffer size in ad  dress bit width
When set to 11, size is 2KByte, when 14, 16KByte fo r example

RxBufBitWidth 11-16 Set Rx data buffer size in addr  ess bit width
When set to 11, size is 2KByte, when 16, 64KByte fo r example.

Buffer size is selectable by parameterization
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Free SOF File for Evaluation

 SOF file for evaluation with Altera standard board

— Ready for ArriaV GX/StratixIV GX/Arrial0SoC/Cyclone V E

Development kit
— Support both Half-Duplex and Full-Duplex operation

— Measure transfer speed performance and data reliabi  lity

— 2 port (Fast+Slow) operation, FTP sample applicatio n

10 )

Evaluation environment for Altera board

20 October 2016 Design Gateway
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Reference Design Overview

» Quartusll design project for real operation
— All source code (except IP-core) included in fullp  roject

— Both half-duplex and full-duplex design in IP-core package
— 2 port design and FTP design available for IP-core  customer

rrrrrrrr

Freamiin s

Quartusll project in package Reference design block diagram
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Reference Design (2 Port Design)

Implements 2 port of fast port by TOE1G-IP and slow  port by CPU
Data Tx and Rx for fast port and ‘Ping’ command for slow port

Emulates real product that requires more protocol o ther than
TCP/IP

| Multiplexor selects fast or slow port for output |
/

Fast port by TOE1G-
IP executes high-

[ e e ==== ~ \/
AC IIF

I 1

1 N =2 &
speed Tx/Rx 1| Module EEEE{> O = = _>

I\ RxMAC =

\
|
TrCtrl [TxMAC
GPU :i> TxRAM |

FxMAG IIF

I
i

[ S — [ — —_— FPGA

supports Ping response

2 port reference design block diagram

Slow port by CPU K
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Reference Design (FTP sample)

FPGA board operates as high-speed FTP server
TOEL1G-IP core executes ultra high-speed file datat ransfer
CPU (Niosll) handles FTP command process by its fir  mware

. ST T T !
CPU firmware processes ! Q
FTP command TCRIP User Interface  [-—p ‘
\* —————— £ A Y
f' 5

|
|
|
|
|
| | |
| 2 | : v |
| IO | FThcomwaids, | || Standard FTP tool
' | (cpPu) g ! FTP Replies ! ] | | (FileZilla) can access
: A : I | : A : FTP server
. : Y I ]L ,r : Y I =
: B \Data Connection / ] ! |
Fiet | Server OTP <4 . b UseroTR <"
< ] (TOE2-|P core; | b s | | |
] | | _
|

i R i |
s I N I
Server-FTP Client-FTP

TOE1G-IP executes high-

FTP sample system

speed file data transfer
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Reference Design (FTP sample: contd)

» Extreme transfer speed over 100MB/s
[7¥ 102.168.11.42 - FileZilla E=1Es

File Edit Miew Transfer Server Bookmarks Help  Newewersion available!

i'!D ,;\.@!:: v B k& N pa

943MB file transfer in 8 seconds B

Huost: 192,168.11.42 Username:  anonytmous
E—
Command: PasY
Respanse: 227 Entering Passive bMaode (192,168,11,42,195 803
Command: RETR Test.td |
Response: 150 Connection Accepted Tranzfer speed it more than
Fesponse: 226 Transter Ok

Status: File transfer successful, transferred 943 718,400 bytes in 8 seconds | 100 MBY"‘-”*‘

Local site: | ChTemph w | Remote site: | !

Filename} Filesize Filetype Last modified Filenarme . Filesize  Filetype

| Testoa 943,718,400] Text Docurnent  13/1¢2558 10:23:53 I__,Test.tx't 043,718,400 | Text Document:
Pl e T ) a7 m

1file, Total size: 943,718,400 bytes Selected 1 file, Total size: 943,718,400 betes

Real performance result of 943MByte file download by FileZilla
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¥ B e ctive Development on Ref. DG
Design

* Quartusll project file in TOE1G-IP package

* Full source code (VHDL) except IP core

e Can save user system development duration

— Confirm real board operation by original reference design.
— Then modify a little to approach final user product
— Check real operation in each modification step.

<

Short-term development is possible without big turn back
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Resource Usage

« TOEL1G-IP core standalone resource usage

— Condition = Maximum buffer setting
(TxDataBuf=RxDataBuf=64KB, TxPacketBuf=16KB)

Combinatorial  Registers . Block
Pin .
Memory bit

Example Device ALUTs

Design
Tools

Stratix [V GX | EP4SGX230KF40GC2 2,226 2,778 137 | 1,181,696 | Quartusll 14.0
CycloneV E 5CEFATF3117 2,052 3,084 137 | 1,181,696 | Quartusll 15.1
ArriaV GX 5AGXFB3H4F35C5 2,064 3,002 137 | 1,181,696 | Quartusll 14.0
Arria10 SX 10AS066N3F40E2SGE2 2,028 3,050 137 | 1,181,696 | Quartusll 16.0

TOEL1G-IP core standalone compilation result

[

20 October 2016

This result is based on maximum buffer size setting
User can save memory resource by smaller buffer siz e setting
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Transfer Performance

* Real performance in full-duplex test

& Administrator: G\Windows\system32\cmd.exe - tep_client_tox 19216811.... | = || &

C:¥SWhtop_client_txrx 192.168.11.42 4000 0]

@@ Start Full-Duplex Check @@@

Server: 192.168.11.42, Port: 4000, Serd Cnt: 262143, Vrf: DIS

LINFO] Waiting for conmection ...
Svstem connected

m

Revi 31.37 KB, Snd: 32,00 KB
Rovi  111.48 MB,Snd: 111.50 MB

Rov:  62.73 KB,Snd:  64.00 KB More than 100MByte/sec
| | for both Tx and Rx

Rev: 3785.80 MB,Snd: 3785.92 MB

Rev: 3897.42 MB,Snd: 3897.44 WB

Rev: 4008.90 MB,Snd: 4008.92 MB
INFO| Spend 39.34 Second(s) for sending 4095 MByvte(s)
INFOJ} Sending Data Rate: 104.11 MBvte(s)/Sec
INFO} Spend 39.55 Second(s) for receiving 4095 MBvte(s)
INFOJ| Receiving Data Rate: 103.58 MBytel(s)/Sec

T

[
[
L
L
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TOEL1G-IP Application Market

o Data transfer in FA market
— Medical video processing system
— Sensor data logger measurement instrument

» Storage system using TCP such as NAS, iSCSI
— TOE1G-IP replaces CPU for hard TCP processing

* Network product

— Network printer for high speed print data download
— Network camera for high speed video data upload
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For more detall

» Detailed documents available on the web site.

e Contact
— Design Gateway Co,. Ltd.
— E-mail :
ip-sales@design-gateway.com
— FAX : +66-2-261-2290

A
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Revision History

Rev. Date Description
1.0E April 5, 2016 English version initial release
1.1E August 30,2016 Added Arria10SoC support
1.4E October 20,2016 Addes CycloneV support
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