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QucAM

TERNARY CAM IP CORE

tCAM-IP core summary

 Super low latency ternary (0,1,X) CAM controller IP core.
« Searching latency=7 clock (constant), up to 1M rule entry.

Entry Rule data
O (Rulel) | 192 .168.11.3
1(Rule2) [{192.X.10.5 Search match
Key data | 192.168.11.5 condition from
2 (Rule3) | 192 .168.X .5 (match!) low to high
Result output 3 (Ruled) [192.X.X.3 direction.
after 7 clock
cycles _
OXFFFFE | 192 . X .11 . X v
\/ Result : If no match
data 3 - found, result=0
tCAM-IP core operation image
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tCAM-IP core advantage

« Continuous operation under 200MHz clock speed.
« Searching latency is constant at 7 clock cycles.

« Upto 1M rule entries.

« Key bit width 64/56/48/40/32/24 bits

« Support customization
— Expand rule entry count or key bit width.
— Support external memory usage.
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TERNARY CAM IP CORE

tCAM-IP core advantage (detaill)

« Searching latency is constant at 7 clock cycles.
« Continuous search operation in every clock (fmax=200MHz).

Different search in every
Max. 200MHz! clock cycle

: A A A A A
Clk

Always output result
with 7 clock latency

7z 5
keyData XkeYOXkeyl key2Xkey3 key4:
* % &
keyValid B ps S

resultValid

result2

resultData E XresultOXresultl

Timing waveform during search operation
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tCAM-IP core advantage (detail2)

* Rule count 1Mega entries at maximum.

« Key data width: Selectable from 64/56/48/40/32/24 bits.

Key data/Rule data width 64 - 24bits

<€
/| 0 (Rulel) |Rule data#l
Max. 1M 1 (Rule2) Rule data#2
entries
2 (Rule3) Rule data#3
3 (Rule4) Rule data#4
L OxFFFFE Rule data#OxFFFFF

tCAM-IP rule table
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QucAM DG
tCAM-IP core operation

« tCAM-IP core loads rule table during initialization.
« Search result of KeyData appears on resultData.

(Geerblock | FPGA )
Ser bloc .
l\ J Loads rule table during

Rule Table P ¢iie Tabie Memory Interface > ) | core initialization.
(N x 9-bit)
I_/ (Initialization
completion)

keyData tCAM-IP J Output search result of
7« 1 | ___——" KeyData on resultData
keyValid "
resultData
V4
73

Internal

resultValid

CPU

k\ ~ e

tCAM-IP core operation
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TERNARY CAM IP CORE

tCAM-IP core initialization

 Initialization starts by rulelnit assertion.

« tCAM-IP core loads rule table from user block area.

 tCAM-IP negates ruleBusy after initialization.
« If result status is OK, search operation is ready.

 Initialization time depends on key and rule table size.

Key width | Rule size | Init. time
32bit 1K 523msec
32bit 64K 2,957msec
64bit 1K 620msec
64bit 64K 15,472msec

tCAM-IP core initialization time
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tCAM-IP core initialization (detaill)

« tCAM-IP loads rule data from user block area

A A A A A A
o ] Uy UL
ruleWidth 3 ; é
ruleCount Xvahd
rulelnit \
ruleBusy J \ “
ruleStatusCode \ \\ / / Xvalid R
\ A\ \E2 A
User asserts rulelnit together with ruleBusy=‘1’ during User can start operation if
Key width and rule table size initialization result status is OK

tCAM-IP initialization timing waveform
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TERNARY CAM IP CORE

tCAM-IP core initialization (detail2)

« tCAM-IP loads and scans rule table data in user block.
* User can insert wait cycle by controlling ruleRdValid.

tCAM-IP asserts address
and loads rule data

Clk JU

Wait cycle insertion

by Valid signal delay

X

Wﬂﬂﬂﬂ /ﬁﬂ

ruleAddr X A00O X

a

ruleRdReq

.i.

/

ruleRdValid

Iatenicy 1 clock Iatency 3 clocks V

XDOOI

ruleData XDOOOX

tCAM-IP core rule data access timing waveform
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QucAM DG
Rule table update

« tCAM-IP does not access to rule table after initialization.
« User can update rule data during core operation.
« tCAM-IP re-loads updated data by re-initialization.

User can update

Rule table Q O
Loads rule Re-loads
table X: (No access) rule table

tCAM-IP core | Initialization Search operati[c> Re-initialization

Rule table update during search operation
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Resource usage

 Resource usage of FPGA fabric and block memory

Table 1: Example Implementation Statistics for tCAMIP 64-bit up to 1M rule entries

Example Device Fmax (MHz) ALMs Registers™ M20Ks® Design Tools

Amia10 SX | 10AS066N3F40E2SGE2 200 3,0425 2,710 1,328 Quartusll 16.0

Table 2: Example Implementation Statistics for tCAMIP 32-bit up to 512K rule entries

Example Device Fmax (MHz) AlLMs Registers'” M20Ks®@ Design Tools

Amial0 SX | 10ASO66N3F40E2SGE2 200 1,782 2,219 652 Quartusll 16.0

Notes:
(1) Actual logic resource dependent on percentage of unrelated logic.
(2) Exclude user rule table memory, Ex: 512K x 9-bit rule table memory will take 288 M20Ks.

tCAM-IP core resource usage
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Demol (Search&Replace demo)

Connect PC and Arrial0SX by 10GDbE.

PC sends sample source text data to FPGA.

tCAM-IP core searches specified string in text data,

then replace it with another string.

PC receives updated text data after replacement.

(1) PC sends sample
source text data

(5) PC receives updated text data,
user can compare it with original text.

Test PC

(a

4/7/2021

¢

10SoC

TOE10GIP

TOE10GIP_FIFO

SearchReplace

~\

Table

(2) Define search
T~ String in rule table

P (3)tCAM-IP scans
text data

tCAM-IP core search and replace demo
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(4) Replace hit
string in text data
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Demo2 (Signal TAP waveform)

 Measure real search time by SignalTAP.
« System clock frequency = 200MHz.
« User can confirm 7 clocks latency search time.

Key data input Result output

log: Trig € 2020/05/26 14.23.43 (0.0:4.7 alapsed) #1/ N \ \ /

Type|atias) Name }2 - N 1 4 3 4 B § 7\ /§ % 1
- [ LCAMIP u_tCAMIF [kay W alid e ] \/

‘@ | B ACAMIP u_{CAMIP[keyData[31. 0] 00063114k A E0000000R FEOI0L00HY DICT0000H AFF 0100006 010200000 FFFO20000k 000200006 FF 1\ A0T0R 0004 1000k *FF 04 1000kY
> [tCAMIP u_tCAMIP |resultValid H ‘

= | B tCAMIP.u_ICAMIP rosultDat(31 0] IOUOEZE0h ORI TG SR IO IR,

<

#1 #2 #3 #4 #5 #6 #7

tCAM-IP waveform measured by Signal TAP
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Application example

« Network switch or filtering system.

External network with mixed

safe/dangerous packets External network

P g i 7 5
Discard mismatch e R TR (B8 Only packets that have

packet in RuleTable Rule Table tCAMIP been secured are
condition. L forwarded to the internal
— l ”A network

Internal network

Network security system by tCAM-IP
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For more detall

Detailed technical information available on the web site.

Contact

— Design Gateway Co,. Ltd.
— sales@design-gateway.com
— FAX: +66-2-261-2290
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https://dgway.com/tCAM-IP_A_E.html
https://dgway.com/tCAM-IP_A_E.html
https://dgway.com/tCAM-IP_A_E.html
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Revision History

Rev. Date Description
1.0E 12-Nov-20 1st English Revision (Rev1.0E)
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