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tCAM-IP Demo Instruction

Rev1.0 1-Jul-20

This document describes the instruction to demonstrate the operation of tCAM-IP on Arria10SoC
development boar. This demonstration uses tCAM-IP demo software to communicate with
development board via 1-Gb Ethernet for preparing rule table, initializing tCAMP-IP, sending keys
and reading result data. User is also able to use SignalTap to see the operation of provided signal
in FPGA.

1 Environment Setup

To operate tCAM-IP demo, please prepare following test environment.

1) FPGA development boards (Arria10SoC development board)

2) Test PC with 1-Gb Ethernet connection.

3) Micro USB cable for JTAG connection connecting between FPGA development board and
PC

4) Ethernet cable (Cat5e or Cat6) for network connection between FPGA development board
and PC

5) Quartus Prime for programming FPGA, installed on Test PC

6) File “CAMIPDemoPack.zip” that included Test Application named “tCAM-IP Demo”,
configuration file named “tCAMIPTest time_limited.sof” and SignalTap file named
“stp1.stp”.
(to download this file, please visit our web site at www.design-gateway.com)

1Gb Ethernet IP: 192.168.11.81

(Catbe/Catb) I | e
] f‘ItCAM
Micro USB cable
5}
: el . Test PC

(UART)
Micro USB cable
(JTAG)

-IP demo

Sarven

Power adapter cable

Figure 1-1 tCAM-IP demo (FPGA<->PC) on Arria10SoC board
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2 PC Setup

Before running demo, please check the network setting on PC. Ethernet setting is shown as
follows.

** Network and Sharing Center

1
« v N I:;: » Control Panel » Network and Internet » NetworkandSharingCenterQ v O Search C

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type:
settings Public network Connections: |4

Change your networking settings

Figure 2-1 IPv4 setting

1) Open Ethernet setting option from Control Panel -> Network and Internet -> Network and
Sharing Center.
2) Click Ethernet icon which is used to connect with FPGA board.

U Ethernet Status % U Ethernet Properties X
General Networking
’ Connect using: 1-Gb LAN connection
Connection
1Pv4 Connectivity: No Internet access ﬁ Intel(R) Ethemet Connection (7) 1213V
IPv6 Connectivity: No network access
Media State: Enabled Configure...
) This connection uses the following items:
Duration: 01:56:55
Speed: 1.0 Gbps £ Client for Microsoft Networks A

¥ % File and Printer Sharing for Microsoft Netwarks

Detais... 805 Packet Scheduler (+)
M intemet Protocol Version 4 (TCP/IPv4)
[0 4 Microsoft Network Adapter Multiplexor Protocol

Activity . Microsoft LLDP Protocol Driver
- 4 Intemet Protocol Version 6 (TCP/IPvE) v
Sent —— k-.! ——  Received < g I
W rotal. sl
Bytes: 39,299,554 | 503,073,087 Description
Transmission Control Protocol/Intemet Protocol. The default
= : ; wide area network protocol that provides communication
@isable Diagnose across diverse interconnected networks.

0K Cancel

Figure 2-2 Select IP address setting menu

3) Click Properties button in Ethernet Status window.
4) Select “TCP/IPv4”.
5) Click Properties button in Ethernet Properties window.
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically

(®) Use the following IP address: 6a
IP address: | 192.168 . 11 . 81 |
Subnet mask: | 255.255.255. 0 |

Default gateway:

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: l . . . I

Alternate DNS server: [ . . . l

[Jvalidate settings upon exit

Figure 2-3 Set IP address

6) Set IP address = 192.168.11.81 and Subnet mask = 255.255.255.0. After that, click OK
button to confirm IP address setting.
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3 FPGA board setup

1) Make sure power switch is off and connect power supply to FPGA development board.

2) Connect USB cable between FPGA board and PC via micro USB

3) Connect CAT5e/CAT6 cable between PC and Ethernet connection of FPGA board. User
must use the right port when FPGA board has two 1Gb Ethernet ports.

Connect Power cable

88 microUSB/USB AB cable for
¢ FPGA programming

Conhect CAT cable to
i 1GbE Port (right port)

Figure 3-1 Power, Ethernet, and micro USB cable connection

4) Power on system.
5) Open Quartusll Programmer to program FPGA through USB-1 by following step.
a) Click “Hardware Setup...” to select USB-Blasterll [USB-1].
b) Click “Auto Detect” and select FPGA device. (10AS066N3).
c) Select FPGA device icon.
d) Click “Change File” button, select SOF file in pop-up window, and click “open” button
e) Check “program”
f) Click “Start” button to program FPGA and wait until Progress status is equal to 100%

Programmer - D:/66.Projects/30.ELLM/construction/intel/tCAMIPTest - tCAMIPTest - [Chain1.cdf]* = O >
View Processing Tools Window Help

Mode: [JTAG - Prog 100% (Successtl | I
ckground programming when available g}
Srogram/ | Verify | Blank-  Examine  Security Erase ISP
Cogfigure Check Si CLAN

Device Checksum Usercode IPS File

10AS066N3F40 1E621AF0 FFFFFFFF
SOCVHPS 00000000 <none>
5M2210Z 00000000 <none>
5M2210Z 00000000 <none>

SOCVHPS 5M2210Z 5M2210Z

‘ &/

Hﬁﬂﬁ%@j

Figure 3-2 FPGA Programmer
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6) When configuration is completed, user can check status LEDs on board as Figure 3-3
o LED#1 is always blink to show clock is working.
o LED#2 is tcamRstB signal. This LED#2 is related to hardware reset switch “S10”.
o LED#3 is “Connection on” status of TOE1G-IP. This LED is on when software open
connection to board.

o LED#4 is “Ready” status of TOE1G-IP. This LED is on when ethernet connection
between PC and board is ready.

ALY LINEAR
: . LTMu676Y
S ﬁ':l 3':‘ . . uModule

[=1=1- - A=l=T=~] f=l~]

Py ﬁ
;‘ d! i b

FBPRSNT_«-D21. '.', ws,u w4
PGENE T4

2 3va, PG&) 3V POWER

PS_LED C67
GND I 'I'_ ?.Ec}xa_] 2 1P23 ——

.

N1u064 s 1524MY

Jd

0D

HPS _PGO

Figure 3-3 LEDs status on board
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4 SignalTap setup

This designed block diagram of this demo is shown as in Figure 4-1. SignalTap is prepared
to see all control signals between tCAM-IP and user logics design.

[ tCAMIPTest on A10S0C / \)

Rule Table

Rule Memory Interface
(2048K x 9-bit)

-
Test PC

Rule Initial Control signals

tCAMIP

1-Gb Fthern keyData

testReg keyValid

resultData

resultValid

-

Figure 4-1 Demo environment block diagram

4.1 SignalTap operations
Step to use SignalTap Il Logic Analyzer is as follows.

a) Click File -=> Open ..., then select file type to SignalTap Il Logic Analyzer Files (*.stp)

b) Select “stp1.stp”, then click Open button as shown in Figure 4-2

c) As in Figure 4-3, connect FPGA board by select Hardware to USB-Blasterll.

d) Setup trigger condition to specify signals behavior. Sample of trigger condition and
result is shown as in topic 4.2

e) Click “Run Analysis” button, wait to capture signals from tCAM-IP.

f) The result will be shown, when do SignalTap detect signals same as trigger condition.
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Ll Open File

Project Navig

v O

X

y)

Search intel

Date md

04

5/22/204
5/25/204
5/22/204
5/22/203
5/25/204

[»

¥ SignalTap Il Logic Analyzer Files (*.stp)

o — -
Design Files (*.tdf *.vhd *.vhdl *.v *.vlg *.verilog *.sv *.vgn
Project Files (*.qpf)

Quartus Prime Archive Files (*.qar)

Quartus Prime Design Template Files (*.par)

Other Source Files (*.inc *.v *.vig *.vh *.verilog *.pkg *.bsf

3 3 3 3

. = 2 iie))

Logic Analyzer Interface Files (*.I1ai)

In-System Sources and Probes Files (*.spf)

State Machine Editor Files (*.smf)

Test Bench Output Files (*.vht *.vt)

Memory Files (*.mif *.hex)

Programming Files (*.cdf *.sof *.pof *jam *jbc *jic *jcf *
Script Files (*.tcl *.sdc *.pdc *.qip *.sip)
HTML/Text-Format Report Files (*.rpt *.csf.rpt *.sim.rpt *.
Output Files (*.gmsg *.vo *.vho *.tdo *.sdo *.tao *.pin)
All Files (*.%)

(a

—_— 1T « construction > intel >
% Compilati
Organize ~ New folder
66.Projects b dc Name
69.Projects-Backup b g qsys_edit
WillLoad g db
¥ Downloads b incremental_db
] ¢ Google Drive » ip
<
cheats output_files
Tasks
datasheet asys
B Desktop software
ve 9 stp1.stp
states
> VAl S
> Open as:
>
> File name: |stp1.stp
x
alan |
I
=T ==

SignalTap Il Logic Analyzer Files V| _
| Open | |

Cancel

Figure 4-2 Open file “stp1.stp”

= SignalTap Il Logic Analyzer - D:/66.Projects/30.ELLM/construction/intel/tCAMIPTest - tCAMIPTest - [stp1.stp)*

O X

File Edit View Project Processing Tools Window Help .
SET I ()
i - @ ‘Rsadym acquire \ C l" b 1 LL o 1
Status Enabled LEs: 1183 Memory: 16696 Small: 0/185200 Medium: 2/213" Large: 0/0 :iardwavs' ‘USB—B\aster [USE-1] v| ‘ Setup
Mot running 1183 cells 16896 bits 0 blocks 2 blocks 0 blocks
Device: | @1: 10AS066H(1I212ES1313E213 'H Scan Chain
e —
log: Trig @ 2020/05/26 14:23:43 (0:0:4.7 elapsed) #1| click to insert time bar
ype|Alias| Name l2 3 1 E 3 4 § § 1 § 9 19 i 12 iE 14
N tCAMIP-u_tCAMIP|keyValid
F tCAMIP:u_tCAMIP|keyData[31..0] 0006310Ah 00000000h#FF000000h+00010000hXFF010000h¥00020000hXFF020000hX00030000h{FF030000hX00040000hFF040000h)00050000hFF050000h)00060000hXFFO0G0000
N tCAMIP-u_tCAMIP resultValid |
) tCAMIP .u_tCAMIP|resultData[31..0] 0000526Dh 00000001h/+00000002h 00000003 X00000004h00000005h,400000006h 0000 (584
7 Data & Setup u
Hierarchy Display: x | [] DataLog: x
v [/] ® tCAMIPTest auto_signaltap_0
= {CAMIP-u_tCAMIP
auto_signaltap_0
0% 00:00:00

Figure 4-3 SignalTap Il Logic Analyzer

1-Jul-20

Page 7



tCAM-instruction-intel-en.doc

4.2 SignalTap trigger condition

On demo running, user is able to use SignalTap to setup trigger condition and check the
signal waveform after trigger is detected. The prepared SignalTap signals are separated to
3 parts as (1) Rule Initial control signals, (2) Rule Memory interface signals and (3) Input
keys & search result signal respectively.

4.2.1 To see Rule Initial Control signals
Figure 4-4 show trigger condition and Figure 4-5 show sample result from SignalTap when
user do initial rule table in topic 0

trigger: 2020/05/27 16:23:21 #0 Lock mode: |« Allow all changes -
Node Data Enable|Trigger Enablefrigger Condition
Typel|Alias Name 186 186 1[4 Basic AND ~
= +- tCAMIP-u_tCAMIP|ruleWidth[15_0] Y00t
=y #- tCAMIP-u_tCAMIP|ruleCount[31..0] JOOO000h
% tCAMIP-u_tCAMIPrulelnit = | E 7T
s tCAMIPu_tCAMIP[ruleBusy 8
=y #- tCAMIP-u_tCAMIP|ruleAddr{31..0] XHOCOEHh
5 tCAMIP-u_tCAMIP|ruleRdReq =
[N tCAMIP-u_tCAMIP|ruleRdValid &
=y #- tCAMIP-u_tCAMIP|ruleData[31._0] XHOCOEHh
> - tCAMIP-u_tCAMIP|ruleStatusCode[3..0] ¥h
[N tCAMIP-u_tCAMIP|keyValid &
% || EtCAMIPu_tCAMIP|keyData[31..0] OO0
*., tCAMIP-u_tCAMIP|resultValid £
=y #-tCAMIP-u_tCAMIP[resultData[31..0] KOO0
Figure 4-4 Trigger setup for rule initial control signals
- SignalTap Il Logic Analyzer - D;/66.Projects/30.ELLM/construction/intel/tCAMIPTest - tCAMIPTest - [stp1.stp]* - ] X
Eile Edit View Project Ppocessing TIools Window Help Search altera com
(=15 o (2]
Instance Manager: "% | 13| | & B3| [Ready to acquire x| JTAG Chain C: JTAG ready x
Instance Status Enabled LEs: 2605 Memory: 19046 Small- 0/18520( Medium: 10/21Z Large: 0/0 Hardware: | USB-Blasterll [USB-1] - Setup.
auto_signaltap_0 Not running 2605 cells 190464 bits 0 blocks 10 blocks 0 blocks

Devics: | @1: 10AS0B6H(1|212ESI33E23 ¥ | | Scan Chain

log: Trig @ 2020/05/29 07:07:20 (0:0:11.2 elapsed)

[Typelatias| Name R — 4 . . § . 1@ 1 . 20 . 2 2 . 3 . 3% . 4 . 4 4 52 . 55
=) % tCAMIP-u_tCAMIPlruleWidth[16..0] 00200

& tCAMIP-u_tCAMIP|ruleCount[31..0] 0007790FR

tCAMIP-u_tCAMIP|rulelnit

ICAMIP-u_tCAMIP|ruleBusy |

5 ICAMIP-u_tCAMIPIruleAddr{31..0] 001DE77Bh

CAMIP-u_{CAMIP|uleRdReq
tCAMIP-u_tCAMIP|ruleRdValid

0 [ 0 676507 0 4 j6 0 4]

¥ tCAMIP-u_tCAMIP|ruleData[31..0] 00000000h
I tCAMIP-u_tCAMIP|ruleStatusCode(3..0] Th
ICAMIP-u_CAMIP|keyValid
& tCAMIP-u_tCAMIP|keyData[31.0] {1n] 00000000h
ICAMIP-u_tCAMIP|resultValid
5 ICAMIP-u_tCAMIPlresultData[31..0] 00000001h
< >

7 Data & Setup

Hierarchy Display: x | [] DataLog: K} x
~ [£] ® tCAMIPTest auto_signaltap_0

* {CAMIP-u_tCAMIP

auto_signaltap_0
0% 00:00:00

Figure 4-5 Sample result for rule initial control signals
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4.2.2 To see Rule Memory Interface signals

Figure 4-6 show trigger condition and Figure 4-7 show sample result from SignalTap when

user do initial rule table in topic 0

trigger: 2020/05/29 07:09:41 #0 Lock mode: | «*" Allow all changes -
Node Data Enable|Trigger Enable|rigger Condition

Typel|Alias Name 186 186 1[«{ Basic AND -

@ || ® tCAMIP:u_tCAMIP|ruleWidth[15..0] W0

& | | ®tCAMIP:u_tCAMIP|ruleCount[31..0] HO00000h

‘@ | [tCAMIP:u_tCAMIP|rulelnit =

‘@ | |tCAMIP:u_tCAMIP|ruleBusy =

%@ | | ®tCAMIP:u_tCAMIP|ruleAddr[31..0] HO00000h

PRI /1Py _tCAMIP|ruleRdReq

@ | |tCAMIP:u_tCAMIP|ruleRdValid =

% || ®tCAMIP:u_tCAMIP|ruleData[31..0] HO00000h

& | | ®tCAMIP:u_tCAMIP|ruleStatusCode[3..0] ¥h

‘@ | |tCAMIP:u_tCAMIP|keyValid =

@ | | ®tCAMIP:u_tCAMIP|keyData[31..0] HO00000h

@ | [tCAMIP:u_tCAMIP|resultValid =

@ || ®tCAMIP:u_tCAMIP|resultData[31..0] HO00000h

Figure 4-6 Trigger setup for rule memory signals

M SignalTap Il Logic Analyzer - D:/66.Projects/30.ELLM/construction/intel/tCAMIPTest - tCAMIPTest - [stp1.stp]*
File Edit View Project Processing Tools Window Help

B d 88 > (7]

Instance Manager: "= | [©)| & B3| [Ready to acquire

Instance
[B] auto_signaltap_0

Status Enabled  LEs: 2605
Not running 2605 cells

Memory: 19046 Small: 0/185200 Medium: 10/21% Large: 0/0
190464 bits. 0 blocks 10 blocks 0 blocks

log: Trig @ 2020/05/29 07:02:22 (0:0:13.8 elapsed) #1

Search altera.com

JTAG Chain C JTAG ready x
Hardware: |USB-Blasterll [USB-1] ~ | Sewp
Device: | @1: 10AS066H(1[212ESI33E213 ~ | Scan Chain

[Type[Alias| Name 402 . 494 46 48, 40, 42 . 4|4 116 s, 40 . 4z 26 48 . 4@ . 432 4w
= * tCAMIP:u_tCAMIPIruleWidth[15..0] 00200
F #1-tCAMIP-u_tCAMIP|ruleCount[31..0] G00779DFD
& tCAMIP:u_tCAMIPrulelnit
= tCAMIP:-u_tCAMIP|ruleBusy —
=) *tCAMIP:u_tCAMIPIruleAddr31..0] 00000000h 101 000000041
N tCAMIP-u_tCAMIPIruleRdReq !
[y LCAMIP-u_tCAMIP|ruleRdValid
=3 - tCAMIP:u_tCAMIP|ruleData[31..0] 00000000h
& #- {CAMIP-u_tCAMIP|ruleStatusCode[3..0] Oh
N LCAMIP:u_tCAMIP|keyValid
F #-tCAMIP-u_tCAMIPlkeyData[31..0] 00000000h
ES tCAMIP:u_tCAMIP|resultValid
= #-tCAMIP:u_tCAMIP|resultData[31..0] 00000000h
< >
7 Data &8 Setup
Hierarchy Display: x| [] Datalog 4 x

v [« ® (CAMIPTest
® CAMIP:u_tCAMP

auto_signaltap_0

auto_signaltap_0

Figure 4-7 Sample result for rule memory signals
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4.2.3 To see Input key and Search result signals

Figure 4-8 show trigger condition and Figure 4-9 show sample result from SignalTap when
user do initial rule table in topic 5.6

trigger: 2020/05/29 07:09:41 #0 Lock mode: | «*" Allow all changes -
Node Data Enable|Trigger Enable|rigger Condition

Typel|Alias Name 186 186 1[{ Basic AND -

@ || ® tCAMIP:u_tCAMIP|ruleWidth[15..0] W0

& | | ®tCAMIP:u_tCAMIP|ruleCount[31..0] HO00000h

‘@ | [tCAMIP:u_tCAMIP|rulelnit =

‘@ | |tCAMIP:u_tCAMIP|ruleBusy =

& || ®tCAMIP:u_tCAMIP|ruleAddr[31..0] HO00000h

‘@ | |tCAMIP:u_tCAMIP|ruleRdReq =

@ | |tCAMIP:u_tCAMIP|ruleRdValid =

% || ®tCAMIP:u_tCAMIP|ruleData[31..0] HO00000h

& | | ®tCAMIP:u_tCAMIP|ruleStatusCode[3..0] ¥h

PRI <C~ 1P -u_tCAMIP|keyValid

@ | | ®tCAMIP:u_tCAMIP|keyData[31..0] HO00000h

@ | [tCAMIP:u_tCAMIP|resultValid =

@ || ®tCAMIP:u_tCAMIP|resultData[31..0] HO00000h

Figure 4-8 Trigger setup for input key and searching result

= SignalTap Il Logic Analyzer - D:/66.Projects/30.ELLM/construction/intel /{CAMIPTest - tCAMIPTest - [stp1.stp]* - ] x
Eile Edit View Project Processing Tools Window Help Search altera.com
B d" o8 > @
Instance Manager: "% |¥)| & |23/ [Ready to acquire x| JTAG Chain C [JTAGrasy | x
Instance Status Enabled LEs: 2605 Memory: 19046 Small: 0/18520( Medium: 10/21: Large: 0/0 Hardware: | USB-Blasterll [USE-1] - B
auto_signaltap_0 Not running 2605 cells 190464 bits 0 blocks 10 blocks 0 blocks

Device: @1: 10AS066H(11212ESI3|3E2|3 ~ | | Scan Chain

log: Trig @ 2020/05/29 07-10:34 (0:0:3.9 elapsed)

[Typelatias] Name i ! 2 i 4 § § 7 § 9 19 i 1 13 i 15)
= tCAMIP-u_tCAMIP|ruleWidth[15..0] 0020k
= tCAMIP-u_tCAMIP|ruleCount[31..0] 000779DFh

tCAMIP-u_tCAMIP|rulelnit
tCAMIP-u_tCAMIP|ruleBusy
- tCAMIP-u_tCAMIP|ruleAdd[31..0] 001DETTBN
tCAMIP-u_tCAMIP|uleRdReq
CAMIP-u_tCAMIP|ruleRdValid

0107 0 0 (6571670 [0 |01 0 4745

& tCAMIP-u_tCAMIP|ruleData[31.0] 00000000h

- tCAMIP-u_tCAMIP|rulsStatusCode[3..0] i

ICAMIP-u_tCAMIP|keyValid

& tCAMIP-u_CAMIP|keyData[31..0]

tCAMIP-u_tCAMIP|resultValid ; ]

- tCAMIP-u_tCAMIP|resultData[31..0] ! 00000001h 00000002h ¥ 00000003 ¥ 00000004k ¥ 00000005h ¥ G000006h ¥ 00000007h ¥ 00000008h,
< >

¥ Data . Setup

Hierarchy Display: x |[] DataLog: |F1 X
v » tCAMIPTest auto_signaltap_0

> (CAMIP-u_CAMIP

auto_signaltap_0
0% 00:00:00

Figure 4-9 Sample result for input key and searching result

1-Jul-20 Page 10



tCAM-instruction-intel-en.doc M

5 tCAM-IP demo software

tCAM-IP demo software is used for preparing and sending rule and key pattern data to
A10SoC board via 1-Gb Ethernet connection and getting the result of searching from tCAM-IP.

The main features of tCAM-IP demo software are as following.

1) Rule creation.

2) Key creation.

3) Initialization rule data table to FPGA development board.

4) Search key data and display result.

5) Compare expect data of key data searching to result data of key data searching.

5.1 Demo software interface description

-
1P Demo A~ (=& oo
a P ELD b Keydala Rule width C tCAM-IP version :
o. AsD A+l A+ A+ o A+ A+l A2 As3 Expect Result 24 hit
32+t < d >
T /
Rule Creation
Patem 0 |1 12 3
File  aok\[ELLM]ile Test'test0001 ba From File
/
Key Creation e
MNumberaof key : 050 A
[ Generate from Rule ] [ Stop ] [ Shuffle Key ]

File ook \[ELLM]'file Test'\testD001 b From File

Hardware Connection
Inital Status : 0

[ Connect Rule init ]

) |

] [ Compare ]

rLatencyCount : G \>
N\

Figure 5-1 Software interface

Figure 5-1 shows tCAM-IP demo software and the description is shown as below.

a) Rule table is the user rule data display.

b) Key data table is the user key data display.

¢) Rule width, Users can select data size modes.

d) Rule Creation, Users can generate rule data table pattern or load rule data table pattern
from the file.

e) Key Creation, Users can generate key data from rule table or load key data table pattern
from the file.

f) Hardware Connection, Users can communicate with FPGA development board in this part.
Which consists of connection with board, rule Initialize, key data search, result compare.
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5.2 File format for Rule data and Key Data

User can prepare Rule data or Key data file for this demo. The file format is shown as Figure
5-2Error! Reference source not found. and Figure 5-3 for rule width 32-bit and 24-bit
respectively.

1) The first line is header of file for specific number of byte data in this file like “A+0, A+1,
A+2, A+3” for 32-bit file format.

2) Next lines are data. The valid range of data is 0-255, others number and ‘X’ is defined to
don’t care value.

— Rule table
| test000Ltxt - ..l = = EY | No. A Asl A2 As3
File Edit Format View Help 192 .168 1 ‘5
A+0Q, A+l, A+2, A+3 - 2 192 |1e8 |11 |6
192, 168, 11, 5 3 192|168 1 7
192, 168, 11, 6 , | ; | . |
102, 168, 11, 7 Load rule table from file | 4 [192 [168 [11 |«
192, 168, 11, x 5 (192 |68 |10 |4
192, 168, 10, 4 1= T [
192, 168, 10, x 7 | 192 168 10 |x
192, 168, 9, 4 N | S I |
192, 168, 9, x 8 ;192 | 168 3 ;4
192, 168, x, 3 9 192 '158 9 x
192, 168, x, X 10 192|168 |x 3
192, X, X, X B i - 1
10, X, X, X 711 1192 ’7168 % %
x, X, x, 1 i 12 (192 |x x x
4 b 13 7‘10 x x x
h, ¥ 714 x |x X 1
Figure 5-2 Example of load rule file 32-bit
) test00026ct - .. | = | B ] 3 Rule table
. . - | No. As0 A+l As2
File Edit Format View Help _192 168 11
A+Q, A+l , a+2 a ! - o
192,168,11 : 2 (182 18 10
192,168,10 Load rule table from file B 192 188 5
192,168, 9 F : § :
192,168, x 4 192 188 |x
192, x, x 5 l1:2 |x
10, x, x L 4 - o
X, %, 1 6 |10 x |x
7

|x x (1

Figure 5-3 Example of load rule file 24-bit
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5.3 Rule table creation

To create the rule table, the step is shown as in Figure 5-4.

'ﬂ tCAM-IP Demo /7~ \ /-\
Rule table 3 Key data Rule width 1 tCAM-IP version -
Mo A+D A1 A+ A3 o A+D Asl A+ A+3 BExpect Resutt 24-bit
—_x 0 o 0 2bit
2 F 4 1] (1] 1
3 x i} [} 2 Rule Creation
4 x i} [} x Pattem 0O 1_ 2_ 3_
5 ® o 1 o File  ok\ELLM]file Test\testD001 b
[ 3 1] 1 1
7 3 1] 1 2 Key Creation
8 * o 1 x Number of key - 0 /0
?u * E * ? [Generate from Rule | | Stop | | Shuffle Koy |
1 : 0 i 2 File k:ok\[ELLM]\ﬁIeT&ﬁ\teﬂ[l]]1,h¢| From File
12 4 (1] x x
13 * x o 0 Hardware Connection
14 * * o 1 Inital Status: 0
15 x x [} 2
[ Connect ] [ Rule init ]
16 x x [} x
17 x x 1 [} [ seach ][ Compare |
18 x x 1 1 rLatencyCount :
19 x x 1 2
20 x b3 1 ®
eal e ® x (1]
22 e ® x 1
23 4 x x 2
Figure 5-4 Rule creation process
1) Select Rule width mode for setup data size.
2) Create rule table, the user can select 2 modes as follows.
i) Generate rule data table from pattern as show in Figure 5-5.
a) Fill out valid range (0-256) of each byte in “Pattern”. Byte of pattern position starts
“‘A+0” left to right.
b) Click “From Pattern” to start generate rule table.
Rule table
Mo A+ A+l As+2 A+d
2 0 1] 1
_ Generate rule table .
Rule Creation 3 x 0 0 x
Patem 0 1 1 | 2 e — 4 x 0 x 0
L] x 0 x 1
13 x 0 x x
7 x X 1] 1]
8 x x ] 1
9 x X 1] x
10 x x x 0
11 x x ® 1

Figure 5-5 Example rule data table pattern.

i) Load rule data table from the file by click “From File” button to browse and load rule
data file.
3) When rule is created, rule data show in rule table as shown in Figure 5-4.
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5.4 Key data table creation

To create key table, the step is shown as in Figure 5-6.

ug' tCAM-IP Demo = O X
Rule table A Key data @ Rule width tCAM-IP version :
No A<D A+ A+2  A+3 No A<D As1 As2  AL3 Expect Result “~y=1 [] 246t
o o Jo o I o To | 25t
2 0o |0 |0 |x 2 0o o |o |25 |2
3 o o |1 o 3 o o |1 o |3 s
4 o o [t | 4 0 o |1 |55 |4 Pattem (250 |[60 |[15 |[1 | | From Pattem
g g g |2 L. > S . L 9 S File H\software\i&ata’lr'eét\teﬂ(r)odlmi From File
6 0 |0 |2 |x 6 o o |2 |25 |6
7 o o 3 o 7 o Jo 3 Jo |7 ( i Lo
8 € 0 > I J 1 & =08 umber of key - 5379 / 489952 3
9 o o Ja o 9 o Jo Ja Jo s e S
10 0 |0 |4 |x 10 0 o |4 |25 |10
1 o 0 |5 o " o 0 |5 o |n e |n\soltware\dataToat Nest 0001 14| @’e‘
12 0o |0 |5 |x 12 o Jo |5 |25 [12 Q)
1 o o Js o 13 o o |s o |13 ek e
14 0o Jo [s | 14 0o Jo |6 25 |1 I
15 o o |7 o 15 o o |7 Jo |15
16 0 |0 |7 |x 16 0o o |7 |25 |6 Somct
17 o Jo |8 o 17 o Jo |8 Jo [
18 0 |0 [8 |x 18 0o Jo |8 |25 |18 rlLatencyCount :
19 o Jo |9 o 19 o Jo |9 Jo [
20 0 o |9 | 20 0o |0 |9 |25 |20
21 o o |10 o 21 o |0 [0 [0 |z
2 o |0 |10 | 2 0 |0 |10 |25 |2
2 o o |n o 3 o o |1 o [z
2% o o [n [« | LIz 0o o |1 (25 | X

Figure 5-6 Key creation

1) Create Key data, the user can select 2 modes as follows
i) Generate key data from rule table.

a) Click “Generate from Rule” to start generate key data.

b) “Number of key: X/Y” is progress status by X is progress number of key and Y is
total number of keys from all combination of rules. (generating time depends on
the amount of key data)

c) “Stop” button is used for stop key generating.

i) Load key data from the file by click “From File” button to browse and load rule data
file.
2) When key data is created, the expect value will be generated automatically.
3) “Shuffle Key” button is used to shuffle each key in key table randomly.
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5.5 Initialization rule data to FPGA Development board
The step to initialize rule data is following as below and Figure 5-7.

1) Please make sure that LED#4 is on (ready), before click “Connect” button.

2) When connection is completed, the text of the button will change to “Disconnect” and
LED#3 is turn on (please refer LEDs on board in Figure 3-3). The button “Rule init”,
“Search” and “Compare” will enable.

3) On SignalTap, setup trigger condition when rulelnit =’1’ and other signals are don'’t care.
Then press “Run Analysis” button.

4) Click “Rule init” button to initialize data of rule table. Initializationi duration time depends
on the amount of key data.

“Initial Status: X” is active status for Rule transfer, Rule verify, Rule initial and Status code.
By X is running umber of rule table, time count of Rule initial status and status code
which shows that process is still running)

e When rulelnit signal = “1°, SignalTap will show all interface signals of tCAM-IP.

e In case to see the difference trigger point, user can change trigger condition in

SignalTap on step 3).
5) When initialization is completed, the message box will popup “Rule initial completed”.

In case initialization is incompleted, “Initial Status:” is shown error message of status

code.
a3 tCAM-IP Demo — O X
Rule table A Key data Al Rule width tCAM-P version
No A Adl A2 As3 No A A+l A2 A3 Bpect  Resul [] 266t
2 0 0 0 x 2 0 0 0 (255 |2
3 0 0 1 0 3 0 0 1 0 3 B Gt
4 o o |1 | 4 0 0o |1 255 |4 Pattem [250 | [60 | [15 ][ From Pattem
5 r
) Ox olfs 2= 19 2 9z 198 % 108 I3 Fle [\software\dataTest\test00015¢| | From Fie
6 0 0 2 x 6 0 o 2 (255 s
7 0 V 4 7
0 0 3 0 0o o 3 |0 o Ol
8 i 1 X : A | Number of key : 53796 / 489952
9 0 0 |4 0 3 0o [0 |4 o |9
Generate from Rule Shuffle Key
10 0 0 |4 x 10 o |o |4 |25 |10
- 5 o 5 o = o > . 0 . Fie [n\software\dataTest\test0001tx| | From Fie |
12 0 0 B x 12 o o 5 255 |12
13 0 0 |6 0 13 0o o 6 |0 13 ehens O
14 0 0 6 x 14 0 0 6 255 |14 R
15 0 0 7 0 15 0o o 7 |0 15
T 1 Connect I 4
16 0 0 7 x 16 0 0 7 |55 |16
17 0 0 8 0 17 0 0 8 |0 17
18 0 0 8 x 18 0 0 8 255 |18 rLatencyCourt
19 0 0 9 0 19 0 o 9 |0 19
20 0 0 9 Ix 20 0 o 9 255 |20
21 0 0 10 |0 21 0o o 0 [0 |21
2 0 0 10 |x 2 0o o 10 |255 |22
2 0 0 n o 23 0o o 1 |0 |23
2% 0 0 1 |x 2% 0o o 11 |255 |24
v v

Figure 5-7 Rule initialization
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5.6 Searching key data

To search key data by the hardware of tCAM-IP demo, the step is following as below and
Figure 5-8.

1) On SignalTap, setup trigger condition when keyValid = ’1" and other signals are don’t
care. Then press “Run Analysis” button.

2) Click “Search” button to run key data searching.

3) When search is completed, the message box will popup “Search completed”
e SignalTap will show all signals interface of tCAM-IP as shown in Figure 5-9
¢ Incase to see the different trigger point, user can change trigger condition in SignalTap

on step 1).

4) Result of key search will be displayed to ‘Result’ column. “rLantencyCount: X” show

number of clocks between first key data to first result data.

@) tCAM-IP Demo — [m] X
Lo taie 2 Ry ol e width tCAM-P version : 1.0
No AsD | As1 A2 As3 No A0 Al A2 A3 Bpect| Resit N 24bt
2 0 0 0 x 2 0 0 0 255 |2 2
3 0 0 1 0 3 0 0 1 0 3 3 Rule Creation
4 0 o [t | 4 0 o | 255 |4 4 Pattem [250 | [60 |[15 |[1 | | From Pattem
< o 9 = = L 2 s 2 g = s File [\software\dataTest\test0001 txt| From File
3 0 0 2 x 3 0 0 2 255 |6 3
7 7 - -
0 0 3 0 0 K 0 7 7 ey Cronlins
8 o 19 = Ix 8 0 19 |8 |25 |8 8 Number of key : 53796 / 489952
3 0 0 4 0 5 0 0 4 0 ] E]
1 Generate from Rule Shuffle Key
10 0 0 4 x 10 0 0 4 255 |10 10
1 0 0 5 - 1 0 0 5 0 1 1 File |n\software\dataTest\test0001 txt From File
12 0 0 5 x 12 0 0 5 255 |12 12
13 0 0 3 0 13 0 0 3 0 13 13 et e
14 0 0 6 x 14 0 0 3 255 |14 14 R s
15 0 0 7 0 15 0 0 7 0 15 15
Disconnect Rule init
16 0 0 7 x 16 0 0 7 255 |16 16
17 0 0 8 0 17 0 0 8 |0 17 17 Compars
18 0 0 8 x 18 0 0 8 255 |18 18 rLatencyCount :
19 0 0 Bl 0 19 0 0 9 0 19 19
20 0 0 9 x 20 0 0 9 255 (20 20
21 0 0 10 |0 21 0 0 10 |0 21 21
2 0 0 10 |x 22 0 0 10 |255 |22 2
23 0 0 1 0 23 0 0 11 |0 23 23
24 0 0 1 |x a 24 0 0 1 |55 |24 24
Figure 5-8 Search key data
- SignalTap Il Logic Analyzer - D:/66.Projects/30.ELLM/construction/intel ACAMIPTest - tCAMIPTest - [stpl.stpl* — ] x
File Edit View Project Processing Tools Window Help [Search ateracom | @
=] B B = - ]
Instance Manager: ["% | %] & |E2| [Ready to acquire X | JTAG Chain C JTAG ready x
Instance Status Enabled LEs: 1183 Memory: 16896 Small: 0/18520( Medium: 2/213° Large: 0/0 Hardware: | USB-Blasterll [USB-1] - Setup..
auto_signaltap_0 Not running 1183 cells 16896 bits 0 blocks 2 blacks 0 blocks
Device @1- 10AS0BBH(1|212ES|33E2|2 ~ | Scan Chain

log: Trig @ 2020/05/26 14:23:43 (0-0:4.7 elapsed) #1
[Typeatias| Name 2 ki q 1 2 3 4 g § T g 9 i n 1?2 13 )
% tCAMIP-u_tCAMIP|keyValid

- e —

5 - tCAMIP-u_tCAMIP|keyData[31..0] 0006310AR {00000000R ¥FF000000RY 00010000k FF0 10000k 00020000k 020000k} 500 30000F {0 30000k J0040000F {FF 040000k G000000F 050000k G00600007 {EF 0G0000F

EN tCAMIP-u_tCAMIP|resultValid ! J

> = tCAMIP-u_tCAMIP|resultData[31..0] ! 00005260h 00000001h00000002%00000003h00000004n 00000005h00000006N 00000007
< >

7 Data . Setup
Hierarchy Display:- % | [] Data Log: 4 x

~ » (CAMIPTest [®] auto_signaltap_0
* (CAMIP-u_tCAMIP

2] auto_signaltap_0
0%  00:00:00

Figure 5-9 Sample of SignalTap result
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5.7 Compare

To compare between the expected value (from software) and result from hardware
searching, the step is as shown in Figure 5-10.

1) Click “Compare” button to compare expect data and result data of key data.
2) When comparing is completed, if compare have mismatch. The message box will popup
“Completed with X mismatch found”, By X is number of mismatches found.

@' tCAM-IP Demo = O X
Hulo e A oy data Al Ruewidh {CAMHP version : 1.0
No A Al A2 A3 No AD A+l A+2 A3  Bxpect  Resut [ 2460
2 0 0 0 x 2 0 0 0 255 |2 2
3 0 o 1 o 3 0 o 1 Jo |3 3 Rude Creation
4 |0 |0 [ x 4 |0 |0 | 255 |4 |4 Pattem ﬂ_} \:50 !15 LJ From Pattem
5 0 0 2 .D 5 0 0 .2 0 5 5 File l\\software\da(aTest\teStDOOItxﬁ From File
6 0 0 2 x 6 0 0 2 255 |6 6 =
7 o o 3 o 7 0o o |3 0o |7 7 Koy Croation
8 L 8 & 10 1§ 78 18 8 Number of key : 53796 / 439952
9 0 0 4 0 9 0 0 4 0 9 9
{ : : | Generate from Rule Shuffle Key

10 0 0 4 X 10 0 0 4 255 |10 10 ‘
1 0 0 5 0 1 0 0 5 0 1 1 File |n\software\dataTest\test0001 txt| From File
12 0 0 5 x 12 0 0 5 255 |12 12
13 o o 6 0 13 0 0 |6 0o |13 13 T
14 0 0 6 x 14 0 0 6 255 |14 14 S e | et comatnd)
15 0 [0 7 0 15 0 0 7 |0 15 15

t i t 1 1 t 1 + Disconnect Rule init
16 0 0 7 x 16 0 0 7 |25 |16 16
17 0o [0 8 0 17 0 0 8 0 17 17 Search Compare
18 0 0 8 x 18 0 0 8 (255 |18 18 rLatencyCount : 7
19 0 0 ] 0 19 0 0 9 0 19 19
20 0 0 5 x 20 0 0 9 255 |20 20
21 0 0 10 |0 2 0 0 10 |0 21 21
2 0 0 0 |x 2 0 0 10 255 |2 2
2 0 0 1 o 23 0 0 1 |0 2 23
24 0 0 1n x 24 0 0 1 255 |24 24

v | ! ! ! | v

Figure 5-10 Step to compare data.
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