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1 Produdtverview
11 Delivery items
Thank you very much forlBurobisengrochamincludes the following items.
1 IP Lockter: 1 piece
2 |IP ackelice3 peces
3 USBBcablel piece
4 COROM :1 piece
- IPLockVritanftwa(eetup.exe)
- IP Lock core (ToplPLock.vhd, iplock.vhd)
- Example VHDL design source code (Counter.vhd, Counter32Bits.vhc
-1 P Lock WIWPLWReUserMaEymR X s manu al

Notd. i cense fil e i s neces sdafileyby using FPGHN
tools (Vivado, ISE, or Quartus). The details to send the request for IP Lock |
t o p.drhdicendeq .

12 IP Locke pecification

1 12&it AESBcryption

2 Resource
Xilinx FRGpartddevice) :318iced4, BRAM Tiles (36 Kb)
Intel FP@#4clonel0 LP devige)l 5 24, 5avemoryit
**Actual logic resource depends on the percentage of unrelated logic

3 Samplipgriod to check costedasdmetween IP Lock device and IP Lock cc
EveR00 msec

4 Supportdelice list
Pleasmwnlofrdrttps://dgway.com/product$ ST goek/ 1PL
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13 SysteRquirenemtlP Lock core

1 Xilinx FPGA tool
a ISE Design Suite for Spartan6, Virtex6 and the previous generation f
Please see more dethiésyabent requirement for ISE tool from following li
https://www.Xxilinx.com/prodocts/desigauite. html
https://www.Xxilinx.com/prodocts/desigauitenemory. html
b) Vivado Design Suite for Virtex7, Kintex7, Artix7, Zyng7000 and the n
Please see more dethiésyabent requirenvisvadool from following link.
https://www.xilinx.com/prodocts/desaigm htm
https://www.xilinx.com/prodoctsideaido’memory.html

2 Intel FPGA@aartus tool
Please check atails dbout the tools and the system requirement from fo
https://www.intel.com/content/www/us/en/programimable/support/supp
resources/downmgijog.html

14. IP_Lock caution

Pleas®nfirtne beloviormatidren udimgP Loslstem

L Pl ease wr it ebyuPslLeck writtee hiss@bie Libak inptio€uct L o
bosstill not be programmedthe use D .

2 IP Lock core and IP Lmcistrdafsedhesamproduct deachH Lock writer
hagheu n i g u e Sowthe stufsrfrons diffué&nibexnnaommunicate
successfully

3 PleashedkP Lock device directiomo befioghaNriter andP(OB

4 Suppoditage range of IP Loel d3@BV or +3.3V.
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https://www.xilinx.com/products/design-tools/ise-design-suite.html
https://www.xilinx.com/products/design-tools/ise-design-suite/memory.html
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https://www.xilinx.com/products/design-tools/vivado/memory.html
https://www.intel.com/content/www/us/en/programmable/support/support-resources/download/os-support.html
https://www.intel.com/content/www/us/en/programmable/support/support-resources/download/os-support.html
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15 Warraiblicy
1 Product warrantyfaslvwadifirom purchasing date.
2 Warramiyl beoidtiie following caaadmmd.
@ Sonmmodification has been made to this product
(b) The product is opwratast({not follow the imsthistroanual
(© Theawranty sticker is torn or damaged.

16 Support
The support by email about IP Lock probleiplazkioesapet.apm
Otherwise, the request on our website is available by following link.
http://www.dgaigmvay.com/contact.html
Youyersonal infornsagistnicted with high confidentiality.
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2 |IP Lockre
21 The core operation

Top module (on FPGA)

ENABLE DCO

D ToplPLock | -
sco (ToplPLock.vhd) DDO

- 1
- -

User’s Logic

\j

FiguslIP Lock System

As showhiguiZl, the IP Lock core has flmrcsignalging to otherimo8@6s
DCO, DDO,EMBLE. SCO is the system clock for ruithiadrégUamtkgebre.
SC& 1. 25 MHZhe DCO and DDO are th@$extesnakcting with IP Lock device.
signals ardifgictional signals. ENABLE signal is the autpait off I® kkocktc h €
When the link communication between IP Lock core and IP Lock device
ENABLE signal wi || be aas®ernt thed t
communication )s failed

Asynchronous Circuit

ENABLE signal T ENABLE signal
(from ToplPLock) Z (to User's logic)

Clock ¥ Cik

|

i

. |

User's Logic ( D Flip-Flops i
|

|

|

|

|

For clock-crossing signal, one or two DFFs are generally applied.

FiguZ2RecomnmedhahitousingNABLE signal
The users3s |l ogic can ubyg monioBNNABRE E S
be equalo 2 13 . | t 3 s r e cooenontigBbefere udMYABLE t h
sign&d bthe synchronous circuit, &gsifvn in

IPLotks er 3s Manual -4- PD066DI06E
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Top IP Lock (ToplPLock.vhd)

SCo
ENABLE -

DCO

USERKEY IF" Lock core - >

(User's ID) (iplock.vhd)

> DDO

32 < .

Figu3Top level of IP Lock
ToplPL¢CkplPLockiv@signed to ineabpeer file of IP LEplockraw(how
the input/output signals &f $R&®¥. which is input signal to IRuLssakcote is
whiclmustlseet t o t he same v al wlicis aesbythélP
LakWritsoftwatef t he user3s | D on HDL | ogi
the ENABLE signalwibleda t ed t o 2 03

—-- IF Lock core
Component TopIPLock is
Port |
UIERKEY : in std logic wector (31 downto 0);
3C0 :in std logics
co t inout  std logic:
oo t inout  std logic:
EMAELE toout std logic

):
End Component TopIPLock;

-- User's Logic

Component Counter3ZBits Is
Fort |
SyaClk 1 in  std_logicy
SysRstE i in std logic:
Enshle i in std logile:
LED 1 oout std logic wvector (3 downto 0)

1
End Component Counter3ZBits:

Constant Declareation

—— Tser's Eey
constant cUIERKEY t std logic_wector (31 downto O ) := x"00000000";

Signal Declareation

Signal rEnable ¢ ostd_logic;

Begin

Component Mapping

FiguUs er 3 scodleD i n sour ce
In the example HDL code, USERKYS? Isitassigmtact value, aSigh@4n in
To change t h evaluestte HBLsandlthen updatesatwtieasRe yalu
Lock devigeising the Software

IPLotks er 3s Manual -5- PD066DI06E
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22 Thécendie

To implement the IP Lock core by usivy&tRiartxair{kSievice or Quartus f
device), the user must seiptbekd@illdgageway.dongenerating the IP Lock licer
fileThe informatbigur25 must be sent to email for generatind beeugsmmnsanfile.
select to lock the license file by using Volume ID or Network ID.

Figu@binformation for register

FiguZ6shows the command to check Volume ID and Network ID by usinc
prompt. “getmachk I ® whel eommandg 16

[ C\Windows \system32\cmd.exe

[&] C:\Windows \system32\cmd.exe

lc:oair

voiume in drive C has no _lahel
Uolume Serdial Humber is 1153-FD2A

Directory of G:x

13-Nov—-17 B1:4% PH <DIR>

18—Nov—-16 S il R >
Volume ID

“DevicesTcpip_<
Hardware not pe

FigusVolume Serial Number

After the user gets the license file from Design Gateway, the user must a
toolicendasy usinggte edi t or . Assume that, "L
Vivado) whil e 7~ Li cen)fFigudsamsthexamge t h e
add IP Lock licefisextal Intel.tool

IPLotks er 3s Manual -6- PD066DI06E
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Bl License.lic - Notepad
File Edit Format View Help

Intel

B license.dat - Notepad

File Edt Format View Help

# Xilinx license

# start xXilinx license

# end Xilinx license

IPLock license

¥ start IPLock license

FEATURE ipdg_iplock_v2_0_0 xilinxd 1.0 permanent uncounted %
EDBOFLF02[328 VENDOR_STRING=License_Type:Bought
HOSTID=DISK_SERIAL_NUM ISSUER=Xilinx TS_OK

# End IPLock license

e Quartusil license.

# Start Quartusll licerse

# End Quartusll license

Kl

# Start IPLock license:
[INCREMENT 7D50_0001 alterad 9999.12 per manent uncounted 3187BA09499F \,

VENDOR_STRING =")djigc 1884kNh s ZK420Pq w35 aZDI0ECGUKER
QMATDFQP4UtVOGIZHpgBOHABESF YEWG ZAQWU 13vzBIcRyIEE" |
HOSTID=DISK_SERIAL_NUM=8c27bacS SIGN="1416 E439 BF41 688C 9C3F |
DODS 4542 3998 CFS6 6728 0892 5985 B9A1 DESD E933 0910 C269 Y,
0260 C32F 0583 EGCR C962 CSOF 4812 CBOF 499C 2030 BOF7 5324\,
5240"

# End IPLock license

IPLock license =—

BEWHOhC N QCSOLYIUBZEN1GR)MQOZC YE LusDCBNOXZ9 FFaZi

Figuz/AddP Lock license t h e

t ool

3 s |

IPLotks er 3 s Manual
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23 The example VHDL design

The example VHDL code to use IP Lock core is included in the delivery it
diagram inxhaenple design is ghigu@in

Top module (Counter.vhd) |

LED

-t Top IP Lock
4 User's Logic (ToplPLock.vhd)
SysRstB _ | (Counter32bits.vhd) |  ENABLE DCO
SysClk f’ SCOo IP Lock core h -
. > (IPLock.vhd) DDO
USERKEY | - >
(cUSERID) | ™

Figu@BExample VHDL design block diagram
Counter.vhd iIis the top mdPdogkcere. Whe i
exampl e of user 3s | oaepkNABLE signalto bencoumnt
enabte blinkE[@] and LEBaddy s Cl k i s applied to
Lock core.

Thexample projectl ek qdire-ock.vhcgach FPGAtholvnRigurzl
The IP Lock core is added to the project as the sousce like other HDL moduls

"ROJECTMANAGER-“V31 Vivado Tool (Xilinx) | Prm‘ecmavigator| Quartus Tool (Intel) foy <z

Entity:Instance
A% Arria 10; 10AX115R4F40R3SG
Q T =2 4+ o 4 BB Counter 7y
Counter32Bits:u_Counter32Bits
P ToplPLock:u_ToplPLOCK
IPLock:u_IPLock

Sources ? 006X

v = Design Sources (1
v @& Counter(Behavioral) (C vhd) (2
¥i u_Counter32Bits : Counter32Bits(rtl) (Counter32Bits.vhd
~ @ u_TopIPLOCK : ToplPLock(Behavioral) (ToplPLockvhd) (1
[ @ u_IPLock: IPLock(Behavioral) (IPLockvhd) (1) |

m

Design +08 X
View: @ Implementabon ISE Tool (XI|InX)

Ej Hierarchy

& & ise

— | & £ xc3s50-5pq208

o = muuu Counter - Behavioral (..\..\source\Counter.vhd)

u_Counter32Bits - Counter32Bits - rtl (..\..\source\Counter32Bits.vhd)

; =} gl u TopIPLOCK - ToplPLock - Behavioral (.\..\source\ToplIPLock.vhd)
a + . u_IPLock - IPLock - Behavioral (..\.\source\lpLock‘vhd)I

FiguOExanepprojdot IP Lock ceeelfPGA tool

IPLotks er 3s Manual -8- PD066DI06E
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3 IP Lotkardware
31 IP _Lo€kvice

IP Lock devidesignhedtonmunicateéhdifhLock qoamgplemented within FPGA)
protect FPGATt@eonnection détWweek deamckl|P Lock core miusistadLan
the communication link is lost, the IP Lock core wifl ch&hdeAH Istitus s i
di sabl eindidethe AIPGAer 3 s | ogi C

The hardware coasteaismthe IP lockageshoevn Figurgdl and-igur@2
Voltage IP Lock deviE@ardVoltageconnacgo IP Lock dewise bed from the
same source. The supported-idageSereand +3.3V

(1) The external pull-up register of DD0 and
DCO pins are not necessary when the FPGA
pins include the internal pull up__

()
(2) VCC for IP Lock device must be same as Vee Vee
the voltage for FPGA pin (DDO and DCO)
I" 27
—\\ V4
vee T
] g 1Kohm g TKohm
IP Lock Device
1 8
7 < __>DD0
= B <_>DCO
5

2
3
4

Figu®llP Lodkviceonnection when internal pull up is not included in FP

IPLotks er 3s Manual -O- PD066DI06E
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. (1) No pull-up register of DD0O and DCO pins P
— 2 ) when the FPGA pins include the internal pull up L2 )
vee T’ by assigning in constraint file ~1 e
IP Lock Device JJ/) FPGA
1 8 ¥— 49 VCCO [—=
R T ]
3 6 51 64
= A 4 5 H— 52 B3 —X
T o1ur ¥——o 76 782 F—X
: X—o 77 ) 61 —X
X—1 78 60 —X
= = \ = x—71e 59 X
= - $—— 80 GND j

\ (2) Same voltage (1.8V, 2.5V, or 3.3V) |~ =
for FPGA pins and IP Lock device

Figu2IP Lodkvice connection when internal pull up ipimcluded in FPC

The example constraint file to add pull up register faFi§R@A Timeis shov
examplessa@ior three FPGA tools, i.e. ucf file for ISE tool (Xilinx), xdc file fc
aml gsf file for Quartus tool (Intel).

ISE tool Vivado tool
(.ucf) (.xdc)
NET “DD0” PULLUP; set_property PULLUP TRUE [get_ports DDO];
NET “DCO” PULLUP; set_property PULLUP TRUE [get_ports DCO];

Quartus tool (.qsf)

set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DCO
set_instance_assignment -name WEAK_PULL_UP_RESISTOR ON -to DDO

Figu@3Add pull up register to FPGA pin

NotéVhen the IP Lock core is implemented by Vivado tool, the user mi
constraint file to ignaensingmthe internal signal of IR dosk@mofoui@d

u _ lirPtheeexaihspilee component name of |Betrodloptiteock.vhd. If the us:
modifidee component name obri@ittockr oplPLgocke/ighore path must be modi
to match the new component name.

| Compaonent name of IPLock which is assigned in ToplPLock.vhd |

set false path -from [get_pins @@ULAT*!D] -to ¥
Figui@lgnore path for Vivado tool

IPLotks er 3s Manual -106 PD066DI06E
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ThéP Lock dguvamkag@nd dimensions areSigovgbandriguiZe,

E
=
1
p
— 1
P b ;
—] 12
Bj n [ O 11
45 =" -
{ +
a2

——l
par

e | ot | A1
Lnits INCHES* MILLIMETERS
Dimension Limits MIN ] HOM | MAX MIN ] NOM | MAX

Mumber of Pins n -] 2

Pitch p (050 1.27

Cvwarall Height A 053 061 (069 1.35 1.55 1.75
Molded Package Thickness A2 052 (056 061 1.32 1.42 1.56
Standoff & Al 004 007 010 0.10 0.18 0.25
Owerall Width E .228 237 244 5.79 6.02 6.20
WMolded Package Width E1 146 154 57 3.71 3.91 3.9
Owerall Length D 189 193 187 4.80 4.90 5.00
Chamfer Distance h 010 015 020 0.25 .33 0.51
Foot Length L 019 025 030 0.43 0.62 0.76
Foaot Angle [i] 0 4 a8 0 4 8
Lead Thickness C 008 008 010 0.20 0.23 0.25
Lead Widih B 013 .07 020 0.33 0.42 0.51
Iold Draft Angle Top i 0 12 15 0 12 15
Wold Draft Angle Bottorn B 0 12 15 0 12 15

* Controlling Parameter
§ Significant Characteristic

Figu@bPackadenensafriP Lock device

—>| |<—o.050"rypica| Y
1 annn
0.050"
Typical

~+ BN
—>| |<— 0.030"

Typical
FOOTPRINT 8 Places

Figui@GFootprint of IP LockdtleincenSiams inam)t

IPLotks er 3s Manual -11- PDO66DI06GE
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32 |IP_Lobkiter
The IP Lock wrappliedptogramh e user 3s | D to the
software. Theusesathe power from |USHtadrs notceedndwt external power

supply.

Pin1 location

STATUS =©

Figu@/IP Loekter

To place IP Lock device into the socket of IP LdekwaieRipléasiel Folloak
device must be placed at the saimstpasstioB@Position.

IPLotks er 3s Manual -1 PDO66DI06GE
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4 IP LodNritebftware

41 Software Installation
Please follow these steps to install the IP Lock Writer software.
1 Open CD from the packageeiugp gamestall the software.

[ ]S
P : T —— |
AN, | , v IPLockWriter » - | 3 | | Search IPLockWiiter je
Organize + Open Share with - Mew folder = = [ i@l
/v Favorites Mame Date modified Type
B Desktop J DotMetFx 6,/5/2019 2:12 PM File folder
4 Downloads E J weredist_x86 6/5/2019 2:12 PM File folder
£l Recent Places E DATAS.CAB 5/9/2019 4:18 PM WinRAR archive
ﬁ_';;! DataSetup.msi 5/9/2019 4:18 PM Windows Installe
= Libraries ) setup.exe 5/9/2019 4:18 PM Application
3 Documents
rJ’- Music
= Pictures
E Videos —[ m b
setup.exe Date created: 6/5/2019 2:12 PM
.':: 4 Application
Q Date modified: 5/9/2019 418 PM
Size: 475 KB

FigueEl Setup IP Lock Writer Software
2Click 7~ Next p,alndt ttchre nt ac | 9 tcakr t° NRext
folder

Figud2Setup installation folder

IPLotks er 3s Manual -13 PD066DI06E

































